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Syllabus 

• OSI Model 

• TCP/IP Protocol Suite 

• Network Layer 

• IPv4 and IPV6 Addresses and Protocol 


1.1 Introduction to Networks 

• A computer network is. a set of multiple computers or other hardware components 
interconnected by communication channels that allow sharing of resources and 
information between multiple users and processes. 

• If in a network one process sends the data and other receives it then it is said to be they 
are in a network. 

• The medium use for sending or receiving data is called as communication channel. 

1. Client Computer: 

• A client is a system that accesses the remote service on another computer using 
network. 

• The computer that initiates communication is generally called as client computer. 
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Server Computer: 


Fig. 1.1.1 Computer Network 


• Server is a computer program that provides services to other computer programs j 
in the same or other computers on network. 

• The computer that answers the client computer is generally called as server socket | 

3. Client Server Architecture; i 

• Programs running on client machines make requests to a program (i.e. Server j 
Program) running on a server such architecture is called as client server j 

architecture. • j 

• Client server architecture is work on basis of request response model. | 

• Client sends request to server and server replies to the request. ^ 


Server CHeal 

Fig. 1.1 J: CUenl eervcr arctiltecture 
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Networking Standards . . 


• The first idea of networking is put forwarded by ‘AHPA>(A(Jwuiced Research Pflnjects 

^ Agency) in department of defence,fQi^ cop^umcating xMffei^ con^tew with each 
' ' other. , 

• In 1967, at the meeting of ACM (association of computing machines) ARPA has 
presented the innovative idea of ARPANET which is small network of computers. 

• ARPANET uses the intermediate machine for transferring message from one machine to 
other called as IMP (Interface message processor). 

• TCP/IP includes the concepts like encapsulation of data packets includes two protocols 
transmission control protocol and Internetworking protocol. 


Standard Organisations 

• ISO (International Standard Organisation) 

• International Telecommunication Union Telecommunication Standards sector (ITU-T) 

• American National Standard Institute (ANSI) 

• Institute of Electrical and Electronics Engineers (IEEE) 

• Electronic Industries Association (EIA) 

International Forum 

• Frame Relay Forum 

• ATM Forum 


R^nlatory Agencies 

• Federal Communications Commission (FCC) 


1.3 OSI Model 

a) Introduction: 

• This model has dominated the sector of data communication and networking 
before 1990. 

• Later on TCP/DP protocol suite became dominant and more popular in today's 
internet which was first successfully implemented networking model. 

• The OSI model is established in 1947 which is multinational model which is 
agreed as international standard. 

• This OSI model covers all aspects of network communication given by ISO 
standards. 
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yijotuinej l» H-hnologlga (n.So. 1 ^^^^ MU) 1.4 miroduciion to Intornol Tochnologigs 

(XSl iiuhIcI is nci\v\)ik mvhitecuux* which is interoperable and very Hcxiblc for 
i\ndii|do applications, 

• U i.s a layetvcl Ivamework lor designing complex network .system which helps 
communication between multiple computers. 

b) Layered Architecture: 

It consists of seven different layers through which data will pass for better 
communication. 

ll one computer wants to send any message X to another computer then message 
should pass through all seven layers on both nodes, while intermediate node may 
have three layers of OSl layer. 


User 



Layer 7 

Application layer 

Layer 6 

Presentation layer 

Layer 5 

Session layer 

Layer 4 

Transport layer 

Layer 3 

Network layer 

Layer 2 

Data link layer 

Layer 1 

Physical layer 

Layer 0 

Transmission media 


Fig. 1 J.l; A seven layer ISO-OSl reference model 
1.3.1 Exchange of Information using OSl Model: 
a) Packaging information In Layers ; 


Wrapping data packets 

luich OSl layer of sender machine adds own information to ivicket it has received 
from previous OSl layer and pass entire packet to next OSl layer. 
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Fig. 13.2 

• Unwrapping data packets 

OSI layer of receiving machine will remove the information added by 
corresponding layer on sender machine and pass remaining packet to above OSI 
layer. This process called as Decapsulation. 

• Example ; Layer 4 of receiver can only removes the information added by layer 4 
of sender process and it applies for all other layers. 

b) Modularity of OSI Model: ' ' ^ 

• The modularity is offered to network by providing well defined interfaces between 
two layers as shown in Fig. 1.3.3. 

• The data packets are transferred from one layer to another layer above it or layer 
below it using these layer interfaces. 

• Interface defines the information and services needed or provided by layer above 

it or layer below it. ' 

• Implementation of interfaces will be required to change only if services required 
by above layer are changed. 
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c) 


Organising iayers in groups: 

• The seven layers of OSI are grouped into 3 subgroups as given below: 

• Netwoilc Support Layer 

o It includes OSI layer 1 (Physical layer)Xayer 2 (Data link layer) and Layer 
3 (Network Layer) 


These layers used in data migration from node to node like connection, 
addressing and timings including reliability of data) 

It is mostly implemented using only software. 



www.MumbaiBScITStudy.com 








































































muiiiudi b.SL.iT siuuy 





• Users Support Layer : ijoHi^oH fd 

o It includes OSI layer 5 (Session layer),Layer 6 (Pre^taticm layo-) and 
Uyer7’(Xppl&’^tionWlerf ' 

o Allows interpietal!>Uity betw^h ^(di^i^n^ar' sbftWare systems, 
o It is mostly implemented using combination of hardware and software, 
o Physical layer requires complete hardware. „ ..i.! q 

• Transport Layer :__' ' ' 

o It includes OSI layer 4 (Transport layer) 

o Takes care about information transferred from lower layer to upper layer 
are in same form. 

d) Encapsulation: 

• Any packet at level N is encapsulated in level N-1 and it applies for all other 
layers. 

• E.g. Packet at level 4 is encapsulated in level 3 in this whole packet coming firom 
level 3 is acts like a single integrated unit. 


1.3.2 Layers of ISO - OSI Model: 


j User ][ 


Layer 7 

Application layer 

Layer 6 

Presentation layer 

Layer 5 

Session layer 

Layer 4 

Transport layer 

Layers 

Network layer 

Layers 

Data link layer 

Layer 1 

Physical layer 

Layer 0 

Transmission media 


1 ) 


Fig. 1 J.4 

Physical Layer: 
a) Introduction: 

• Physical layer concern with physical connection to network and 
transmission or reception of signals. 

• It consists of transmission medium like connecting wires. 

• Physical layer sending bits from one computer to another. 
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b) Position: tm J M’ 

AUt •.i;' ..:l d 1.'>YbJ,( 19''''"' ' i /*! I'• ) ^'>bnf ' 

• Physical layer is first layer in OSI model and it defines methods using 

i .1'. ) I 

^ j ^ which physical dpy^es^rfiirm transmissions of signals. 

i)!: 'A'i ' 1 in ', i! ,ii b‘ • I :■ ,i ■’ 





c) Protocols: 

• RS - 232 

• RS - 449 


Fig. 1 J.5 


d) Functions: 

• It defines characteristics of interface or transmission media between various 
devices. 

• Transmission rate - It defines number of bits transmitted per second and 
also defines how long it will take to transfer data. 

• Encryption - It defines type of encoding used for transmitting signal. 

• Synchronization - Sender and Receiver must be synchronizing at same bit 
level and data rate. 

• Physical Connection - Layer deals with the network connection types like 
P to P configuration or multipoint configuration. 

• Mode of TransmlMlon • Data can be transferred using anyone of mode 
given below • simplex transmission, half duplex transmission or full duplex 
transmission. 
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2 ) 


e) 






• Topology - this later deals with how devices are conn^t^ to each otha 

using physical topology like Bus topolbgy^: Ring topblogy. Mesh topology 
or Star topology. . . i »>I,. ri ! • - 

• Bandwidth • It deals with A physical transmission media bandwidth. 

Devices Used: - ' ' ' 

• ' M . I 

, ' ' . • • 1- 

• Hubs 

nl> • 

• Connecting wires and connector 

• Transmitter and Receivers 0,1 

• Repeater etc. 

Data Link Layer: 

a) Introduction: 

• It responsible for node to node delivery of data packets. 

Position: 

• It accepts data packets from networks layer and forms frames which will be 
given to physical layer for transmission. 


b) 


From network layer 


To network layer 


L3 data 


L3 data 


[•IHa;! Fta^ 


k "< 4 -*/ . ' 


L3 data 


c ’>5 ''m . , ? 




■' I ' 



10101000000010 


10101000000010 


To physical layer 


From physical layer 


Fig. 1.3.6 


C) 


Protocols: 

• HDLC 

• SDLC 

• X.25 


j^vy vy, M u m ba i BScITS tudy. Co m _ 







































Functions: 

• o_.j«l(lo> ^Wi ■'‘>./lV')! 


f.;->IV*,('l 


^■'it\ lili/v Ji !j iiij H' .i .o,- 

Oaita fraine/^. This lay^ divides data packets in to manageable pieces of 
data which is also called as Data frame. 

f Addressing •>';The'layer will define header for each frame which contents 
physical address of Sender and Receiver. 

Flow control - It manages data rate to avoid fast data transmission from 
over running a slow receiver by data buffering. 

Error control - Layer achieves error control by adding trailer at the end of 
the frame. It also identifies Lost/Duplicate or Damage frame and handles it 
by retransmission of frame or just by avoiding them. 

Access Control - Data link layer determines which device out of many will 
take control over a link at given point of time. For access control data link 
layer divided in two sub layers, 

Logical Link Control (LLC) - It establishes and maintains link between 
various communicating devices. 

Media Access Control (MAC) - It controls sharing of media channel 
between multiple devices. MAC address use to form logical link between 
multiple computers on same LAN. 


e) Devices Used 


Bridges 

Intelligent Hubs 
Network Interface Card (NIC) 


3) 


Network Layer: 
a) Introduction 


• Network layer mainly deals with deUvery of packets from source node to 
destination node using various network links. 

b) Position: 




It accepts data from transport layer adds own header which contains 
addressing information and this data is now called as Data Packet will be 
transferred to data link layer. 

On receiving data frame from data link layer removes header appended by 
source if receiving computer is actual receiver of data. 
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L3 data 


L3 data 


To data link layer 


From data link layer 


Fig. 13.7 


c) 


Protocols: 
• ICMP 


• IGMP 


ARP 


• RARP 


d) functions: 

• Addressing - Network layer translate logical address (IP address) in to 

physical machine address. , 

• . Switching - It concerns tlie type of switching used like circuit switching or 

packet switching 

• Message priority - It offers quality of service by deciding priority of 
messages. 

• Data fragmentation - It divides larger data packets into smaller packets if 
required. 

e) Devices Used: 

• Routers 

• Gateways 

4) Transport Layer: 

I Q. Describe the function of the transport layer in the OSI model 

a) Introduction: 



This layer ensures delivery of complete message from source node to 
destination node i.e. process to process delivery of message with errtMr 
detection and recovery. 

Process means any application programme running on host node. 
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5 ) 


> o'^' 

b) Position :, r;' ,-j 


Network layer concerns with note to node ^essage delivoy without 
bothering about relationship between various packets whereas transport 
layer ensures arrives in order and controls error in message. 


From session layer 



To session layer 


( 

L 


L5 data 

\ll±. 






L4 data 


1 L4 data | 

L4 data 


L4 data 

L4 data 


L4 data 


To network layer 


From network layer 


Fig. 1.3.8 


c) Functions: 




Segmentation - It divides message into manageable date segment which 
contents unique segment number to each segment which way wiD help us 
in reassembling message at receiver. 

Connection - Transport layer can be connectionless or connection oriented. 
Flow Control - Layer Performs end to end flow control. 

Error Control - It makes sure that message arrives without any error. 

Session Layer: 

a) Inbrodoction: 

• This layer creates, maintains and synchronizes the communication between 
various communicating systems. 

b) Position: 

• It accepts from transport layer and adds synchronization points to stream of 
data or it may removes synchronization point at the receiver site. 
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Introduction to Iptei 


To presentation layer 


From presentation layer 


L6 data 


From transport layer 


To transport layer 



M- ‘ ' ■- 




1 L5 data 

L5 data 


L6data 


—, 

/■ 1 

- 



Fig. 1.3.9 


c) Protocols used by all higher layers after this layer: 

• FTP 

• HTTP 

• DNS 

• SLTP 

• SMTP 

• SNNP 


• TELNET etc 
d) Functions: 


Synchronization - It allows process to add check point i.e. synchronization 
point into data stream. It will be used in case of failure the data will be 
retransmitted from particular check point. 

Dialog Control - Dialog means exchange of messages between various 
interested systems. Dialog control will controls communication between 
two processes in communication system which transfers data in full duplex 
and half duplex mode. 


6) Presentation Layer: 

a) Introduction: 

• Presentation layer takes care of syntax of information to be exchange 
between various systems. 

b) Position: 


The presentation layer will append its own header to data it accepts from 
higher levels. 
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From application layar 


To application layer 
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L6 data 
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c) 


To session iayer 

Functions: 


From session layer 


Fig. 13.10 


• Translate data - It translates data which require by receiving computer 
without protocol conversion. 

• Data Compression - It reduces memory space require by the information 
for faster data transmission. 

• Data encryption - It encrypts data for security and privacy of information 
over the tiransmission channel. 

7) Application Layer: 


a) Introduction: 

• This lay^ helps user to access networking resources like database, email, 
files dire^y with help of user application. 

• It allows one application to communicate another application on other 
computer as like they are situated on same computer. 

b) Services: 

• X.400 - message handling service 

• X.500 - directory service 

• FTAM - flic handling and management service. 

c) Position: 


II appends own header for accessing services mentioned above. 
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L7 data 



L7dala 


To presentation layer ’* 

Fig. 1.3.11 


From presentation layer 


d) Functions: 

• FT AM - It allows user to access various files transfers and manages them 
in remote computing environment. 

• Mail Service - The layer provide basis for email forwarding storing and 
retrieving it. 

• Directory Services - This layer will provide access to worldwide 
information about various objects and services. 

• Virtual Terminal - It allows remote login to other computers and wmlc 
like own computer over the network. 

1.3.3 Merits of OSI Model: 


• It is layered architecture clearly distinguishes between the services, interfaces and 
protocols. 

• The protocols in OSI model can be easily replaced by new protocols as the technology 

changes. • 

• OSI model is truly a general model which can be easily applicable to various protocol 
stacks. 

• OSI model supports both connection oriented as well as connectionless services. 

1.3.4 Demerits of OSI Model: 


• OSI model does not uses sessions and presentation layers much. 

• OSI model was developed before the protocols were invented. So there is a problem of 
fitting protocol into OSI model. 
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1.3.S Summary of ISO : 





1. 

Physical Layer 

• Make and break connections, define voltages and data 
rates, cpnvefi data bits into electrical signal. 

• Decide whether transnussion is simplex, half duplex or 
full duplex. 

2. 

■» 

Data Link Layer 

• Synchronization, 

• Error detection and correction. 

• To assemble outgoing messages into frames. 

3. 

Network Layer 

• Routing of the sign^s 

• Divide the outgoing message into packets 

• Act as network controller for routing data. 

4. 

Transport Layer 

• Decides whether pransniission should be parallel or 
single path 

• Multiplexing, segmenting the data, 

• Break data into smaller units for efficient handling 

5. 

Session Layer 

• To manage and synchronize conversation between two 
systems. 

• It controls logging on and off, user identification, billing 
and session management. 

6. 

Presentation Layer 

• It works as a translating layer. 

• Encryption and decryption 

• Data compression 

7. 

1 

Application Layer 

• Retransferring files of information 

• LOGIN, password checking etc. 


1.4 TCP/IP Protocol Suite lyiodel 


a) Introduction: 

• This reference model was used earlier by ARPANET and then it is being used in 
the Internet. 
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Introduction to Internet T( 







TCP/IP model included by many universities 

the leased telephone lines. Later on the satellites and radio networks were added to 


It. 


•U-., i 


• These protocols suite describe the transfer of ^ta between multiple host 

computers on Internet •' ti.!. • 

• TCP/IP suite offers a simple naming and addressing scheme using which different 
resources on Internet can be located very easily. 

• TCP protocol is very much helpful for transferring large packets also over the 
network by just dividing it into a sequence of packets and each is put into an IP 
packet. 

• In TCP the packets reach to destination but it is not necessary that they should 
follow the same path. At the destination the TCP software reconstructs the packets 
into a complete message. 

1.4.1 Layers of TCP/IP Protocol Suite Model: 


4ppPcatiotv 


Piesenfation 


i 




SMTP 




Applications 
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HTTP 


DNS 
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Fig. lAI: TCP IP protacol stack 
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a) Introduction: 


/)j I 


. I I I 


This is lowest layer in TCP - IP Model. 

L’i:i. U; !t^fif. ] »< • 

This layer is changes from host to host and layer to layer 


b) Protocols: 

j . I ‘ '•■ 

• Advance Research Proj^ts Agency Network (ARPANET) 

• Pocket Radio 

• SATNET LAN. 

c) Functions: 


I , iqi 


.'C, 


• This layer changes as implementation and vender changes. 

• Functions are not defined clearly in protocol suite. 

2) Network Layer / Internet Layer : 
a) Introduction: 

• Internet Layer in TCP / IP supports internetworking protocol (IP). 

• This layer is similar to network layer in OSI Model.. 

• This protocol uses various supporting protocols like ARP, RARP, ICMP, 

and IGMP. , ' 

• This layer holds entire architecture together. 


b) Protocols: 

• Internetworking Protocol (IP) 

o It is data transmission scheme used in TCP/IP Protocols this is 
unreliable connectionless protocol as it do not have error checking 
technique. 

o Data Packet is called as datagram in IP Protocol which transported 
independently on network. 

• Address Resolution Protocol (ARP) 

o This protocol is used to find out physical address of computer on 
internet whenever its IP Address (Logical Address) is known. 

• Reverse Address Resolution Protocol (RARP) 

o This protocol is used to find out IP Address (Logical Address) <rf 
computer on internet whenever its physical address is known. 

• Internet Control Message Protocol (ICMP) 

o This protocol is used by computers and getaways to notify datagram 
errors and queries back to sender. 
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c) 


• Internet Group Message Protpcol (IGMP) 

o This protocol is used to transfer same'^ message to all recipients 
computers in a group. • m 

Functions: • I r. ;-X' •rjj-' 

• Packet Transfer • The layersends packets toany networic and it will travel 
indecently towards destination., 

• Packet Ordering - The order in which Packets are sent may be different at 
receiver end. The higher layer will arrange them in proper order. 

• Internet Protocol - The network layer defines packet format and |m>tocoi 
which is called as Internet Protocol (IP). 

• IP Packet Delivery - The layer is responsible for delivery of IP Packets 


Application layer 

TELNET, FTP, SMTP, DNS, HTTP, NNTP 

Transport 

TCP, UDP 

Internet (Network) 

IP 

Host-to-network 

ARPANET, SATNET LAN, packet radio 


3) Transport Layer: 


Q. E)q}lain Stop-and-wait ProtoopTarkf 





the tran^io rt tayer. _ 


a) Introduction: 

• This layer is responsible for process to process message delivery. 

• The layer performs functions with help of two protocols TCP and UDP. 

• SCTP is newly device transport layer protocol for sum new applications. 

b) Protocols: 

• User datagram protocol (UDP) 

o it is process to process protocol which only inserts Port address, 
length information and error control to data coming ftoro higher 
layers. 

• Transmission Control Protocol (TCP) 

o This Protocol is reliable connection oriented protocol which 
establishes connection before sending or receiving data. 

o The data units are divided into segment by TCP Protocol including 
sequence number of each segment which is used for reordering data. 

• Stream Control Transmission Protocol (SCTP) 

o This (xotocol combines best features of TCP and UDP Protocols. 

www.MumbaiBScITStudy.com 
























IIIUIIIUJI 


Internet Technologies (B.Sc. IT. - MU) 




1-20 


WPF 


Introduction to Intemet.Technologies 




o It IS used for new applications. 

„ rr/. i.' 4o, ,■ •.■..'■- , 

o Stop n wait protocol: 

• ■I. i>) >'• -ajn iir^ ■<■ 

It is connection-oriented protocol. Stop n wi^t protocol uses both flow and error control. 

In this protocol the sender and the receiver both uses a sliding window of size 1 and 
I only cme packet and one acknowledgment can be in the channels at any time. 

It is called as Stop n wait because; the sender sends one packet at a time and waits for an 
acknowledgment before senrling the next packet. 

Checksum is added to each data packet for checking the corruption in packet When a 
packet arrives at the receiver site, checksum is checked. If its checksum is incorrect, it 
means the packet is corrupted and silently discarded. The receiver sends a signal to the 
sender which specifies that a packet was either corrupted or lost 

Before sending packet sender sets one timer if an acknowledgement arrives before 
expiration of timer than timer is stopped and sender ready to send next packet through 
die channel. 

If the set timer expires and still acknowledgement does not arrives than sender resends 
the packet by assuming the packet may be lost or was corrupted. 

Hence sender needs to keep copy of a particular packet until its acknowle^ement 
arrives. 



Fig. 1.4.2 


o Go back N Protocol: 

o To improve the efficiency of transmission by forwarding multiple packets 
while the sender is waiting for acknowledgment we are able to keep 
communication channel busy. 

o The Go-Back-yV (GBN) protocol fulfils this requirement. The Go-back-N 
helps to send several packets before receiving acknowledgments of current 
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packet. Due to this approadi several data ^nd acknowledgments 

can be in the channel at jthe^amel^. ! j J. iqni^ • 

One limitation in Go-Back-iv is that the receiver only buffers one packet at 

,, . .II: -0 i/J^L >“ I 

anytime q u ’ 

Hence in this protocol also sender keeps a copy of the sent packets until the 
acknowledgments arrive. 

L ACK'-ric''^ t.ioq 




Sender 


Application 


Transport 




seqNo- 


Packet 
-checksum ackNo 




Receiver 


checksum 




9L 


Logical channels 



Application 


Transport 


V 1 ©Timer 

j outstanding | to send ^ 

ni'j- 


i' 


Next 

to receive 


Send window 


Fig. 1.4J 


\::u3 

Receive window 


c) Functions: 


4) 


• Process to process message delivery - This layer is responsible for process 
to process message delivery unlike IP Protocol which delivers message 
from one computer to another computer. This layer delivers message to 
respective process of destination computer. 

• Packet sequencing - The data units are divided into segment by TCP 
Protocol including sequence number of each segment which is used for 
reordering or sequencing data. 

Application Layer: 


a) Introduction: 

• The layer performs the entire task performed by Session Layer, Application 
Layer and Application Layer is OSI model. 

b) Protocols: 

• Domain Name Service (DNS) 

o It is used for converting Internet Address into IP Address of 
respective Web Server. 

• File Transfer Protocol (FTP) 
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Introduction to Internet Technoloflteg 


o TTiis Protocol is used for shiriiig'^ta between multiple computers on 

a>. . '' : A'(> l^lOB bni, iiijyvs !• if'ITT ’6 il * 


Simple Mail Transfer Wotocol tsNftT) 

li. t-t viiio << )trir. ^1^^ is used for sending dectromc mml temail) to the intended recipient 



c) Functions: 


POP 3 i.e. Post Office Protocol is used for receiving email. 


It supports higher leyel protocol which is directly used by end user of 
computer. ' 



Fig. 1.4.4 ; Protocols and networks in the TCP/IP model 
1.4.2 Demerits of TCP/IP Protocol Suite Model: 

• TCP/IP protocol suite does not distinguish clearly the concepts of service, interface and 
protocol. 

• This model is not at all general model so, can not describe any other protocol stack. 

• The host-to-network layer is not a layer but it is a simple interface. 

• The TCP/IP model does not mention about physical and data link layers. A proper 
model should include both as separate layers. 

1.5 Comparison of OSI and TCP/IP Models i 

^ ^ -— j 

1) Similarities between OSI and TCP/IP models : j 

a) Functionality - Both the models the layers have approximately the same | 

functionality. ‘ \ 

b) Layered Architecture - Both models uses the layered architecture. | 

c) Services - The transport layers and the layers below it provide transport services J 

independent of networks and layers above it are application oriented. \ 

{ 
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2) Relationship betvwen OSl and fCP/lP~modeia^ 

OSI Model 


TCP/IP Model 



- vr- - * 


Application 

i 

AppIlMtIon 1 

Presentation 



Session 



Transport 


Transport k-: 

Network 


Internet 

Data link 


Host of network 

Physical 




llil; /•: 


TCP/IP does not 
have theee layere 
from OSI model 


■j'l 


«■ 


J».k ii- i 


Fig. 1.5.1: Relationship between OSI and TCP/IF models 

3) Distinguishing between OSI and TCP/IP models: 

Table 1.5.1: Difference between OSI and TCP/IP model 


I 



•yV „^nimeter 

^ OSl 


1. 

No. of Layers 

Contains 7 layers 

Contains 4 layers 

2. 

Transport Layer 

It guarantees delivery of 
packets. 

It does not guarantee delivery 
of packets. 

3. 

Approach 

Horizontal approach. 

Vertical approach. 

4. 

Session layer 

Separate sessiopjayer. 

No session layer, functions 
carried out by transport layer. 

5. 

Presentation layer 

Separate presentation layer. 

No presentation layer, 

functions carried out by 
application layer. 

6. 

Mode of service 

provided by 
network layer 

Network layer provides both 
connectionless and 

connection oriented services. 

Network layer provides only 
connection less services. 

7. 

Services, interfaces 
and protocols 

It defines the services, 
interfaces and protocols very 
clearly with a clear 
distinction between them. 

It does not clearly distinguish 
between service, interfaces 
and protocols. 

8. 

Protocol changes 

The protocols are better 
hidden and can be ea.\ily 
replaced as the technology 
changes. 

It is not easy to replace the 
protocols. 
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9. 

Applicability_ 

OSl is truly a general fnodel. 

TCP/IP can not be used for 
any other application. 

10. 

Compatibility of 
model * 

It has a probleip of protocol 
fitting into a model. 

The model does not fit any 
other protocol stack. 


1.6 Addressing 


1) Introduction 


• Internet uses three different levels of addressing to use along with TCP/IP Protocol 

suite. ' 

• The various addresses uses are as below ; j 

o Physical Address / Hardware Address 

o Logical Address / IP Address 
Port Address 



Application 


Transport 


Network 


Data link and Physical 






Processes 









TCP 

UDP 

SCTP 







IP 

Others 




Underlying protocols 




Port Address 




IP Address 


Physical Address 


2) Physical Address: 

• Physical address is also called as MAC address or Hardware address or Link 
Address. 

• Physical address is 48 bits long and it is set by manufacturer. 

It will be unique for any network or LAN. 

The host and routers are uniquely identified by using physical address at physical 
layer. 

It is local address and it is implemented in hardware. 

Ex. B4:6B;A4:69:73:BA ' 
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Lo^cal Address: 


Logical address is called % IP af^dre^ ia TCP/ 1^ pmUxM suit. 


• It is used for universal copmimication whidi is,;^bnost independent of underlying 

physical networks. li . r > ■ 

• Different network can have different formats for physical address but, using 
logical addressing host can be identified uiiu|Hely legiodless of network used. 

• Logical address is 32 bits long and it is implemented using software. 

• Logical address is set by the operating system of machine. 

• The hosts and routers are differentiated at Network layer by using logical address 
of machine. 

• Types 

o Unicast: One recipient only 

o Multicast; Group of recipients 

o Broadcast; All recipients in network 


• Ex. An internet address in IPv4 is 32 bit long as below, 

192 . 168 . 0 . 32 


4) Port Address: 


• A port is a 16-bit number. 

• It is used by the host-to-host protocol to identify which higher level process (Like 
TELNET, FTP etc.) on receiving host must accept incoming messages coming 
from process of sending host. 

• If message is transferred from computer A using FTP (File transfer protocol) then 
it should be received by FTP (File Transfer Protocol) on receiving computer. It is 
possible that many such protocols or processes may be running on same machines. 

• Whenever any process wants to communicate with another process, it identifies 
itself to the TCP/IP protocol suite by one or more ports. 

• Port numbers are divided into three different categories as given below; 
o Ports 0 through 1023 


1 . 

2 . 

3. 

4. 


They are associated with services in a static manner. 

E.g. HTTP servers would accept requests at port 80. 

The "well-known" ports are onnfrr»iu^ j . 

Assigned Numbers Authority (lANA) assigned by the Ii 
used by system programs run by ” 
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o Port numbws 1024 - 49151 

1 They are called as registered port numbers. 

2. * 'used fdrilttilC^fe purposes. 

i .-^ynv 1 ‘n'-; * 3 ;r ;■ ■'Ph^'p&tiiiiimberi^ are'no* coimoU^ by the lANA and systems c 
be used by ordinary user-developed programs. 

* o il . Port 49152-655S5 - *>' 

< •'They are Dynanaic arid private port numbers 

2. No services associated with them. 


1.7 IPv4 


a) Introduction: 

1. IPv4 is the fourth revised form of the Internet Protocol (IP) and the first version of the 
protocol to be widely used for deployment. 

2. IPv4 is a connectionless protocol generally used on packet-switched Link Layer 
networks like Ethernet. 

3. IPv4 does not guarantee delivery or does not ensure proper sequencing to avoid of 
duplicate delivery. 

4. IPv4 is 32-bit addressing scheme given as below. _ 

192 . 168 . 0 . 32 


b) IPv4 Header Format: 

Bits 0 3 4 7 9 15 16 31 


Version 

Header 

length 

Type of service 

Total length 

Identification 

Flags 

Fragment offset 

Time to live 

Protocol 

Header checksum 

32-bit source address ; • 

®24>H:de8Bna®onaddless' 

Options 

Padding 


.Fig. 1.7.1 
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1. Version: 





It is a 4 bit field defines version of IP (4 or 6) 

For IPv4 .field value is 0100 ^ ‘ 

All packets other then this v^ue will be discard^. 

2. HLEN: 

• Header length field contains length of header file of datagram 

• As datagram length is variable between 20 to 60 Bytes. 

• Without options field header length will be 20 Bytes. 

• Hence, field contains value (5 x 4 = 20) = 0101 

• This value is always multiple of 4 

• Maximum HLEN will be 60 as field contains 15 (15 x 4) - 11 

C 

3. Service Type: . r ^ 

. In original IP datagram the field was service type now this field is re etre 

Differentiated services. 



D = Minimize Delay 
R = Max Reliability 


T = max Throughput 
C = Minimize (OS) 


E.g. 


0000 

0010 

1000 


Normal 

Max Reliability 
Min delay 
Max Throught 


ICMP 
SNMP 
Telnet 

P7P y 0100 

Total tength: 

Hus field of 16 bit defines total length in bytes. 

Ungth of data = Totd len^ ^ 20 to 60 bytes of 

Max total length is - z ^ 
data. 

Identification: 

. ™. field of 16 .nd source n. address 

• rstT«::r<^n« ^ 

uniqueness of IP protocol. 
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D - Do not fragment 
M - More fragments 


7. Fragmentation Offset: 

• This field shows relative position of fragment with respect to entire datagram. 

• It is offset of data in original datagram measure in units of 8 bytes. 

8. Protocol : 


This field defines higher level protocols with help of IP layer defines final 
destination of protocol to which IP datagram should be delivered. 

E.g. 


Value 

Protocol 

1 

ICMP 

2 

IGMP 

6 

TCP 

17 

UDP 

89 

OSPF 


Q. ^ Find tfis.©rror» if sny, in the following IPv4 addresses 
1.127.045.112.27 

Ans. : ‘ There are no leading zeroes in dotted-decimal notation of Ip address (045) 
12.24.35.7.8 


II. 

Ans.: 


The IP address is of 32 bits only with four octet or four bytes address. In givens 
address there are five octets which is not possible. 


Hi. 10110011,23.45.234 


IP^addre^ can be made up’of either Binary notation or by using dociitteS 




I it can not be ^ combination of both in one address. 
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76.27.256.23 « 

In dotted-decimal notation, each .number is less ,th^nj,pjr 
outside this range, . _ ^ ^ 

A23.56,78.5 o fev&vv*•; 
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1.7.1 IP Addresses: 


Introduction: 

• Logical address is called as IP address in TCP/ IP protocol suit. 

• It is used for universal communication which is almost independent of underiyi^ 
physical networks since an IP addresses are unique. 

• Different network can have different formats for physical address but, using logical 
addressing host can be identified uniquely regardless of network used. 

• IP addresses are 32 bits long and it is implemented using software. 

• IP addresses are set by the operating system of machine. 

• The hosts and routers are differentiated at Network layer by using IP addre 
machine. 


Address space: 

Addresses specified by an IP protocol define address space. An address space specifies 

the total number of addresses used by protocol. 

Tfie rule used for address space considerationis “If a protocol uses At b.ls ><> 
address, the address space is 2" because each bit can have two different values (0 and 1) and Af 

bits can have 2^ values”. 

The address space of IPv4 is 2'^ because it is a 32 bit address. 

Notations: 

There are three methods for showing an IP addresses: 


Binary: 

. In the binary method, IP address is specified as 32 bits. 

. IP address is referred as 4-octet address or 4-byte address. 

• To make it more readable and to be in standard format one or more zeros are mserted 
between each octet i.e in 8 bits, 

. For example the IP address with binary nolaUon is shown below: 

OlllOIOI lOOIOIOI OOOIIIOI lllOIOlO 
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Dotted- Decimal: 


To make IP address more compressed and easy to read, IP addresses are written by 
separating the bytes using decimal points. 

Each number in the octet is in between 0 and 255. 




As per shown in the example the dotted notation is easier; 


00001011 


00000011 


128.11.3.31 


Hexadecimal: 


• The IP addresses shown in binary also referred using hexadecimal notation for better 
understanding; 

• Each hexadecimal digit is equivalent to four bits of IP address. 

• Since IP address is of 32 bit it has 8 hexadecimal digits. 

• It is useful in network programming. 

0111 0101 1001 0101 0001 1101 11101010 
75 95 ID EA 

0x75951 DEA 

Example: Change the following IP address from binary notation to dotted-decimal 
notation. 

10000001 00001011 00001011 11101111 

129.11.11.239 

Example: Change the foUowing IP address from dotted-decimal notation t 9 binary 
notation. 



111.56.45.78 

( 

01101111 00111000 00101101 01001110 

Example: Find the error, if any, in the given IP address: -111 .56.054.87 | 

There should not be leading zeroes in dotted-decimal notation (054). ' ' 

Example: Find the error, if any, in the given IP address: - 127.65.310.0 I 

In dotted-decimal notation, each number is less than or equal to 255; 310 is outside this ! 

I 

1 

I 

I 
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1.7.2 Classful Addressing: 

.flJ ■>h. l.i )' v''‘ * 

Ipv4 is classified in to vauious_ classes considering jnetid nnd hosts that can be 

connected to the particular address " 
o Netid and Hostid; ' 




o Network address: ' < - 

It is the beginning'address of each block. 

It can be found by applying the default mask to any of the addresses in the block 
(including itself). 

It specifies the netid of the block and sets the hostid to zero. 

, Byte 4 


Byte 1 


Byte 2 


Byte 3 



Class D 
ClassE Is 


Multicast address 


Reserved for future use 


Fig. 1.7.2 : Class with Netid and Hostid 

The IP addresses are classified into 5 types as follows : 

1. Class A 2. Class B 3. Class C 4. Class D 

First byte Second byte Third byte Fourth byte 


H 


S.ClassE 



Fig. 1.7 J: Class in binary Notations 

• The formats used for IP address are as shown in Fig. 1.7.3. 

Class A Format: 

• The IP address for class A networks is shown in Fig. 1.7.4(a). 

ti 

• The network field is 7 bit long as shown in Fig. 1.7.4(a) and the host field is of 24 bit 
length. So the network field can have numbers between 1 to 126. 

• But the host numbers will range from O.O.O.O to 127.255.255.255. 
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• T^us in class A, tfiere can be 126 types of networks and 17 inillion hosts. 

I ‘ M w* 

• The “0” in the first field identifies that it is a class A network address. 


, 7 bits . 

24 bits 



0 1 Network | 

Host 



H ^ -H 

loj 

1 Network | 

1 Host 


Fig. 1.7.4.(a): Class A IP address formats 

Class B format: 

• The class B address format is shown in 
Fig. 1.7.4 (b) 

• The first two fields identify the.network 

id, and the number is in the 128 -191. Fig. 1.7.4 (b): Class B format 

• Class B networks are large than Class A. Host numbers 0.0 and 255.255 are reserved, so 
there can be upto 65,534 (216-2) hosts in a class B network. Most of the 16,382 class B 
addresses have been allocated. The first block covers address from 128.0.0.0 to 
128.255.255.255 and the last block covers from 191.255.0.0 to 191.255.255.255. 

• Example : 128.89.0.26, for host 0.26 on net 128.89. 

Class C format: 

• The class C address format is shown in Fig. 1.7.4(c). 


H-H 

|iio| 

1 Network | 

1 Host 1 


Fig. 1.7.4 (c): Class C format 

• The first block in class C covers addresses from 192.0.0.0 to 192.0.0.255 and the last 
block covers addresses from 223.255.255.0 to 223.255.255.255. 

Class D format: 

• The class D address format is shown in Fig. 1.7.4 (d). 


1110 


Multicast address 


Fig. 1.7.4(d): Class D format 

• The class format allow for upto 2 million networks with upto 254 hosts each and class D 
v^Ormat allows the multicast in which a datagram is directed to multiple hosts. 

Cfess E address format: 

• Fig. 1.7.4 (e) shows the address format for a class E address. This address begins with 
11110 which shows that it is reserved for the future use. 

] 


11110 


Reserved for future use 


Fig. 1.7.4 (e): IP address for class E nelwerfc 
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The 32 bit (4 byte) network addresses are usually wiitteiMilBdollcurdaaifal adbtioii. In 

this notation each of the 4-bytes is written in ^imal^from^O^to 255. ^, 4 -, t | 

So the lowest IP address is O.O.O.O i.e. all the 32 bits are zero and the highest IP address 

is 255.255.255.255. " ~~ 

Second byte ' TWrd byfd Fourth byte 



Class C 1 192 to 223 
Class D jj 224 to 239 " 

Class E 1 240 to 255 

Fig. 1.7.5 : Class in decimal Nototions 

Finding the address class : 

To find out the network address by using the given How graph is very fast and useful. 
We should consider the give bits of address and check from start condmon; 

If 1” bit is 0 than it belongs to class A if it is not 0 means „ hit is 1 than 

If it is 1 than check the 2”‘ bit if it is 0 than address is of class B i 
check 3'- bit and the process goes on as per the How mentioned m the given flgure. 

Start 





Find tho nstid of the following IP addresses 

j) 114.34.2.8 Netid: lldlromdsss A 

8) 132.56.8.6 Net Id: 132.56 from class B 

m) 208.34.54.12 Ne1 id: 208.34.54 from Class C 

,v) 251.34.98.5 Class E; No Nel Id 

*L 


MU - April 2013 


..H. ia«« Mslld: 129 . 14 jr 0 !!»«!eai. 
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t47.3 f Special IP Addresses: 


Fig. 1.7.6shows some special BP addresseS. 



n‘ r*,-. 




(c) 

«0 


|o 0 0 0 .... 


0 0 0 o| 


loo.. 


:#lost ij 


1111 .... 

■ - .. . r 

ri 1 i| 


I Network 

|l 1 1 1 .... 



|j27l 

Anything 



Loop back 


Fig. 1.7.6: Special IP addresses 

• All zeros means this host or this network and all Is means broadcast address to all hosts 
on the indicated network. 

• The IP address O.O.O.O is used by the hosts when they are being booted but not used 
afterward. 


• ITie IP addresses with 0 as the network number refer to their own network without 
knowing its number as per Fig. 1.7.6(b). 

• The address having all ones is used for broadcasting on the local network such as a LAN 
as shown in Fig. 1.7.6 (c). 

• Refer Fig. 1.7.6 (d). This is an address with proper network number and all Is in the 
host field. This address allows machines to send broadcast packets to distant LANs 
anywhere in the Internet. 

• If the address is “127.Anything” as shown in Fig. 1.7.6 (e) then it is a reserved address 
loopback testing. This feature is also used for debugging network software 


1.74 Address Masks (Default Masks): 


An address mask determines which portion of an IP address identities the network a nd 
the host portion. 

The mask is represented by four octets. An octet is an 8-bit binary number equivalent to i 

a decimal number in the range from 0 - 255. 

If a given bit of the mask is 1, the IP address is in the network portion of the address. ^ 

If a given bit of the mask is 0, the IP address is in the host portion. ^ 
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For example consider a class C address 192.15.28.16. 
This is shown in Fig. 1.7.7 Note that 192.15.28 
corresponds to the network part and 16 correspond to 
the host part. 




H --- 

— H *—*1 

1 192 . 15 . 28 . 

1 1 



Fig. 1.7.7 


So as to differentiate the network and host parts. We have to use a mask 255.255.255.0. 
Table 1.7.1 shows the mask 255.255.255.0 in both decimal and binary form, aligned 
with the class C address 192.15.28.16, also in both decimal and binary form : 


Table 1.7.1: DP address (In decimal and binary form) 



Network .f-: 


Mask 

255 

.255 

.255 

.0 


11111111 

11111111 

11111111 

00000000 

Address 

192 

.15 

.28 

.16 


11000000 

00001111 

00011100 

00010000 


If a field of the network address is entirely used for the network number, than the mask 
has the decimal value 255 (binary 11111111) 

If an address field is entirely used for the host ID, than the mask has the decimal value 0. 

Table 1.7.2 


Decimal Value in 
ltddefMasfc43 

Binary Value in Fidd 
i-iv of Mask 

'Function 

255 

11111111 

Identify network number 

0 

OOOOOOOQ 

Identify host ID 


Accordingly, the address masks for the three network classes described above are as 
shown in Table 1.7.3. These masks are also called as default masks. 


Table 1.7 J 


Address Class^ 

Address Mask^ 

A 

255.0.0.0 

B 

255.255.0.0 

C 

255.255.255.0 


Which IP protocol version Is being used currently ? 

• The network protocol in the Internet is currenUy IPv4. It was first introduced in 1970's. 

• After that the world of data communication has grown beyond imaginations. Even 
though IPv4 is a well designed protocol, it has some limitations. 

• Wf need better addressing inelhod lor luii-’e neiwoik. 
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1.7.5 IP Package: 
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The Fig. 1.7.8 gives details about IP package and the various components in it; 


From upper-layer protocol From upper-layer protocol 

dm 


IP 


T 


Data and 
destination 
address 


Data 


^Header-addfrill 


^ module f 



IP packet 




Reassembly 

table 


Reassembly 
module 






IP packet 


Routing 

table 


Routing ^ 


Processing 

module 


IP packet 


IP packet, 
next hop, 
interface 









Ji Fragmentation 
module 


IP packet 


4" I Mn iriM 

From data link layer 


IP packet 
next hop 


To data link layer 

Fig. 1.7.8 


Header-Adding Module: 


The header-adding module of IP package receives data from an upper-layer protocol 
with the destination IP address mentioned in it. The module encapsulates the data in an IP 
datagram by adding the DP header. 

Processing Module: 

The processing module is the main component of the DP package. In our package, the 
processing module receives a datagram either from interface or from the header-adding 
module but it treats both cases in the same manner. A datagram is processed and routed 
regardless of from where comes. 




i 


www.MumbaiBScITStudy.com 





















































Mumbai B.Sc.ll Study 



The processing module first'' thecks reached its nie^ti(^ted fii^ 

destination. liunii tj: 

• If yes than the packet is sent to die reia^iseitlbiy mcidule. ‘ j ' ‘ * 

• If the node is a router, it decrements it’s time-to-live (TTL) field by one, ‘ 

• If this value is less than or equal to zero( <= 0), the datagram is discarded and an ICMP 

message is sent to the original sender of packet, ^ f°'. 

• If the value of TTL is greater than zero ( > 0) after decrement, the processing module 
sends the datagram to the forwarding module for further processing. 

Routing (Forwarding) Module: 


The routing i.e forwkding module collects an BP packet from the processing module as 
mentioned above. The packets which are needed to be forwarded are transferred in this 
component. 

The forwarding module finds next hop(station) IP address can be final destination (if 
direct communication) or next router (if indirect communication) in the path to which packet 
should be forwarded. For this it takes help of routing table. 

Forwarding module than sends the packet with the specific information to the 
fragmentation module. 


Fragmentation Module: 


The fragmentation module in BP package receives an IP datagram from the forwarding 
module. It gives the IP datagram, the IP address of the next hop also the interface number 
through which the datagra^n is sent out. 

If datagra m is of lar^size rather than the specified in MTU (Maximum Transfer Unit) 
fragmentation module fragments the datagram, adds a header to each fragment, and sends them 
to the ARP package for address resolution and delivery. 

It uses MTU table for getting information related with MTU of particular datagram; 
which has only two columns specifies; Interface and MTU. 


Reassembly Module: 


The reassembly module receives those datagram fragments that have arrived at their 
final destinations which are forwarded from processing module. 

In IP package, the reassembly module considers an unfragmented datagram as a 
datagram with only one fragment. There is no guarantee that the fragments arrive in order; 
since the IP protocol is a connectionless protocol. 

The module uses a reassembly table with associated linked lists to to keep track of 
whether the fragments from one datagram can be intermixed with fragments from another 
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.datagram. The, reassembly mod^ reas^emUfs^the^all fragments which are belongs to the 
same datagram. 

It keeps all records in reassembly table about the,datagram which includes fields like: 
state, source IP address, datagram ID, time-out, and ft^agments. FREE or IN-USE are two 
values of the state field. 

yi. ■ - ..1 - V 

1 . 7.6 Limitations of fPv 4 : ^ 

• The major limitation of IPv4 is its address field. IP relies on network layer addresses to 
identify end-points on networks, and each networked node has a unique IP address. 

• IPv4 uses a 32-bit addressing scheme, which gives it 4 billion possible addresses for 
devices. Due to huge number of devices including PCs, cell phones, wireless devices, 
etc., unique IP addresses are becoming limited, we may run out of IP addresses. 

If a network has slightly more number of hosts than a particular class, then it needs 
either two IP addresses of that class or the next class of IP address. A large number of 
host IP addresses are wasted. 

Other identified limitations of the IPv4 protocol are: Complex host and router 
configuration, non-hierarchical addressing, difficulty in re-numbering addresses, large 
routing tables, non-trivial implementations in providing security, QoS (Quality of 
service), mobility and multi-homing, multicasting etc. 

• To overcome these problems the internet protocol version 6 (IPv6) which is also known 
as internet protocol, next generation (IPng) was proposed. 

• In IPv6 the internet protocol was extensively modified for accommodating the 

unforeseen growth of the internet. , 

• The format and length of the IP addresses has been changed and the packet format also 
is changed. 

• The format and length of the IP addresses has been changed and the packet format also 
‘is changed. 

1.8 IPv6 


a) Introduction: 

1. IPv6 is the recently revised form of the Internet Protocol (BP). 

2. With ever increasing number of devices connected to the Internet, there is a need 
for large number of addresses than IPv4. 

3. IPv6 will make use of 128-bit address. 

4. It will allow near about 2'^* addresses. 


www.MumbaiBScITStudy.co m 




















Mumbai B.Sc.IT Study 



Destination address 
(128 bits) 




IPv6 Header Format: 


1 ( 1 . ;:, .,. (l)i.o(.; ■“ /1i' 



1 




h ^ ^ * * ■ 

Payload 

' if ■ '4;^^:/ 

Next header 



y.'' .-..iii.r'iiiyL rfyi^^'P- ^ 

Source address 
(128 bits) 


C) 

1 . 


Fig. 1.8.1 


Advantages of IPv6: 

Larger address space: 

• IPv6 has 128-bit address space, which is 4 times wider in bits in compared to 
IPv4’s 32-bit address space. So there is a huge increase in the address space. 

Better header format: 

• IPv6 uses a better header format. In its header format the options are separated 
from the base header. 

• The options are inserted when needed, between the base header and upper layer 

data 

• The helps in speeding up the routing process. 

New options: 

• New options have been added in IPv6 to increase the functionality. 

Possibility of extension: 

• IPv6 has been designed in such a way that there is a possibility of extension of 
protocol if required. 

More security: 

• IPv6 includes security in the basic specification. It includes encryption of packets 
using 


www.Mumbai BScITStudv.co m 

























7. 


(ESP: Encapsulated Security Payload) and authentication of (he sender of packets 
(AH: Authentication Header). ‘' 

Support to resource Allocation: 

• • To implement better support for real time traffic for example as video conference, 

IPv6 includes flow label in the specification. With flow label mechanism, routers 
can recognize to which destination the packets belongs. 

Plug and play: / 

• IPv6 includes plug ^d play in ithe standard specification. It therefore must be 
easier for beginners to connect their machines to the network; it will be done 
automatically. 

Clearer specification and optimization: 

• IPv6 follows good observes of IPv4, and rejects minor flaws/obsolete items of 
IPv4. 


1.8.1 IPv6 Addresses: 

• An IPv6 address consists of 16 bytes (octets) i.e. it is 128 bits long as shown in 
Fig. 1.8.2 


8 . 


h 


-128 bits = 16 bytes = 32 Hex digits 




FDEE 


. 

AC92 




*^16 bits ■ 16 bits 
or 2 bytes or 2 bytes 


f 221A |: 

FFFF 1 

H—H 

K— H 


16 bits 


16 bits 


Fig. 1.8.2: IPv6 address 

Hexadecimal colon notation: 

• IPv6 uses a special notation called hexadecimal colon notation. In this, the 128 bits are 
divided into 8 sections, each one is 2 bytes long. 

• 2 bytes correspond to 16 bits. So in hexadecimal notation will require four hexadecimal 
digits. 

• Hence the IPv6 address consists of 32 hex digits and every grouf) of 4 digits is separated 
by a colon as shown in Fig. 1.8.2 

• IPv6 uses 128-bit addresses. In this 15% of the address space is initially allocated, the 
remaining 83% being reserved for fiiture use for expanding the address spaces of 
existing address types or for totally new uses. 
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• The IPv6 address, even in hexadecimal format is very long. But in this address there are 

many of the zero digits in it. , , 

• In such a case, we can abbreviate the address. The leading zeros of a section (four 

digits between two colons) can be omitted. -j /■< . 

|AC81 : 9840 :{0d86 : 3210 : (OOQ A : BBFF :(000( i: FFFf| 

3ddr6SS ——I I^l* 

Drop Drop Drop 


Abbreviated 

address 


1 AC81 ; 9840 : 86 : 3210 : A : BBFF : 0 : FFFF 

n 

Fig. 1.8.3 ; Abbreviated address 



• Note that only the leading zeros can be dropped but the trailing zeros can not dropped. 
This is illustiated in Fig. 1.8.3 

Further abbreviation : 

• Further abbreviation are possible if there are consecutive sections consisting of only 
zeros. 

• We can remove the zeros completely and replace them with double semicolon as shown 

in Fig. 1.8.4. . . 

Abbreviated address 

^Replace by double semicolons 

,_ ^ _, 

Further abbreviated | AC81 •:: BBFF : 0 : FFFF | 

Fig. 1.8.4 : Further abbreviation 


j 

1 

I 


► It is important to note that abbreviation is allowed only once per address. Also note that 
if there are two runs of zero sections, then only one of them can be abbreviated. 

Q. Show the unabbreviated colon hex notation for the following IPv6 addresses. 

i. An address with 64 O’s followed by 64 1’s. 

ii. An address with 128 O’s. 

iii. An address with 128 Ts. 

iv. An address with 128 alternative Ts and O’s. 

V. An address with two alternate 1 ’s and O’s. _ 
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The solution is as follows : 

1 . 0000 : 0000 : 0000 : 0000 : 1111 : 1111 : 1111:1111 

2 . 0000 : 0000 : 0000 : 0000 : 0000 : 0000 : 0000:0000 

3 . 1111 : 1111 : 1111 : 1111 : 1111 : 1111 : 1111:1111 

4. AAAA;AAAA:AAAA:AAAA:AAAA:AAAA:AAAA:AAAA 

5. CCCC:CCCC:CCCC:CCCC:CCCC:CeCC:CCCC:CCCC 

1.9 Migrating from IPv4 to IPv6 


Since millions of computers and network endpoints (like printers, cameras, mobile sets, 
etc.) connected via the Internet for their day to day communication using Internet Protocol, or 
IP. 

IP addresses are useful for identifying these network endpoints (computers, printers, 
cameras, mobile sets, etc.) 

IPv4 addressing method was excellent, however, due to the unexpected expansion of the 
web , networking experts are facing problems. 

The problems are like insufficient addressing space since at every second a new, 
4**" generation IP address is allocated, and according to estimates, we are going to face lack of 
addresses within 2 years. 

Also it does not support mobility and encryption. 

IPv6 was developed To solve these issues : 

1. It was IPv4's success that made an upgrade necessary, which means that there is a 
significant installed base of users to upgrade. Keeping the transition orderly was a major 
objective of the entire IPng program, and there are no plans for a cutover date when 
IPv6 would be turned on and IPv4 turned off. 


2. Hosts that upgrade to IPv6 will continue to exist as IPv4 hosts at the same time. It means 
deploy the IPv6 protocol stack in parallel with IPv4. In other words, 

3. The hosts will continue to have 32-bit IPv4 addresses but wiU add 128-bit IPv6 
addresses. By 1999, hundreds of networks were linked to the 6bone. 

4. The transition can be achieved through three strategies given by IETF: protocol 
tunneling, IPv4/7Pv6 dual stack and header translation. 


[ Q. Explain the lfeinsition strategies from IPv4 to IPv^ 


Becau.se of the enormous number of systems on the Internet, the transition from IPv4 to 
IPv6 cannot happen easily. 




www.MumbaiBScITStudy.com 

















\ 


r 

I 

► 





mmm 





ffwrewffw^wwf 


Internet Technologies (B.Sc. IT.»MU) ,1-43 

• • 

It will take a large amount of time before every system in the Internet can moveiHK|si 

IPv4 to IPv6. The transition must be smooth to prevent any problems between IPv4 and IPv6 
systems. Three strategies have been devised by the IETF to help the transition. 

' < i • 

Dual stack: 



Till the all address are getting migrated network nodes should use Dual stack of IPv4 
and IPv6. To decide which version to use when sending a packet to a destination, the sowce 
host queries the DNS. If DNS returns: 


• IPv4 address, the source host sends an IPv4 packet. 

• IPv6 address, the source host sends an IPv6 packet 



To IPv6 system 


To IPv4 system <■ 


Fig. 1.9.1 


Tunneling: 

In this strategy is useful when; two computers wants to conununicate with each other 
using IPv6 but while transferring packet over the hetwork it will go through the nodes which 
are using IPv4. 

In this case the IPv6 packet will be encapsulated in IPv4 packet and forwarded over the 
IPv4 region; while going out of than region the packet will be decapsulated and it will be an 
IPv6 packet for the destination. It gives feel of IPv6 packet is going through tunnel made up of 
IPv4 packet. 

The protocol value is set to 41, since an IPv4 packet is carrying an IPv6 packet as data. 



IPv4 region 

Fig. 1.9.2 


www.MumbaiBScITStudy.com 




















































C**' 


'MM • ■Ihfif'giilijiction to Internet Technologies 


Header Translation : :xii ui i. -k (t-./- -ji..;, i .rrr) 

When the majority of the Internet has moved to IPv6 but some systems still use IPv4 the 
header translation strategy is needed. ’ * ' ' ' 

The nodes which are using IPv4 will not able to understand the IPv6 hence the fopnat of 
IPv6 is totally changed using mapping method. Some rules^used in transforming an IPv6 
packet header to an IPv4 packet header. , i i 


IPv6 

host 




I IPv6 header] 




IPv6 region'-''’t 


Header 
translation 
done here 


IPv4 


IPv4 header I L,ost 


Fig. 1.9.3 

1.10 comparisons of IPv4 and IPv6 Headers 


Q. Differentiate between IPv4 and IPv6. i l?!TllW!BIKBtlci 

Sr. 

Parameter 

IPv4 Header 

IPv6Head«r 

1. 

HLEN 

options and padding fields 

(It is multiple of 32 bits) 

Length of header fixed 

In this version it is 320 bits. 

2. 

Service Type 

Number of fields total are 14 field 

Service type field - contain 

a) Precede nee 

b) type of service ^ 

c) MBZ (must be zero) (TL) 

Label together take over the 
Function of service type. 
Number of fields are 8 only. 

3. 

Total Lengdi 

Total length of packet is 16 bit field 
so IPv4 Packet is, 

2 '* = 65,535 long bytes. 

Replaced by payload length field 
which give total length of 
extension needs -t- user data 

4. 

Identification 

Identification, flag and offset fields 
arc present in base header. 

Are eliminated and included in 
Fragmentation extension heado*. 

5. 

TTUTIme to 

leave) 

Time to live in second-s For a 
packet on internet. 

Replaced by Hop limit field 
Sante (HL) 
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6. 

Protocol 

Protocol field used to create user 
Data (P) 

■ ■ ."l - 

Replace 

(NH) 

d by next header field 

7.. 

Header 

Checksum 

Header checksum is provided to 
calculate checksum in header. 

Eliminated because the 

checksum is provided by upper 
Larger protocols. 

8. 

Options 

Options fields are present in header. 

Implemented as extension 
headers in IPvng (next 
generation) 

10. 

Address size 

Source and destination address are 
32 bits each 

Source and destination address 

are 128 bits each 


Review Questions 

Q. 1 What are computer networks? Why it is required. 

Q. 2 What are computer networks? Why it is required. 

Q. 3 What are various networking standards used. 

Q. 4 Explain how OSI model exchanges data between various layers 
Q. 5 Explain functionality of each layer in OSI model. 

Q. 6 Describe the functionality of each layer in TCP/IP protocol model. 
Q. 7 Give advantages and disadvantages of OSI model. 

Q. 8 Compare OSI model with TCP/IP protocol suite. 

Q. 9 Explain the presentation layer and its functions in details. 

Q. 10 Explain the data link layer and its functions in details. 

Q. 11 Explain the network layer and its functions in details. 

Q. 12 Explain the presentation layer and its functions in details. 

Q. 13 Give functionality of each layer in TCP/IP protocol model. 

Q. 14 Write a short note 


a)IPv4 b) IPv6 
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Q. 15 Compare and contrast between IPv4 and IPvS.j 
Q. 16 Explain header format of IPv4. 

Q. 17 Describe header format of IPv6. 

1.11 University Questions and Answers 


Q.2 


Q.3 

Q.4 


Q.5 

Q.6 

Q.7 

Q.8 


' t 


^112013 




Q. 1 Show the unabbreviated colon hex notation for the following IPv6 addresses. 


(5 Marks) 


(5 Marks) 


(Section 1.8.2) 

An address with 64 O’s followed by 64 1’s. 

An address with 128 O’s. 

An address with 128 1 ’s. 

An address with 128 alternative 1’s and O’s. 

V. An address with two alternate 1 ’s and O’s 

Find the netid of the following IP addresses: (Section 1.7.2) 
i) 114.34.2.8 ii) 132.56.8.6 

Hi) 208.34.54.12 iv) 251.34.98.5 

V) 129.14.6.8 

Explain the transition strategies from IPv4 to IPv6. (Section 1.9) 

Find the error, if any, in the following IPv4 addresses (Section 1.7) 
i. 127.045.112.27 ii. 12.24.35.7.8 

Hi. 10110011.23.45.234 iv. 76.27.256.23 

V. A23.56.78.5 

Differentiate between IPv4 and IPv6. (Section 1.10) 

List the component of IP packages ? Explain any one (Section 1.7.5) 

Describe the function of the transport layer in the OSI model! 

(Section 1.3.2(4)) 

Explain Stop-and-wait Protocol and Go-Back-N Protocol in the transport layer. 
(Section 1.4.1 (3)) ^ 5 „ 3 rtcs) 

□□□ 


(5 Marks) 
(5 Marks) 


(5 Marks) 
(5 Marks) 

(5 Marks) 


L 
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11 CHAPTER 


Network Layer 



> Syllabus 

• Address Resolution Protocol (ARP) 

• Internet Control Message Protocol Version 4 (ICMPv4) 

• Mobile IP 


I 

^ 2.1 ARP (Address Resolution Protocol) _ 

1 . Introducfion: 

I • An internet is consists of various ptrysical networks connected together using 

routers and other internetworking devices. 

• Any packet of data started from host which may be passed onto many physical 
networks before reaching to final destination. 

► • •At network layer host and router are identified by logical address. 

, • At physical level host and routers are identified by physical address. 

2 . Logical Address : ^ 

• Logical address is called as IP address in TCP/ IP protocol suit. 

• Logical address is 32 bits long and it is implemented using software. . 

• Logical address is set by the operating system of machine. 

• The hosts and routers are differentiated at Network layer by using logical address 

^ of machine. 

• Ex. 192.168.0.23 
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2*2 


Network Layer 


3. Physical Address: 


• Physical aclilrcss is also called as MAC address. 

• Physical address is 48 bits long and it is set by manufacturer. 

• It will be unique for any network or LAN. 

• The host and routers are uniquely identified by using physical address at physical 
layer. 

• It is local address and it is implemented in hardware. 

• Ex. B4;6B;A4:69:73:BA 









^ CAWINDOW^sliim 
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4. Comparison: 




The physical address and logical^ddress are two different identifiers. 
They are used in delivery of packet. 


5. 


Mapping: 

• All host or router requires mapping of logical address to physical address and 
vice versa. 


Logical address 
172.168.0.22 



00-53-11-01-11-11 
Physical address 

Fig. 2.1.2: Address mapping using ARP 


• This mapping can be done using two ways : 

(1) Static mapping: 

• In this technique we create a table which associates logical address with 
the physical address. 

• Like IP address table in local machine. 

• Drawbacks 

o Physical address may change on changing NIC of machine 

o Physical address may change on changing location of machine 

o Even address changes on computer power on and off. 

(2) Dynamic mapping: 


Machine knows one of the addresses of other machine only and it can use a 
protocol to find the other addresses. 

Uses protocol to nuq) logical address to physical address and vice versa. 
This technique is used for ARP and RARP. 
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Logical address, 
Ml'. d'u CM -J> < 172.166.0.'22 ’ 


-i-q ,ujyiu 


RARP 


00-53-11-01-11-11 
Physical address 


Fig. 2.13: Address mapping in RARP 

2.2 ARP Request and ARP Response 



Ne^wodfcLayer 


1. Introduction: 

• Address Resolution Protocol is used to maps logical address to physical address 
(i.e. IP address to MAC Address) 

• At any point of time it will get MAC address of host or router which has an IP 
datagram to send to another host or router. 

• ARP maps logical address of required node and we require physical address of 
that node. 

2. Process of mapping address: 

• When system A wants physical address of machine with logical address 
192.168.0.22 

• Phase I: Request Message is broadcasted ' ‘ 

a) System A generates the request of physical address of machine with logical 
address 192.168.0.22 

b) Request message will go, to machine X situated next to it. 

c) X realizes that this is an ARP request, if destination IP not matching with 
its own IP address forward same to Y. 

d) Y will check the ARP request since the destination MAC is all <mes and it 
will check for destination IP. If it doesn't matched the request wiU be 
forward, to machine Z where the destination IP address will be matdied. 
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Sender 

ARP request packet 


B 




\ --T , — > 

T~\\\ 111 


Rweiver 


s 


ARP request iMckat 
is broadcasted over the 
network 


Fig. 2.2.1: ARP request is broadcast 


Phase n; Reply Message is Unicasted 

a) If destination IP matches with any machines IP address it will send reply. 

b) The reply packet will be unicasted (sent to only one machine) directly to 
source by filling up destination physical address. 

c) Therefore the reply packet is Unicast in nature. 



Fig. 2.2.2 : ARP response unicast 


2.3 ARP Packet Format 


Hardware Type 
(16 Bits) 

. • .-(WBife) 

Hardware Length 
(8 Bits) 

Protocol Length 
(8 Bits) 

Operation 

(Request 1, response 2) 

(16 Bits) 


Sender Phydcal'Addr^ 

(32Bits)'‘'‘’‘’" 

^ ^ .-——^-— ..— w '• 

Sender Logical Address 
(32 Bits) 

Physical 

' <^2 Bits) ^ 

Receiver Logical Address 
(32 Bits) 


Fig. 2.3.1: ARP packet Format 
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' ■ T\'" 

Netwoik Laty^'^ 



Hardware TypfT 

UV.; 

16-bit fieJd'7“ ^ *• ^ 

It repregenttl5^_of aetwoA on which AR]P%"niimmg. 
Each lie has pre-assigned integer based on its type. 

A O ' ’*^5 i 

AS ARP can jpe u^ed on any physical network. 

E.g. For Ethernet it is ll 

2 . Protocol Type: ' 


3. 


4. 


5. 


6 . 


7. 


• This indicates the type of protocol used.' > • 

• It is a 16 bit field ’ < 

• ' e.g.IPV4 the field will be 0800 i6 

Hardware Length: 

• It defines length of physical address in bytes. 

• It is an 8 bit field. 

• E.g. Ethernet field value is 6. 

Protocol Length: > 

• It defines length of logical address in bytes. 

• It is a 8 bit field. 

• E.g. for IPV4 the value is 4. 

Operation: 

• The operation indicates type of ARP packet. 

• Request value is 1 and for reply value is 2. 

SHA (Sender physical Address): 

• This is a variable length fields 

• It defines source physical address. 

• For Ethernet the size of field is 6 byte 

SPA (Sender protocol Address): 




8 . 


This is a variable length fields 
It defines source logical address. 
For IP the size of field is 4 byte 

(Destination physical Address): 


i 


This is a variable length fields 

It defines physical address of destination or target machine. 
For Ethernet the size of field is 6 byte 
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• This is a variaMe length fields, 

• It defines 

• For IP the size (rf field is 4 byte 

2.4 ARP Encapsulation 


isliwn isrtKxu; uj ■{ 




1. ARP package is encapsulated in a data link firame. 

2. These packets are used to send over the network when it reaches to target host 

3. Then it wiU open by target to access its contains. 


The type field indicates that 
the data carried by the frame is—• 
ARP packet I 


Preamble 
and SDF 


Destination 

address 


Source 

address 


Type 


Data 


T 


CRC 


8 bytes 6 bytes 


Gbytes 2bytes 

Data field contains 
the ARP request or reply 
packet 


Fig. 2.4.1: Encapsulation of ARP packet 


2.5 ARP Operations 

1. Introduction: 

• The functioning of typical ARP on internet will be as follows, 

• As Sender knows IP address of Machine B and want to retrieve physical address 
to send packets to Receiver, 

a) Sender wants to send a packet to B, but Sender only knows Receiver’s IP 
address 

b) Sender broadcasts ARP request with Receiver’s IP address 

c) All machines on the local network receive the broadcast message. 

d) Receiver replies with its own physical address 

e. Sender adds Receiver’s address information to its IP table 

f. Sender delivers packet directly to Receiver. 

2. Cases of ARP : 

a) Sender wants to send packet to another machine on same network 



Fig. 2.5.1: Sender and receiver both located in same network 
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b) S«idCT wante to send padai to another mdune oa aw)ther network then packet 
is first delivoed to another routo-. 


Fig. 2.5.2: Sender sends data to router 

c) A router receives packet to be sent to another machine on another network it will 
be first delivered to next router on its path. 


Fig. 2.5 J ; Sending packet from one network to other network 
d) A router gets packet to be sent to machine on same network 



Fig. 2.5.4 : Receiver receives packet from other network 

2.6 ARP Solved examples 

Example 2.6.1 : Host with IP address 130.23.43.20 and physical address 82:34:55:10: 

22:10 has a packet to send to another host with IP address 130.23.43.25 
and physical address A4:6E:F4:59:83:AB. The two hosts are on the same 
Ethernet network. Show the ARP request and reply packets encapsulated 
in Ethernet frames. 
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Soin.: 




130.23.43^ 


62:34:55:10:22:^0 


v^yal *11 


130.23.43.25 


A4:6eF^S9:R3:AB 


A 

:AB I 


System A 


System B 



0x0001 


0x623455102210 
0x82172614 
0x000000000000 
0x82172619 -• 




Preamble 
aixi SFD 


0x0800^ 


0x0001 


234551 Ol^li 

_iil 


Data 


0x0806 


28 bytes 


ARP Request 



X 

o 

. ] 

ti 

fl;, 0x0800 

Poxoe 1 

1 0x04 ' 

0 x0002 ' 

- 

0XA46EF45983AB 

0x82172614 ' jM 

0x623455102210 

0x82172614 -/M 


P Preamble 
^ and SFD ] 

^ 0x623455102210 i 

0xA4eEF45983fB! 

; 0x0806 w- Data r| 

r — 1 

: CRC ] 


ARP Reply (from B to A) 

Fig. P. 2.6.1 


2.7 ARP Package 


Introduction: ^ 

• The hypothetical model for ARP processing can be represented as shown in Fig. 2.7.1. 

• This package will receive the IP datagram which have the logical address and requires 
the physical address of destination machine. 

• There are five important modules of ARP Package: 
o Cache Table 

o Queue 
o Output module 
o Input module 

o Cache control module 
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■^H^teiworlgUiver 



IP packet 


ARP 







n 


€ E 


,vP.. y 






i i “T 

ARP packet IP packet ARP packet IP packet 
With resolved (request) vrith resolved 

or reply) hardware address hardware address 


Data link layer 
Fig. 2.7.1 


2.7.1 Cache Table: 


Any Sender needs to send many IP datagram to same destination. 

It is not good to use ARPprotocol for ead. IP datagram and hence eaehe table is used 

me phys^ ^ss received due to ARP reply is stored in eaehe table and can be used 
by other IP datagram for same destination in future. 

As size trf c^he able cannot exceeds above certain limit, we need to remove some 
r: " ^ entries 10 , 

The cache table has following entries : 

1. State: 

O Tl"'cm be three different States of any entry in cache table available as 

explained below: 
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a) [^ee .:, -r 6l.,bo|i! 

o The time to leave (TIL) lofthis entty is expired * 
o This space can be utilized for a new entry, 

b) Pending ' ■ ' 

o The request is sent for this entry. 

o But, reply has not yet been received so it is in pending state, 

c) Resolved 

o Entry is complete 

o IP datagram along with hardware address is sent to data link layo*. 
2. Timeout: 


o This column is used to indicate the life time of entries, 
o It is stored in number of seconds. 

3. Queue: 


4. 


E.g. 


o Many Queues are used for ARP. 
o Packets waiting for physical address are stored in Queues 
Attempts: 

o This field shows number of times ARP request is sent out for this entry of 
cache table. 




, Attempt , 

TSmeout 

' ’PpptocoI\A-J 





















2.7.2 Queue: 


ARP package offers a set of queues for individual destination. 

The queue holds the IP packets as ARP tries to determine the hardware address. • 

The output module keeps unresolved IP packets into the corresponding queue. ' 

Input module resolves physical address of IP packets from queue and transfers it to data 
link layer for further communication. 
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2.7.3 Output Module: 


Output module is used to ,widt foRlFpactet from network layer. 

This will checks the cache tal?le,to find entry for incoming packets if the entry is found 

1. If entry in table is found but state is resolved the packet along with destination 
hardware address is passed to^a link layer for transmission, 

2. If entry in table is found bj^State is pending then the packet is put into the 
Queue. 



2.7.4 Input Module: 



• Input module waits until an ARP packet (i.e request or reply) appear. 

• Input module checks entry of corresponding ARP packet in the cache table; If entry is 
found 


!• If entry in table is found but state is pending than one by one unresolved packet is 

dequeue. 

2. After resolving; IP packets are forwarded to data link layer with their hardware 
addresses. Then entrj' in table is updated as resolved, 

3. If entry in table is not found, the module creates new entry and updates it in the 
cache table. 

4. As ARP Request is asked; Immediately ARP Reply packet is created by changing 

the value of operation field from request to reply and filling the target hardware 
address. 

2.8 The Reverse Address Resolution Protocol (RAR PI 

1. Introduction: 

• An internet is consists of various physical networks connected together using 

routers and other internetworking devices. * 

. ARP is used for solving the problem of fmding out which hardware address 
corresponds to a given logical or BP address. 

• Some times we face a reverse problem i.e. we have to find logical (IP) address of 
corresponding to hardware address which can be solved by using RARP (reverse 
address resolution protocol). 

2. Working: 


• An internet is consists of various physical networks connected together. 

• The newly added computer is allowed to broadcast its Ethernet (hardware) 
address. 
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The RARP server Jooks at this request* then it looks the Eth^net pddiess in its 
configuration files and^sends back die corresponding adless,’ 

Using RARP is actually better than embedding an IP address^in..the memory 
image because it allows the same image to be used on all machines. 



Source hardware address 



Destination hardware address::: 


• ''.Deiimation protocol addiessYi:*=t!?l^’“* 


Fig. 2.8.1: RARP Header 


3. Disadvantages: 


• RARP uses a destination address of all Is (means limited broadcasting) to reach 
the RARP server. Such broadcasts are not forwarded by routers, so a RARP 
server is needed on each network. 

• To solve above problem, another bootstrap protocol called BOOTP has been 
invented. 


2.9 ICMP (Internet Control Message Protocol) 


1. Introduction: 

• As we know that IP provides unreliable and connectionless datagram delivery of 
datagram from its original source to its final destination. 

• It was designed this way to make efficient use of network resources. 

2. Drawbacks of IP: 

• Lack of error conuol 

• No mechanism for detecting or correcting the error 

• Lack of any assistance mechanisms. 

• No mechanism for host and management queries 

3. Working: 

• The Iniemei Control Message Protocol reports all ©nurs and sends control 

messages on behalf of IP (Iniernei protocol). 
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Network Layer 


.It) 


ICMP does ikik'^attempriii’ report 'eiTdlrs and ’provide feedback on specific 
conditions. Ict!lP me^ages are' cani^ similar to IP packets and are therefore 
unreliable. " ' 'i*') i 

A.,h<^‘.Sb!metijm[es jfi^s to deteiinine if a router (or another host computer) is 
alive or not. 

Sometimes a network manager ne^s information from another host computer or 
router. 

The Internet Control Message Protocol (ICMP) is works with IP. 

ICMP is a network layer protocol. 

ICMP messages are not directly passed to the data link layer as expected. 

The messages to be sent is first encapsulated inside IP datagram. 




ICMP 

message 



IP 

IP 



header 

data 


Frame 

header 

Frame data 

Trailer 
(if any) 


Fig. 2.9.1: ICMP encapsulation 

Ping will posts an ICMP echo request message in a datagram and sends it to a 
selected destination. The user chooses the destination by specifying its IP address 
or name on the command line in a form such as : ~ 

ping 100.50.25.1 

Once the destination receives the echo request message, it responds by sending an 
ICMP echo reply message. If a reply is not returned within a set time, ping 
resends the echo request several more times. 

If no answer arrives, ping indicates that the destination is unreachable. 


2.9.1 Types of Messages 


Q. Explain the source quench message and time exceeded message In ICMPv4. 


MU - April 2013 


• ICMP messages are broadly divided into two categories as: 

1. Error reporting messages 

2, Query messages. 
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Error reporting messages: 


a) 


b) 


c) 




ICMP is mainly used for error reporting. ' v ! aii r. !mi , 3 ^at i_ a. 


„ r>, I'au. inLa/ii) o) li nvii ii, 


! /i f 


ICMP does not correct the errors.' 

Error correction is left to the higher level protocols. 

ICMP always sends the error reporting messages to the original source. 

Error reporting 


1 .Destination 
unreachable 


2. Source 
quench 


3. Time 
exceeded 


4. Parameter 
problems 


5. Redirection 


Fig. 2.9.2 : Error reporting messages 


Destination unreachable: 

• A router cannot forward or deliver an IP packet, it sends a destination 
unreachable ICMP message back to the original source. 

Source quench message: 

• A router or host computer uses this message to report congestion to the original 
source and to request it to reduce its current rate of packet transmission. 

• Source quench message is ICMP is designed to add a kind of flow control and 
congestion control to IP. 

• This message serves two purposes ; 

1. It tells the source that the datagram has been discarded 

2. It gives a warning to the source that the source should slow down (quench) 
because congestion has taken place somewhere. 

Time exceeded menage: 


|;Q; Explain the use of time exceeded message of ICMP. 


This message is generated in two different cases as given below : 

1. TTL = 0 

o Datagram discarded and send a time exceeded message back to the 
original source. 

2. If all the fragments which make up a message do not anive at the 
destination host within a certain time limit then time exceeded message is 
sent back. 
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d) 


Parameter probletH message: 

If a router or destination host finds some ambiguity or missing value in any of die field 
of the datagram then it needs to discard such datagram and sends the parameter problem 



message back to the source. 

e) Redirection message: ^ 

• If a router or host wants to send a packet to another network then it should know 
the IP address of the next router. 

• The routers and hosts must have a routing table to- find the address of the next 
router and the routing table has to be updated constantly. 

• For such an updating, the ICMP sends a redirection message back to its host. 


Query messages: 


The ICMP can diagnose some of the network problems through the query messages. 
The query message is a group of four different pairs of messages. 

Query 


1. Echo request 2. Time stamp 3. Address mask 4. Router solicitation 
and reply request and reply request and reply and advertisement 


Fig. 2.9.3: Query messages 

a) Echo request and reply: 

• This is a pair of two messages designed for diagnosis purpose. 

• Messages determine whether two systems (hosts or routers) can communicate 
with each other. 

b) Time stamp request and reply: 

• This pair of messages used by the hosts and routers to determine the round trip 
time needed for an IP datagram to travel between them. 

• It can also be used for synchronizing the clocks in two machines (hosts or 
routers). 

c) Address mask request and reply : 

• A host may know its full IP address but may not know its bifurcation. 

• So it can send an address mask request message to the router. The router then 
sends back the address mask reply message. 

d) Router solicitation and advertisement: 

• A host that wants to send data to a host on another network must know tlic 
address of routers connected to its own network. 

\ f, 

• In such situations the router solicitation and advertisement messages can help 
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A host can broadcast a irouter sblicitat!i6n message or Milticast same message. 

The routers receiving this messagb'c^ broadcast their routing informaticMi using 
the router advertisement message. ^ 


2.10 Mobile IP _ ... 

1. Introduction: 


• An internet is consists of various physical networks connected together using 
routers and other internetworking devices. 

• Many internet users have portable computers like laptops and they want to stay 
coimected to the internet even when they are outside and moving. 

• The existing IP addressing system can not work properly for mobile users. 

2. Addressing: 

• Problem is the addressing scheme itself as host computer are continuously 
changing location, 

• Types of Host computers 

i. Stationary Host: 

1. IP address is assigned by assuming that computer is at specific 
location on network. 

2. If network changes such addresses are no longer valid. Such scheme 
is called stationary host. 

ii. Mobile Host: 

1. When computer hosts are moving from network to network then IP 
address needs to be modified. 

2. For implementing scheme we can use one of many available 
solutions, 

3. Changing address 

i. We can change the address as it goes from one network to 
other network. 

ii. Host will make use of DHCP server for getting new address 
on new network. 

iii. In this case configuration files and DNS table needs to be 
updated. 

iii. Two addresses: 

i. Each host will have two addresses one address to be used at honne 
network called home address and other address is used in other 
foreign networks called as care of address. 
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ii. , 1|pme adless is permanent while care of address is temporary 
changes when computer move from one network to other network. 


3. Agents: 

• The address changes should be visible to entire network which is done with help 
of home agent and foreign agents. 


• Home Agent: 

i. It is a router attached to home network of mobile host. 

ii. Home agent sends packets to foreign agents. 

iii. Every site which has to allow the users to roam has to create a home agent. 

• Foreign Agent: 

i. It is a router attached to foreign network. 

ii. Every site which has to visitors has to create a foreign agent. 

iii. When a mobile host shows up at a foreign site it contacts the foreign host 
there and registers itself. 

iv. The foreign host then contacts the user’s home agent to give him a care-of- 
address which is normally the foreign agent’s own IP address. 

V. When mobile host acting like a foreign agent, the care of address called as 
collocated address. 


4. Working phases: 


' What are the three phases that a mobile host should go through to communicate wittt i 


' ttie remote host? 


' Describe 3 phase of communication between remote host and mobiles host 




• The mobile IP performs its functions in three different phase as below ; 

1. Discover the Agent 

, 2. Agent registration 

f 3. , Data transfer 

• Discover Agent 

o First mobile host discover the home agent before leaving home network. 

o A mobile host then search for foreign agent after reaching to foreign 

network. 

o This address discovery have two type of messages. 
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Agent advertisement „ ^ . ,iv mr ' 

Router advertises ii^ng ICMP adveitisemeivt"aboiit its existence to packet if it works as 
agent. ** ® 


Agent Solicitation 

If host has changed location to new network not yet received agent advertisement then 

it will initiates agent solicitation. 

Agent Registration 

• Once mobile host moved to foreign network and discovered by foreign by foreign 
agent then needs to register itself on that network. 

• To register with foreign network a request message will be sent to foreign agent 
to register its care of address who will approve and sends feply message. 

Data Transfer 

• After agent discovery and registration mobile host can communicate with otrher 
host with new care of address. 

• If static sending host wants to send message to mobile receiving host the 
communication will takes place in following steps, 



Fig. 2.10.1: Mobile IP co mmuni cation 
a) conununication from sending host to home agent 

































b) conuBMiiication from home agent to foreign agent 

c) communication from foreign agent to receiving host 

d) communication from sending host to sending host 


• When a packet arrives at the user’s home LAN it comes in at some router which 
is attached to the LAN. 

• The router then locates the host by broadcasting an ARP packet asking the 
Ethernet address. 

• The home agent answers this question by giving its own Ethernet address. 

• Then router sends the packet to the home agent. 

• It then sends the packet toward the care-of-address by encapsulating it in the 
payload field of an IP packet addressed to the foreign agent. 

• The forei^ agent wants -to remove encapsulation of data and delivers them to the 
data link address of the mobile host. 

• The home agent offers the care of address to the sender so that future packets can 
be tunnelled direcdy to the foreign agent. 


2.11 Inefficiency In Mobile IP 




in mobile IP? Give Solution for it. 



• There is possibility of inefficient communication involving mobile IP 

The two types of inefficiency are involved: 

1. Double crossing or 2X (severe) 

2. Triangle routing or dog-leg routing (moderate) 

1. Double Crossing: 

• Double crossing occurs when a remote host tries to communicate with a mobile 
host and the mobile host has been moved as remote host in the same network. 

• The communication is local and efficient; when the mobile host sends a packet to 
the remote host. 

• However; the packet crosses the Internet twice and inefficient; when the remote 
host sends a packet to the mobile host. 

• Since computers usually communicates with the other local computers the 
inefficiency from double crossing is considerable. 

"\ 
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Triangle routing occurs when the remote host communicates with a mobile host 
that is not attached to the same network as the mobile host. 


• There is no inefficiency; when the mobile host sends a packdl to the remote host. 

• When the remote host sends a packet to the mobile host; 

Firstly the packet goes from the remote host to the home agent and then to the 
mobile host and than the packet travels the two sides of a triangle as shown in the 
Fig. 2.11.2. 



Mobile 

host 


Fig. 2.11.2: Triangle Routing 
Solution for Inefficiency in Mobile IP: 

, • While doing the conununication the remote host should know the mobile host’s care-of 

I, address so that remote host can send packets through it. 

• For example; the home agent tell about mobile host’s care-of address to remote host 
using update binding packet while transferring first packet of mobile host so that the 
f remote host can use that care-of address for future communication 

I 

I 
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Network Layer 



. As mobUe host moves its care-of address changes hence home agent needs to send a 
warning packet to the remote host to inform it changes. 



Q. 1 Why ARP request is broadcast and Reply is unicast? Explain. 

Q. 2 Explain Cache table with reference to ARP. 

Q. 3 How output module updates cache table. 

Q. 4 RARP request packets are broadcast but reply packets are unicast. Explain. 
Q. 5 With the help of a neat diagram explain the fields in RARP packet. 

Q 6 Explain following terms with reference to ARP package. 

(a) Cache Table (b) Queues. (c) Output Module. 

Q. 7 Write short note on RARP. 

Q. 8 How output module updates cache table. 

Q. 9 Draw and explain ARP packet format. 

Q. 10 Write short note on Mobile IP. 

Q. 11 Write short note on ICMP. 

Q. 12 Describe ICMP packet format. 

Q. 13 Explain various messages in ICMP. 

Q. 14 Explain various error reporting messages in ICMP. 

Q. 15 Explain various query messages in ICMP. 


2.12 University Questions and Answers 

April 2013 


Q. 1 Explain the Input module of ARP. (Section 2.7.4) (5 Marks) 

Q. 2 What is the inefficiency in mobile IP? Give Solution for it. (Section 2.11) (5 Marks) 

Q. 3 Explain the source quench message and time exceeded message in ICMPv4. 
(Section 2.9.1) (5 Marks) 

Q. 4 Explain the use of time exceeded message of ICMP. (Section 2.9.1 (c)) (5 Marks) 


Q. 5 What are the three phases that a mobile host should go through to communicate with 
the remote host? 

Or 

Describe 3 phases of communication between remote host and mobiles host. 

(Section 2.10(4)) (5 Marks) 


□□□ 
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Syllabus 

• Unicast Routing Protocols 
o RIP 
o OSPF 
o BGP 


3.1 Routing Overview 

• Routing is a simple process of selecting paths in a network from multiple avaUable paths 
along which message can be sent to desired recipient. 

• Routing is performed for different networks which includes the electronic data networks 
like Internet, public telephone networks etc. 

• The internet or the electronic networks are works using packet switching technology. 

• In such networks, routing will be just a packet forwarding, which traiisfers logically 
addressed packets from its source address to their desired destination via intermediate 
nodes like routers, gateways, bridges etc. 

3.2 Routing table^ > 

(a) Introduction: 

• The routing process usually forwards packets. 

• For this function routing tables are used which maintains record of all available 
routes to various network destinations. 

(b) Construction: 

• Construction of routing tables is very important function for efficient routing. 

• Routing table is generally held in the router's local memory. 
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(c) Ty pes; — _ 

1. static routing table 

2. Dynamic routing table 


Routing Protocols 


1. Static Routing table: 


o In this technique routing table is updated with manual data entry, 
o Network admin will decide tl^e route from source to destination, 
o This type of routing table will not be auto updated as internet properties 
changes. 


2. Dynamic Routing table: 

o In this technique routing table is updated on regular basis using dynamic 
routing protocols. 

o Dynamic routing protocolis are RIP, BGP and OSPF etc. 
o This type of routing table will be auto updated as internet properties 
changes. — 




Natwork Address 

f:: Network ^ 

Gkilevi^ iKidiess 

Interface 


o.o.o.o 

O.O.O.O 

24.99.104.1 

24.99.107.290 

1 

24.99.104.0 

255.255.240.0 

24.99.107.290 

24.99.107.290 

1 

24.99.107.230 

255.255.255.255 

127.0.0.1 

127.0.0.1 

1 

24.255.255.255 

255.255.255.255 

14.99.107.290 

24.99.107.290 

1 

127.0.0.0 

255.0.0.0 

127.0.0.1 

127.0.0.1 

1 

120.146.0.0 

255.255.0.0 

164.107.61.254 

164.107.61.210 

1 

164.107.61.0 

255.255.255.0 

164.107.61.210 

164.107.61.210 

1 

164.107.61.210 

255.255.255.255 

127.0.0.1 

127.0.0.1 

1 

164.107.255.255 

255.255.255.255 

164.107.61.210 

164.107.61.210 

1 

224.0.0.0 

224.0.0.0 

24.99.107.290 

24.99.107.290 

1 

224.0.0.0 

224.0.0.0 

164.107.61.210 

164.107.61.210 

1 

255.256.255.255 

255.255.255.255 164.107.61.210 

164.107.61.210 

1 


Fig. 3.2.1: Sample routing table 
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3.3 Autonomous Systems (AS) 
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1. Introduction: i^'. / -a >i 

• An internet is very large hence only one routing protocol cannot handle the task 
of updating the routing tables of all the routers. 

• So an internet is divided in a group of networks and routers which are also known 
as autonomous systems (AS). 


2 . 


3. 



Autonomous 
, system 1 


Autonomous 
system 2 


tf)t 0 i 1 or routing^ 
Protocols: 

^ . RIP 
...OSPF 


02 IT^ 

; Exterior routing ) 
I Protocol: i| 

• BQP 

^ 


Types of routing: 


Fig. 3.3.1 


(1) Interior routing : The routing inside the autonomous systems (AS) is called as 
interior routing. 

(ii) Exterior routing : Routing between multiple autonomous systems (AS) is called 
as exterior routing. 


Types of autonomous systems (AS): 

(i) Stub AS: 

• Autonomous systems (AS) which has only one connectkw with other 
Autononnous systems (AS) is called as stub AS. 

• Any host in AS can send data traffic to other AS. 

• Any host in AS can even receive data traffic to other AS. 

• Host in stub AS not allow data traffic to pass through it. 

• These AS can be either source or sink for data traft'ic. 

E g. Local ISP 
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(ii) MultihoDiedAS: 


W 

Routing Protocols 


• AuUmomous systems (AS) which has more then one connection with other 
Autonomous systems (AS) is also called as Multihomed AS. 

• Any host in such type of AS can send data traffic to more then one AS. 

• Any host in AS can even receive data traffic from more then one AS. 

• Transient traffic not allowed in these contexts. 

• These AS can be either source or sink for data traffic. 

• Host in such AS not allow data traffic to pass through it. 

E.g. Large Organisation connected with more then one regional data traffic, 
(ill) Transit AS: 


Multihomed Autonomous systems (AS) which also allow transient traffic is called 
as Transient AS. 

E.g. International ISP. 

3-4 Types of Routing 


The routing process usually forwards packets: 

a) Unicast Routing: 

In Umcast routing there is only single source and one destination and the relation 
between the source and destination one is to one. 

b) Multicast Routing: 


3.5 

1 . 


in mulucast routing, there is one source and a group of destinations. So i 
represents a one is to many relationship. 

So the source address is Unicast address while the destination address is 
group of addresses, which defines the members of the group. 


Unicast Routing 

Introduction: 


2 . 


In Umcast routing there is only single source and one destination 
between the source and destination one is to one. 


and the relation 


Working: 






me source and destination addresses in the IP datagram are unicast 
assigned to the hosts. 


In this type of routing when a router receives a packet, it forwards that packet 
ough only one of its ports which corresponds to the optimum path. 


L. 
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• The router can discard the packet if it can fft5t findifte dhstinadon address. • 

• The router accepts the packet only if it find the destination address as own 


address. 'n i , , 

The unicast routing is illustrated in Fig. 3:5, L 



Fig. 3.5.1: Unicast routing 


Metric 


• A metric is cost assigned for passing a message through entire a network. 

• The metric assigned to each network depends on the type of protocol it is using 
for routing. 

3.6 Unicast Routing Protocols 

1. Introduction: 

• Routing Protocols are nothing but set m rules and methods which allows routers 
in internet to inform everyone about change. 

• Router can share routing information when it knows about its never in computers 
and above entire network. 

2. Types of routing protocols : 

• Interior Routing Protocol 

o Distance Vector Protocol 

o Link State Protocol 

• Exterior Routing Protocol 
o Path Vector Protocol 

3. Implementation of routing protocols: 

• Routing Information Protocol (RIP) • It implements Distance Vector Protocol 
for interior routing. 

• Open Shortage Path First (OSPF) - It used to implement Link State Protocol for 
interior routing. 
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• Broader Gateway Protocol (BGP) - It implements Path Vector Protocol for 
exterior routing across multiple autonomous systems. 

• RIP and OSPF are used to upgrade the routing tables inside an autonomous 
systems and BGP is used for upgrading the routing tables for the routers which 
join the autonomous systems together. 

Routing protocols 


Interior protocols Exterior protocols 

r-^ 1 

RIP OSPF BGP 

Fig. 3.6.1: Unicast routing protocols 

3.7 RIP (Routing Information Protocol) 

1. Introduction: 

• It is an interior routing protocol used for interior routing that means routing inside 
an autonomous system. 

• RIP is based on distance vector routing with some Updation. 

• REP uses dynamic, distance vector routing protocol developed for smaller IP 
based networks. 

• RIP uses UDP port 520 for various routing updates. 

2. Distance Vector Routing concept: 

• In the distance vector routing each router periodically shares its knowledge about 
the entire network with its neighbours. 

• It is one of the simplest routing techniques used for interdomain routing. 

3. Routing Table: 

• A typical routing table is supposed to keep in every router. 

• Destination column consists of the destination network address. 

• The other information in Table 3.7.1 may include information such as subnet 
mask or the time this entry was last updated. 


Table 3.7.1: Routing table 



Hopcoont 

Nextrovter 

Ollur :,;M 
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4. Metric: 




RIP calculates the optimal route based on hop count which acts as metric. 

The hop count column consists of the shortest distance to reach the destination 
and the next router colunm consists of the address of the next router to which the 
packet is to be delivered. 

RIP cannot handle more than 15 hops which is called as hop limit. 

Any hop count more than 15 hops away will be considered unreachable. 

This hop limit is useful to prevent routing loops in RIP protocol. 


3.7.1 Working of RIP (Using Distance Vector routing): 

1. Initialization of routing table for Update: 

1. When a router is added to a network it initialises its routing table. 

Such a table consists of only the directly attached networks and the hop counts. 
The next hop field which identifies the next router is empty. 


2 . 

3. 



Fig. 3.7.1: Computer Network 
Routing Tables for all nodes above 
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Initial Table Node: A Initial Table Node: B Initial Table Node: C Initial Table Node: D 





















































1 . Evci'y neighbouring node knows about it so they need to share information among 

them. \ 

2. In this technique each neighbours needs to share routing table with immediate 
nodes wherever there is change in network or also periodically share such 
information. 

3. Updation of routing table for Update: ; 


When RIP messages are received, each routing table is updated using the RIP 
updating algorithm. 

Algorithm for Update 

(a) RIP response message is received 

(b) Add one hop to the hop count for each advertised destination. 

(c) Repeat the following steps for each advertised destination. 

(i) Add the advertised information to the table if the destination is not 
present in routing table. 


(ii) Replace entry in the table with the advertised one if the next hop 
field is same. 


(iii) Replace entry in the routing table if advertising hop count is smaller 
than one in the table. 


(iii) Return 



Cost 

Next 
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i 


ww w.MumbaiBScITStudy.com 


i 

i 



























































KumDai b.bc.Ti btucry 


Internet Teohnoloc^ (B.Sc. fT. - MU) 





A 

0 

' — 

B 

6 

— 

C 

3 

— 

D 

4 

— 

E 

8 

C 



New routing Table Node: A 
4. Final of routing table after Update: 

• When RIP messages are received, each routing table after update, given as below. 
Final Routing Tables for all nodes. 


To 

Cost 

NSKt, 

A 

0 

- 

B 

6 

- 

C 

3 

— 

D 

4 
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8 

C 


To 

Cost 

Next 
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6 

— 

B 

0 

- 

C 

5 

- 

D 

1 > ' 

, K 

E 
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To 



A 
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- 

C 

0 

- 

P 



E 

5 
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4 

4m 


D 
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Final Table Node: A Final Table Node: B Final Table Node: C Final Table Node: D 


To 

Cost 

Next 

A 
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r* 1 

. V M 
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Final Table Node : E 

3.7.2 Two-Node Loop Instability: 


Q. Explain the two-node loop problem of dis^a^ vector routing. Give Bio sdMbn of it. 






MU-April 2013 


Major problem with distance vector routing is instability, which means that a network 
using distance vector routing protocol can become unstable. 

The following Fig.3.7.2 shows a system having three nodes X, A and B. 

1 . Firstly there is path to reach node X from Node A and B; 
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From Node A it has distance 2^d From Node B it takes 6 { i.e 4 (to reach A) + 2 
(from A) } but suddenly the link between node X and A fails. 

Node A updates its routing table. If node A not able to send updated table to node B 
system becomes unstable.B sends its routing table to node A before getting A’s updated 
routing table. 

Node A assumes that Node B got the link to reach Node x and immediatly updates own 
routing table. 

As triggered update routing table strategy Node A sends its updated table to Node B. 

Node B thinks that some changes are happend with the links from Node A and again 
updates its table which having link from A. 

Cost of reaching X from node A and B increases gradually till it reaches infinity. During 
this update sharing the system becomes unstable. 

Node A and Node B both thinks that they have path to reach Node X and they keep on 
transffering packets to each other which are related to Node X. Since there is no path to 
reach X the packet comes back to the source node and the packet keeps on bouncing 
between Node A and B. It creates a Two-node loop Problem. 


Before failure 


After failure 


After A receives 
update from B 


After B receives 
update from A 




X 

1o| 


X 

m 

© 

( 


4 

/ 




\ 


X 

loH 


X 

14^ 

© 

( 


4 

— 1 

© 


Finally 



Fig. 3.7.2 : Two-Node Loop Instability 
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Solutions to two-node loop instability are as follows: 

Defining Infinity: 

• To avoid this loop problem in the system; solution is to re-assign the infimty to a 
smaller updating range. It means we will keep a smaller value for update sharing. 

• Most distance vector protocol related implementation uses update range minimum 1 and 
maximum 16 as infinity. 

• Due to this distance vector routing can not be useful in large systems. 

Split Horizon: 


• In the split horizon method; each node just sends part of updated table in the int^ace to 
each other to avoid unnecessary flooding of information. No need of advertising the 
known information again to same node. 

• Taking updated table information from node A; Node B again updates it as per current 
scenario and sends it back to node A creates misunderstanding. 

. While sending routing table to node A; Node B does not passes last line of routing table. 

• Instead of infinity value Node A keeps it as distance between A to X .After the updating 
it transfers table to Node B than node B also updates it as per node A’s updating; finally 
it clears that there is no path to reach Node X from Node A as well as from node B. 

Split Horizon and Poison Reverse: 


• In this strategy combination of split horizon and poison reverse is used. 

• Distance vector routing uses timer; If Node B does not get information about route to 
reach X it simply eliminates route to reach X from its advertisement to node A. 

• Node B can still advertise the value of node X if the source is other than Node A, but if 
the source of information is A, it can replace the distance with infimty as a wa^g 
which specify “Don’t use this value; what 1 know about this route comes from you. 


3.7.3 RIP Operation: 

1 RIP forms routing database which stores information about the fastest route from 
compuKr, Ais updaK process Ura. enables each router to «!! about other 

routers which may route faster from neighbonng routers. 

2. Each router on the internet has a database that stores the following tnformanon. 

IP Address 


It is a Logical address of the computer. 


Gateway 

The best gateway to send a message addressed to required IP address. 
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Distance 


It is number of routers between source router and the destination router. 

Route change flag 

This flag indicates that this information has updated by other routers to update their own 
databases. 

Timers 

Various timers are used with RIP. 

3. Each router periodically sends an update message about its routing database to all the 
other routers that it is directly connected. Some routers will send this message after 
every 30 seconds, so that the network will always have up-to-date information to about 
them. It can quickly adapt to changes as computers and routers come on and off the 
network. 

4. RIP will make use of the UDP network protocol because it is efficient, and there are no 
problems if a message gets lost due to any reason, which is fine for router updates where 
another update will be coming along shortly anyway. 

3.7.4 RIP Message Format: 

• RIP messages are of two types : 

o Routing information messages 

o Routing information request message 

• Both use the same format which consists of a fixed header followed by an optional list 
of network and distance pairs. 

RIP version 1 
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(a) Command: ru, . 

• This field shows the packet is either request or a response packet. 

• The request asks that a router send all or part of its routing table as a messt^e. 

• The response can be a reply to a request or an unsolicited regular rooting iqidate. 

• Responses may contain sonae or all routing table entries. 

(b) Version number: 

Specifies the RIP version used. 

(c) Address-family identifier (AFI): 

• This field shows the address family used. 

• RIP is designed to carry routing information for several different protocols. 

• The AFI for IP is 2. 

(d) Address: 

• This field shows the IP address for the entry. 


(e) Metric; 

• This field shows how many inter network hops (routers) have been crossed in the 
trip to the destination. 

• This value is between 1 and 15 is for a useable route, or 16 used for an 
unreachable route. 

3.7.5 RIP Timers: 



Fig. 3.7.4 


1. Periodic Timer: 

• It is mainly used for sending periodic update messages. 

• As per protocol time should be 30 Seconds but generally we use any random 
number between 25 to 35 seconds periodic timer. 

• It avoids overhead on internet from simultaneous update of routers. 

• When it reaches zero update messages sent and timer set again to original value. 
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2. Expiration Timer; 



Routing Protocols 


• It used to check validity of route. 

• Every route have own expiration timer. 

• When router receives update message for route expiration timer set to 180 
seconds. 

• Whenever router receives new update message expiration timer resets after 30 
seconds. 

• If no update from last 180 seconds route considers as expire and hop count will be 
set to 16 that means destination is unreachable. 

3. Garbage Collection Timer: 


• Invalid path are immediately not removed from table. But advertise about it witii 
value 16. 

• For such route garbage collection tim er set to 120 seconds, when it reaches zero 
route will be removed from table. 

• With help of this timer neighbour will come to know about invalid paths. 

3.7.6 Disadvantages: 


1. RIP only knows the shortest route to a destination, established on simp le count of routra' 
hops. 

2. It be determined by other routers for computed routing updates. 

3. Routing tables are broadcasted every 30 seconds, 

4. Distances are based on hops, not on real costs. 

5. Patched with split horizon poison reverse, hold down timers, triggers updates. 

6 . It continues to be a router to router configurations, one router is fully depend on the next 
router to implement the same options. 

7. Fix one problem and other appears. 


3.8 OSPF (Open Shortest Path First) 


€L Explain the following terminologies related to OSPF protocol 
(ft Area (11) Metric (lin Unk state database 


MU - April 2013 




1. Introduction: 


This is yet another good interior routing protocol. 

OSPF will handle the routing efficiently and in more timely manner. 
The OSPF will divide an Autonomous System into multiple areas. 
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• This protocol impleinents link state roudng protocol. 

2. Metric: 

• The cost assigned to each router is called as metric. 

• In the OSPF protocol the metric can be based on a type of service provided. 

• A router can have multiple routing tables based on different types of service. 

3. Area: 

• A collection of networks co mp uters and routers is called as an area. 

• Single autonomous system can be divided in various areas. 

Area Border routers 


These are special type of routers which are used at the borders of an area. 

4. Backbone: 

• A special area inside an autonomous system is called as backbone. 

• All the areas inside an A.S. should be connected to the backbone. 

• This backbone is acts like a primary area and other areas are secondary areas. 

• Backbone routers 

o The routers within the backbone are called as the backbone routers, 

o Such backbone router can also be an area border router. 

5. Area Identification: 


• Each area has area identification. 

• The area identification of the backbone is zero. 

3.8.1 How OSPF Solve Problems Faced by RIP ? 


• The first shortest-path-first routing protocol was developed and used in the ARPAnet 
packet switching network all the way back in 1978. 

• This first shortest path first routing protocol is used in OSPF. 

• OSPF provides solutions to the major problems in RIP. 

• Routing architectures can balance well after the maximum of 16 hops are supported by 
RIP. 

• OSPF routers interchange link state information in place of exchanging node 
reachability information. 

• Link state routing overview 

In case of Link state information, every router maintains its personal copy of the 
network topology. Used for, shortest path routing decisions can then be taken. 
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3.8.2 Features: 


Routing Protocols 
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1. Type of Service routing: 

• Various routes are arranged to support multiple type of service requirements. 

• Example, high-throughput can be selected for one class of service, while minimal 
delivery delay is critical for some other type of application. 

2. Load Balancing: 

When many routes are available, traffic can be evenly distributed over these different 
routes. 

3. Subdivision of Autonomous Systems: 

Dividing the system into logical areas can enhance management of large autonomous 
systems. 

4. Security: 

• The exchange of Data is authenticated hence automatically secure. 

• Malicious transmissions from foreign routing nodes are avoided. 

• Only those hosts intended for the routing network are included. 

5. Host: 

Specific network and sub network routing are supported. 

6. Special features are provided to support LAN environments; 

• Relationships between routers are maintained on a logical link. 

• Link state transmissions are min imized. 

• Designated gateways are responsible for transmitting the link state information 
in their local area. 

7. OSPF is an open speciflcation : 

• Published as an RFC rather than specified standard. 

• The intent is to encourage many vendors to use it rather than requiring users to 
lock into a single vendor's equipment. 

8. OSPF area: 




I 


I 

I 








OSPF allows the grouping of networks into a logical set which is also called as 
called an area. 


The topology of an area is hidden from the other Autonomous System. 

This technique minimizes the routing traffic required for the protocol. 

When multiple areas are used, each area has its own copy of the topological 
database. 

Multiple concepts are involved with the OSPF algorithm. 

RIP is gives autonomous system by way of a monolithic group of routes and 
subnets, OSPF introduces the concept of area, which can be used for hiding 
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routing infonnation within a OSPF routing domain. 

• Autonomous system is separated into a various logical are^; various OSPF 
routing nodes are supported, with internal routers, area border routers, backbone 
routers, and Autonomous System (AS) boundary routers. 

• The protocols used to support link state change broadcasts. 

• A “Hello” protocol is used to detect changes in the availability of neighboring 
routers. 

3.8.3 Types of Links : 

• In the OSPF any connection is called as a link. 

• It defines four types of links called point to point, transient link, stub link and virtual 

links Types of links 


1 . 


2 . 


”T“ 

Transient 


"T" 

stub 


Virtual 


Point to point 

Fig. 3.8.1: Types of links 

Point to point link: 

e This link joins two routers without any other host or router in between them, 
e E.g. Two routers connected by a telephone line. 

• Each router has only one neighbor at the other side of the link. 

• This is shown m Fig. 3.8.2. 

.,4 


& 




H5J.t 

network 

Fig. 3.8.2: Point to point link 

Transient link: 

e It is a network having many routers attached to it. 
e All LANs are of this type. 

e A, B, C.etc. are the routers. 

• Each router has several neighbors. 




(i)< 

©E 

Fig. 3.8 J: Transient link 
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3. A stab link : 

• A stub link is a network diat 

Router A 

Ethernet 

(a) Stub network 
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is connected to only one. 


Designated router 
G>) Representation 


Fig. 3.8.4 


Ro^n^rotocote 


The stub network of is a special case of transient network. 

The data packets enter the network through this single router and leave the 
network through the same router. 

Vutual link: A virtual link is created between two routers when the link between 
them is broken. 


3.8.4 Link State Advertisements (LSA): 


• Eacb entity in a network distributes the link state advertisements (LSAs). 

• An LSA announces the states of entity links. 

• Different types of LSA depending on the type of entity. 

LSA 

r i ^1""* I \ 

1. Router 2. Networtc 3. Summary link 4. Summary link 5. External 
link LSA link LSA to network LSA to AS boundary link LSA 
” router 

Fig. 3.8.5 : Types of LSA 

(a) Router Links: 

• The router invents a router links advertisement on behalf of each area to which it 
belongs. 

• The advertisement refers to the collected states of the router’s links to the area. 

• This advertisement furthermore indicates if the router is an area border router or 
an AS boundary router. 

(b) Network Links: 

• A network link advertisement is originated for every transit multi-access network. 

• This advertisement is originated by the designated router for the transit network, 
and describes all the OSPF routers fully adjacent to the designated router. 

(c) Summary Links: 

• Summary Link advertisements designate a single route toward a destination. 
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* The destinations designated to the area bu 

• Some routing information is reduced w 


advertisements. 



(d) AS Summary Links: ‘‘ 

These are similar to summary link advertisements but they routes to Autonomous 
System boundary routers. 

(e) AS External Links: 

AS external advertisements define routes external to Autonomous System. 

3.8.5 OSPFWorking: 

• The OSPF protocol runs directly over IP by assigned number 89. 

• Each OSPF packet consists of an OSPF header followed by the body of a particular 
packet type. 

• OSPF packets need to be sent to specific IP addresses in non broadcast multi-access 
networks. 

• The OSPF operation consist of following stages: 

o Neighbors are discovered trough the sending of Hello messages and designated 
routers are elected in multi-access networks, 
o Adjacencies are established and link state databases are synchronized. 

• Link state advertisements (LSA) are exchanged via adjacent routers for topological 
databases to be maintained and to advertise inter area and inter AS routes. 

• The routers usage the data in the database to generate routing tables. 

3.8.6 Link State routing using Dijstra’s Algorithm: 

1. Initialization of routing table for Update: 

When a router is added to a network initialises its routing table with empty tables. 



Fig. 3.8.6 
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Initial Table Node; A Initial Table Node: B Initial Table Node; C Initial Table Node: D 


2 . 









Initial Table Node : E 

Finding shortest path using Dijstra's algorithm : 
Algorithm for Update 


pTAFTi 



Idwtlfy source and destination nod 
VI and V2 




3 


^tT-node's label to 'permanent" and, - 
neighbour's status record set: 



P^^tifjr tfie tentative node linked to Vtttrat 

lowest weight and set it as T-node' 

: 




Is T-node V2? 
Yes 


No 


^ Bdeed on Information In status set 
r do this until you reach V1 . This string of 1 
nodes represents the best route. 



Fig. 3.8.7: Dijstra’s algorithm 
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New routing Table Node: A 


3. Final of routing table after Update: 

. Apply same method for all routing Ubles and find shortest distance from node to 
node. 

• Final Routing Tables for all nodes 


To 

Cost 

Next 

A 

6 

- 

B 

0 

- 

C 
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- 

D 

10 

A 

E 

4 
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To 

Cost 

Next 

'A 

8 

C 

B 

4 

- 

C 

5 

— 

D 

12 

c 

l-E. 1 



Final Table Node :E Final Table Node: B Final Table Node : C 

3.8.7 OSPF Packet Format: 



Fig. 3.8.8: OSPF packet header 
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(a) Version; 


Routing Protocols 


This field contains 8-bit field which defines the version of the OSPF protocol. 
It is currently version 2. 


(b) Type; 


• This field contains 8-bit which defines the type of the packet. 

• There are five types, with values 1 to 5 defining the types. 

(c) Message length: 

This field contains 16-bits which defines the length of the total message including the 
header. 

(d) Source router IP address: 

This field contains 32-bits defines the IP address of the router that sends the packet. 

(e) Area identification: ' 

This field contains 32-bits defines the area within which the routing takes place. 

(f) Checksum: 

This field is used for error detection on the entire packet excluding the authentication 
type and authentication data field. 

(g) Authentication type: 


• This field contains 16-bits defines the authentication method used in this area. 

• At this time, two types of authentication are defined; 0 for none and 1 for 
password. 

(h) Authentication: 

• This field contains 64-bits which is the actual value of the authentication data. 

• In the future, when more authentication types are defined, this field will contain 
the result of the authentication calculation. 

• For now, if the authentication type is 0, this field is filled with Os. 

• If the type is 1, this field carries an eight-character password. 
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3.8.8 OSPF Packet Types: 



OSPF packets 




. Router link 
• Network link 


. Summary link to network 

. Summary link to AS boundary router 
• External link 


Fig. 3.8.9: OSPF packet types 
The protocol utilizes five different packet types. 

1. HeUo: 

Used to discover and maintain information about neighbors. 

2. Database Description: 

• It is used to form adjacencies between multiple nodes. 

• The router summarizes all its link state advertisements and passes information, 
using database description packets to the all other routers. 

3. Link State Request: 

• After the database description packets have been exchanged with neighbouring 
routers, to detect link state advertisements to update the topological database. 

• Link state request packets are sent to the neighbor requesting these link state 
advertisements. 

4. Link State Update: 

• Used for transmission of link state advertisements between various routers. 

• This can be in response to any link state request packet or to flood a new or more 
recent link state advertisement. 

5. Link State Acknowledgment: 

• Used for the flooding of link state advertisements reliable. 

• Each link state advertisement received should be acknowledged. 
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3.8.9 Comparison between RIP and OSPF: 





Standard number 

RFC 1058 

RFC 1723 

RFC 2178 

Link-state protocol 

No 

No 

Yes 

Large range of 
metrics 

Hop count (16=Infinity) 

Hop count (16=Infinity) 

Yes, based on 1-65535 

Update policy 

Route table every 

30 seconds 

Route table every 

30 seconds 

Link-state changes, or 
every 30 [minutes] 

Update address 

Broadcast 

Broadcast, multicast 

Multicast 

Dead interval 

300 seconds total 

300 seconds total 

300 seconds total, but 
usually much less 

Supports 

authentication 

No 

Yes 

Yes 

Convergence time 

Variable (based on 
number of routers X 
dead interval) 

Variable (based on 
number of routers X 
dead interval) 

Media delay + dead 
interval 

Variable-length 

subnets 

No 

Yes 

Yes 

Supports 

supemetting 

No 

Yes 

Yes 

Type of Service 
(TOS) 

No 

No 

Yes 

Multipath routing 

No 

No 

Yes 

Network diameter 

15 hops 

15 hops 

65535 possible 

Easy to use 

Yes 

Yes 

No 


3.9 BGP (Border Gateway Protocol) 


Introduction: 

• BGP is an exterior routing protocol which can transfer data across various autonomous 
systems. 

• It is a unicast routing protocol introduced in 1989 and has four different versions. 

• BGP is based on the routing method called path vector routing. 

• This principle is used because the distance vector routing and link state routing do not 
prove to be good candidates for inter autonomous system routing. 
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3.9.1 Path Vector Routing : 


In this technique each entry in the routing table contains the destination network, the 
next router and the path to reach the destination. 

Table 3.9.1: Path vector routing table 



2. Path Vector Message : 

• The boundary routers which participate in path vector routing, advertise the 
Reachability of various network from it. 

• Every router that receives a path vector message will verifies that the advertised 
path is according to its policy. 

• If yes then the router will update its routing table and then modifies the message 
before sending to the next neighbouring node. 

• In the modified message it sends its own AS number and replaces the next router 
entry with its own identification. 

3. Path Prevention; 

i 

• The autonomous boundary routers which participate in path vector routing, 

• When a message is received, a router checks it to see if its autonomous system is | 

in the path list to the destination. If it is then looping is necessary and the message | 

is ignored. 

4. Path Attributes: 

The path is specified in terms of attributes. Each attribute gives some information about 

the path. Hence the list of attributes helps the receiving router to make a better decision 

about when to apply its policy. 
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Attributes are of two types 

a) Well known attribute 

A wdl known attribute is the one which should be recognised by every BGP 

b) Optional attribute 

An optional attribute is the one that need not be recognised by every router. 

3.9.2 Types of Messages : 

BGP messages 

^ - - 1 — 

^ 2.Update 3.Keep alive 4.Notification 

message message message message 

Fig. 3.9.1: BGP message types 

Keep Alive Message: 

This message opens a BGP session between various nodes and is the first message 
sent by each side after a connection is established. 

Open messages are confirmed using a keep-alive message sent by the peer device 

• Such message must be confirmed before updates, notifications, and keep-alives 
can be exchanged. 

• The keep-alive message notifies BGP that a device is active. 

Keep alive message are sent often enough to keep the sessions alive. 

Update Message; 

• An update message is used to provide routing updates to other BGP systems. 

• Routers to construct a consistent view of the network topology using above 
updates. 

• Updates are generally sent using the TCP. 

• Update messages can withdraw one or more unfeasible routes from the routing 
table then advertise a route while withdrawing others. 

Notification Message: 

• The notification messages are sent when some error condition detected by 
network. 

• Notifications are used to close an active session and to inform any connected 
routers. 


2 . 
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Protocols 


3.9.3 BGP Header Format: 

(a) Introduction: 

• The BGP header contains Open, update, and notification messages have 
additional fields and keep-alive messages use only the basic packet header. 

• Each BGP packet will contains a header whose main purpose is to identify the 
function' of the packet in question. 


0 16 24 _31 



Marker 


Length 

Type 

Data 


Fig. 3.9.2: BGP packet header 

(b) Header Fields: 

Marker 

Contains an authentication value that the message receiver can predict. 

Length 

Indicates the total length of the message in bytes. The value of the length field must be 
between 19 and 4096. 

Type 

Type specifies the message type as one of the following : 

(a) Open (b) Update 

(c) Notification (d) Keep-alive 

Data 

Contains the upper layer information in this optional field. 

3.9.4 BGP Operation: 

1. Routing involves two basic activities 

(a) Determination of optimal routing paths 

(b) Transport of packets through an inter network 

2. The transport of packets through an network is relatively simple process. la which path 
determination, can be a very complex. 


L 
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Protocol which addresses the task of path determination is the Border Gateway Protocol 
(BGP). BGP performs interdomain routing in TCP/IP networks. 

3. BGP is an exterior gateway protocol (EGP), It performs routing between multiple 
autonomous systems and exchanges routing and Reachability information with other 
BGP systems. 

4. BGP was developed to replace Exterior Gateway Protocol (EGP), as the standard 
exterior gateway-routing protocol. BGP solves serious problems with EGP. 

5. EGP is a instance of an exterior gateway protocol. 


Core router Core router Core router 



Fig. 3.9.3 : Core routers can use BGP to route traffic bet^veen autonomous systems 

3.9.5 IGP and EGP : 

1. A router in a transit Autonomous System (AS) can have large routing tables and BGP-4 
makes use of Classless Inter Domain Routing (CEDR) to slow the growth of these tables. 

2. The router maintains routing tables can exchange IGP and BGP information between 
them. 

3. There are two types of sessions (among router and its neighbors); 

(a) Exterior Gateway Protocol (EGP) sessions occur between routers in different 
Autonomous System (AS), which are usually neighbors to each other sharing the 
same media and subnet. 

(b) Interior Gateway protocol (IGP) sessions occur between routers within the 
same Autonomous System (AS) and these sessions are used to synchronize the 
routing policy within same Autonomous System (AS). 

Such routers do not have to be next to each other however they do need to 
be able to see each other a TCP connection. 

4. Interior Gateway protocols use metric interface costs (OSPF) or hop counts (RIP) to 
determine the best paths. 

5. Exterior Gateway Protocols arc used to administer routing policies to determine best 
paths through service providers. 
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6. EGP used by old Internet topology, due to its small size, was a simple two-tier model. 

7. Autonomous System (AS) was given a 16-bit number and every 3 minutes EGP 
advertised the routes that it knew with other EGP. 

i, 

8. Problem with EGP 


It could not cope with a meshed network of AS. 

EGP could not detect loops and no way for creating policies for routing. 

.9.6 Types of Routing in BGP : 


BGP performs three types of routing : 

(a) Inter autonomous system routing: 

• Inter autonomous system routing occurs between two or more BGP routers 
in different autonomous systems. 

• Peer routers in these systems use BGP to maintain a consistent view of the 
inter network topology. 

• BGP neighbouring routers communicating between autonomous systems 
must be in the same physical network. 

• Many of these domains represent the various corporations, institutions and 
entities which make up the Internet. 

• BGP is frequently used to for path determination for offering optimal 
routing within the Internet. 

(b) Intra-autonomous system routing: 

• Intra autonomous system routing happens between two or more BGP 
routers located in the same autonomous system. 

• BGP is used to maintain a consistent view of the system topology in peer 
routers within the same autonomous system use. 

• BGP also is used to determine which router will serve as the connection 
point for specific external autonomous systems. 

• An organization, such as a university, could make use of BGP to provide 
optimal routing within its own administrative domain or autonomous 
system. 

• The BGP prot(x.'ol can provide both inter as well as intra autonomous 
system routing services. 
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(c) Pass-through autonomous system routing: 

• Pass-through autonomous system routing occurs between two or more BGP 
peer routers which exchange traffic across an autonomous system that does 
not run using BGP, 

• The BGP traffic did not originate or terminated on the autonomous in a 
pass through autonomous system environment. 

• Fig. 3.9.4 illustrates a pass-through autonomous system environment: BGP 
pairs with another intra-autonomous system-routing protocol. 


Source 


Pass-through 
autonomous system 



Destination 


Fig. 3.9.4 


3.9.7 BGP Working for Routing 


1, BGP maintains routing tables and transfers routing updates and makes routing decisions 
on routing metrics. 

2, BGP system exchanges network reachability information, including information about 
the list of autonomous system paths, with other BGP systems. 

3, Such information can be used to construct a graph shows connectivity of autonomous 
systems from which routing loops can be reduced. 

4, BGP router records a routing table which lists all feasible paths to a particular netwoik. 

5, The router does not refresh the routing table. 
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6. Routing information received from other routers is preserved until an incremental 
update is received. 

7. BGP devices exchange routing information for initial data exchange and also after 
incremental updates. 

8. After initial connection with network, BGP routers exchange their all BGP routing 
tables. When this tables changes, routers send the portion of their routing table which is 
actually changed. 

10. BGP routers do not send regular routing updates. 

11. BGP routing ifpdates advertise only the optimal path to a network. 

12. BGP uses only one routing metric to determine the optimal path to a given network 
which consists of an arbitrary unit number that specifies the degree of preference of a 
particular link. 

13. The BGP metric assigns network administrator to each link. 

14. The value assigned to a link can be based on any number of criteria, including the 
number of autonomous systems through which the path passes stability, speed, delay or 
cost. 

;?Rev!eW Quesfti 

Q. 1 What do you mean by routing? Explain various types of routing techniques. 

Q. 2 Explain Autonomous system and its various types used in BGP. 

Q. 3 Explain routing table in details with example. 

Q. 4 Explain various routing techniques and its algorithms. 

Q. 5 What do you mean by routing? Explain various inter domain routing techniques. 

Q. 6 Describe distance vector routing techniques with example. 

Q. 7 Write a short note on RIP. 

Q. 8 Write a short note on RIP header format. 

Q. 9 Explain RIP request and response packets. 

Q. 10 Write a short note on RIP timers. 

Q. 11 Describe Link state routing techniques with example. 

Q. 12 Write a short note on OSPF protocol. 
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Q. 13 Explain various types of links in OSPF. 

Q. 14 Describe OSPF header packet. 

Q. 15 Describe path vector routing techniques with example. 
Q. 16 Write a short note on BGP. 

Q. 17 Describe header packet format of BGP. 

Q. 18 Explain various types of message in BGP. 

Q. 19 Discuss various Unicast routing protocols in details. 

Q. 20 Compare various Unicast routing protocols. 

3.10 University Questions and Answers 


Routing Protocols 


April 2013 

Q. 1 Explain the following terminologies related to OSPF protocol (Section 3.8) (5 Marks) 

(i) Area (ii) Metric (iii) Link state database 

% 

Q. 2 Explain path vector routing. (Section 3.9.1) (5 Marks) 

Q 3 Explain the two-node loop problem of distance vector routing. Give the solution of It. 

(Section 3.7.2) (5 Marks) 

□□□ 
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Syllabus 

• User Datagram Protocol (UDP) 

• Transmission Control Protocol (TCP) 


4.1 Transport Layer _ 

Introduction: 

• The OSI Layers which are helps to transfer packet from one end to other are: 

o Network layer 

o Data link layer 
o Physical layer 

• To pass message from one process to another process is done with the help of transport 
layer in the network. 

• In transport layer to handle the transmission of messages in the network without any 
issues some protocols are used. 

• The transport layer protocols are listed below : 

o UDP (User Datagram Protocol): 

It provides a programming interface and not able to implement any real function 
o TCP (Transmission Control Protocol): 

It helps to implement error recovery, flow control etc. 
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Fig. 4.1.1: User Datagram Protocol 

4.2 UDP 

4i(.1 The Position in OSi Model: 

• UDP is transport layer protocol. 

• UDP helps to transfer the message from one process to another process in the iwtwork. 

• It is known as connection less protocol it means there is no need of prior connection 
between client and server to do data transmission. 

• Whenever data is forwarded from client for particular destination then the UDP packet 
U forwarded via the number of OSI layer without any established connection. 

• The UDP able to send message with the maximum size as 8 Kbytes. 
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Fig. 4.2.1 


4.2.2 UDP vS IP : 

• The IP protocol from network layer helps to transfer message form particular system to 
system. 

• The UDP protocol from transport layer helps to transfer messages from process to 
process as shown in the Fig. 4.2.2. 
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4.2.3 Port Number: 

• UDP protocol is useful for transferring message from client port to destination port and 
vice versa. 

• As example as shown in the Fig. 4.2.3. The message send between client UDP to Server 
UDP using the packets (datagrams) including client's port number, Server's port number 
and the data. 


Daytime 

client 


Daytime 

server 




UDP 


■J h 






13 


H h 


*JDP 


| v Data I 13 j 52,000 


13 152,0001 Data | 

Fig. 4.2.3 

4.2.4 How Data Transfer Takes Place ? 

(a) Client side: 

• When message is transferred from client to server it forwarded via layers like 
transport layer, network layer, data link layer and physical layer. 

• The transport layer forward packet (UDP Datagram + UDP header) to the next 
layer i.e. network layer. 

• The network layer consider whole as IP data and adds own header i.e. IP header 
than forwarded it to the lower layers. 

• The lower layers consider the message as frame data and then add its frame 
header. Finally the message becomes ready to transmit over the network. 

(b) Sorvsr side: 

• When the message reaches to the destination it first passes through the lower 
layers where the added header from client side layers detached and then 
forwarded to next layer. 
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• Network layer removes the IP header and forwards remainiiig message to 
transport layer. Transport layers gets UDP header along with UDP datagram 
which helps to get the data meant for the destination system. 

4.2.5 IP Address vs Port Number: - 

• As we have seen when message reaches to the destination system from lower layers to 
above layers the header added by client side layers are detached and the related data is 
forwarded to the next level. 

• As shown in the Fig. 4.2.4 the message contains IP address as 193.14.26.7 from which 
we are able to select machine having the same IP address in the network. On that 
specified system uses are able to select an application Port number from UDP header 
which is 13. 



4.2.6 Socket Addresses: 

• It is a combination of IP address and port number. 

• Socket address = IP address + Port number 

o IP address : It specifies the unique address of system in the network, 
o Port number ; The specific number of any applicanon which is running on the 

system. 

. The socket address useful for running a particular application on the specified system 
which is specified by the socket address. 

For example as shown in the figure; 

IP Address: 200.23.56.8 
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Port Number: 69 

Socket address = 200.23.‘56.8 69 


IP address Port number 



Fig. 4.2.5 


4.2.7 UDP Datagram Format: 

UDP datagram is of 8 b)rtes with various fields. 

Header: 


It has total 8 bytes and has fields like: 

• Source port number 16 bits ( 2 Bytes ):It indicates the port number of application on 
source system. 

• Destination port number 16 bits ( 2 Bytes ) lit indicates the port number of application 
on destination system. 

• Total Length 16 bits (2 Bytes): It specifies total length of UDP datagram. 

• Checksum 16 bits ( 2 Bytes ) : It is helpful for error detection in the forwarded 
message with the help of AND and OR operations. Sender can decide whether to 
calculate checksum or not. 



4.2.8 Pseudo Header Added to UDP Datagram: 

The UDP datagram along with the pseudo header is as shown in the Fig. 4.2.7. 
• Pseudo header : It is added with UDP datagram header. 
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• Source IP address : 32 bits (4 Bytes) 

It indicates the IP address of source system. 

• Destination IP address : 32 bits (4 Bytes) 

It indicates the IP address of destination system. 

• Protocol: Is of 8 bits and mentioned with port number 17. 

It specifies the protocol used. 

If the checksum at destination side if he founds that the value is changed during the 
transmission then destination can directly discard the packet rather than forwarding to 
wrong application. 

• UDP Total Length ; 16 bit (2 Bytes) 

It is mentioned as specified below ; 

UDP Length = IP Length - IP header Length 

Header: 




It is made up of total 64 bits ( 8 Bytes ). 

The fields are as mentioned above : 
o Source port number : 16 bits ( 2 Bytes) 
o Destination port number : 16 bits (2 Bytes) 
o Total Length : 16 bits ( 2 Bytes) 

o Checksum : 16 bits ( 2 Bytes ) 


Data 


The data is added along with the pseudo header of 96 bits (12 bytes) and header of 
64 bits (8 bytes). 

The padding is considered whUe data is mentioned in datagram, to make the data 


0 

■o 

0 

0 

o 

■D 

D 

S 
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32 - bit source IP address ^8 

32 - bit destination IP address 

All Os (17) 

16 - bit UDP total length J 

Source port address 16 bits 

Destination port address 10 bits J 

' (jQP total length 16 bits 

Checksum 16 bits ^ 



Fig. 4.2.7 
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4.2.9 Checksum Calculation: 

The UDP header shown below in the decimal format. 

In the example the mentioned fields are : 

• Source IP address : 153.18.8.105 

• Destinatioii IP address : 171.2.14.10 

• Port number ; 17 (UDP port number) 

• Source port address : 1087 

• Destination port address : 13 

• UDP total length ; 15 

• Checksum : All 16 bits of zeros 

• Data : TESTING ( mentioned with the ASCII code of characters) along with 8 bits of 
zero padding to adjust the 16 bit length. 

10011001 00010010-►153.18 

00001000 01101001 -►8.105 

10101011 00000010 -^171.2 

00001110 00001010 -► 14.10 

00000000 00010001 -►Oand 17 

00000000 00001111 -► 15 

00000100 00111111 -^1087 

00000000 00001101 -►IS 

00000000 00001111 -^15 

00000000 00000000 -► 0 (checksum) 

01010100 01000101 -►TandE 

01010011 01010100 -►SandT 

01001001 01001110 -►landN 

01000111 00000000 -► G and O(padding) 

10010110 11101011 -►Sum 

01101001 00010100 -►Checksum 

Fig. 4.2.8 

At first the whole header is divided into 16 bit format. The header fields which are 
mentioned in decimal are converted into the binary format. The data in header is also 
mentioned with binary format along with padding if needed to make total length as 16 bits. 
Then all the binary bits are added by using ADD operation. Eventually the sum is displayed. 
Sender compliments the sum two times and finally the checksum is displayed. 
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4.2.10 Encapsulation and Dencapsulation : 

When source process wants to transmit message to destination process the following 
steps are followed: 

(a) Encapsulation: 

The client process sends message (UDP Data) from transport layer by adding 
UDP header. 

Then in the network layer this whole data along with UDP header + UDP data is 
considered as IP data and on it IP header is attached. 

Then it is forwarded to data link and physical layer where it is called as Frame 
data i.e. IP header + IP data. On this frame data frame header added by these 
lower layers and forwarded to the desired destination. 

This process is called as “Encapsulation”. 

Process Process 


1 . 

2 . 

3. 

4. 


[ Message from process 


[ Message from process { 


[Frame 

Iheadef 



UDP 

header 

UDP data 


IP 

header 

IP data 



Frame data 



a . Encapsulation 




UDP 

header 

UDP data 





IP 

header 

IP data 



Frame 

header 

Frame data 




b. Decapsulation 


Fig. 4.2.9 

(b) Dencapsulation: 

1. The client process sends frame data along with frame header over the network to 
the destination. 

2. The message is read by separating the frame data and the frante heatkr by the data 
link and physical layer of OS I model. 

3. Then the frame data forwarded to network layer where the IP header gets 
detached from IP data. 
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4. Finally when IP data reaches to transport layer process get the UDP data along 
with the UDP header. 

5. The final message reaches to the destination process with only the needed 
information mentioned in UDP header and UDP data. 

6. This process is called as “Dencapsulation”. 


4.2.11 Queue in UDP : 


As shown in the Fig. 4.2.10 there are two process queues maintained in UDP at client 
UDP and also at server side UDP. Client as well as server keeps; outgoing messages 
from the processes in the outgoing message storage queue. 

At the same time client as well as server keeps incoming messages from the processes in 
the incoming message storage queue. 

The UDP client port number 52000 and The UDP server port number 13 maintains both 
the queue for the smoothness in the transmission of UDP packets over the network and 
to avoid the congestion. 
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client 



Outgoing ^ \ Incoming 


queue |-— 



queue 
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jm 
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queue 
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"tibp 
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■y1 

- 


Fig. 4.2.10 

4.2.12 Multiplexing and Demultiplexing : 

(a) Multiplexing = Number of inputs only single output I 

(b) Demultiplexing = Single input only one output I 

(a) Multiplexing: 

The client side works as multiplexing it means number of processes are given to UDP 
multiplexer and then only single output comes which is forwarded over the network layers at 
the destination side. 
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(b) Demultiplexing: 

At the destination side when the packet reaches it specifies only one input but when 
passes through UDP demultiplexer it gives data to various processes as per mentioned in the 
particular datagram. 


Processss Procassas 



Fig. 4.2.11 


4.2.13 UDP Package: 


As shown in the Fig. 4.2.12 there are number of application processes working in the 
network. The UDP package contains the following different parts which are explained as 
follows ; 

Input Queues: 

In UDP there are number of input queues are mentioned which belongs to the specific 
process. There is no any output queue in UDP. 

Control block table: 

• It keeps the information about the ports, 
a The details it specifies like; 

o The state of specific port like FREE or IN USE 

o The Process ID number 

o The port number 

o The queue number of specific process. 

Control block module: 

• It is mostly helps to control the control block table entries. 

• When any new entry of a process should be added in table the incoming process first 
passes the process id and the port number (which is given by the operating system). 
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• It does not create the new queues. 

Input Module: 

It receives user datagram from the IP layer and checks control block table weather any 
entry having same port number related with the incoming process. 

• If entry is avaUable : The module keep that data in the particular queue for the 
datagram. 

• ff entry not available: The module generates an ICMP error message like "Port iwt 
Found", "unable to reach port", "queue does not exists". 


Process Process Process 



It is helpful for sending user datagrams to the IP layer generated by various processes, 

4.2.14 UDP Application: 

• UDP is useful for simple applications between client and server. 

• It is beneficial when the process are internally having the error control and flow control 
capacities. 

• UDP is useful in network management protocol like SNMP. 
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4.2.15 UDP Service Issues 


• UDP is totally message oriented protocol. 

. It is known as connectionless protocol since without prior established connection data/ 
message is transferred over the network. There is no any relationship between datagram 

send from same user. 

. UDP most of the times delivers exact message or if any issue occurred while 
transmission then it does not deliver the packets! datagrams). 

• The sequence of datagram is not followed in the UDP. 

. As the path discovered, the datagram is forwarded. Several messages are deUvered in 
the network at the same time via different paths available in the network. 

. Due to this if any route is short then the datagram forwarded using that route will reach 
destination fast. 

• Hence the datagrams reaches to the destination in the disorder. 

4.2.16 Error Control: 

• While transferring the message over the network it may be lost, that time an application 
must report loss recovery. 

. If a UDP message having size larger than (MTU) Maximum Transfer Unit, then 
fragmentation takes place at the IP layer. 

• As we have seen the maximum size of message is 8 K Bytes. 

4.2.17 Flow Control: 

It does not provide flow control mechanism hence the congestion occurs in the network 
while transmission of large number of datagrams. 


Solution: 

. Due to some issues in UDP i.e. User Datagram Protocol we use TCP (Transmission 
Control Protocol). 

. TCP helps to overcome the pitfalls occurs in UDP transmission as well as it helps to 
handling i»tue» like Emor comecUon, Row control and CongesUon control tn the 

network. 
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4.3 Transmission Control Protocol (TCP) 


Transport Layer Protocols 


4.3.1 Position In OSI Layer: 

The TCP (Transmission Control Protocol) is a transport layer protocol which is helpful 
for allowing congestion free, error less and flow controlled transmission of data segment over 
the network. 

• TCP is connection oriented protocol It means when sender wants to transfer data 
segment to the receiver the connection between them should be established. 

• The connection is established with the help of commands and acknowledgement to that 
commands by both the sides which are connected. 

• It transfer the segments in the sequential manner by following the same path. 
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Fig. 4.3.1 


4.3.2 Error Control: 


TCP also provides provision of retransmission of segment if it is lost in between the 
network or if sender does not get the acknowledged for that. 

Using TCP sender can send large amount of data over the network by considering 
specific packets or segments. 
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4.3.3 Flow Control: ir.nuQ grr vier-«t i‘ ^ p ^ 

It helps to control the transmission of segments between sender and receiver by using 
buffers. It controls the speed of transmission of segments between sender and receiver. 

4.3.4 Well-known Protocols in TCP along with the Port Numbers: 

• SMTP (Simple Mail Transfer Protocol) - 25 
Useful for electronic mail transfer over the network 

• TELNET (Terminal Network) - 23 

Helps in remote transmission over the network. 

• DNS (Domain Name system) - 53 

Useful while specifying domain of particular site 
FTP (File Transfer Protocol): 

• For data- 20 

For data transmission between chent and server 

• For control - 21 

For controlling data transmission between client side and server side. 

HTTP (Hyper Text Transfer Protocol) - 80 

For transferring web documents between the Internet users 

4.3.5 Stream of Delivery : 

• The TCP is not like UDP datagram which helps to transfer max 8KB data over the 
network. 

• TCP transfers stream of data between client and server as shown in the Fig. 4.32. 
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4.3.6 Sending and Receiving Buffer: 


Transport Layer Protocols 


Working on Streani of data; 

• In TCP there are two ends like Sending process and Receiving process. 

• Since by using TCP, sender able to send stream of data to the receiving process but if 
the sender is fast and the receiver is slow or sender is slow and the receiver is fast then 
the transmission gets affected. 

• To maintain the communication smoother between both the ends the stream should be 
transfer properly from client to server. 

. The speed of transmission should be decided as such there should not occur any 
congestion or overhead on the receiver's side. 

o Requirement of buffers : Since we want to maintain the smooth communication 
between users the data stream should be stored in the buffer, 
o Sender’s buffer : When sender generates the data stream for transnussion it 
keeps on adding data in its buffer. 

o Receiver’s buffer : At the receiver's end the stream is forwarded and buffered ; 
whenever receiver process requires the data it can access it or retrieve it from the 
buffer. 

• The bytes of data to be consider in the data stream is totally dependent on the TCP. The 
data stream length is randomly decided. 


Sending Receiving 



Fig. 4.3.3 


4.3.7 TCP Working: 

• The TCP transfers the number of bytes as a stream over the connection as a segment. 

• It can transfer number of segments which are having number of bytes. 

• Each sequence is having unique ID and specific fields which describes the segment 
properly. 


www.MumbaiBScITStudy.com 


























Mufftbai brbL.ll SLUdy 


I 

r 


[ 


Internet Technologies (B.Sc. IT;jjjU)^4:17 


yer Protocols 


For example: 

• If one TCP connection transferring file of 3000 bytes then what will be the details of 
foUowing 3 segment if segment is carrying the 1000 bytes. 

o Segment 1: 

Sequence No : 12001 (range 12001 to 13000) 
o Segment 2: 

Sequence No : 13001(range 13001 to 14000) 
o Segment 3: 

Sequence No : 14001(range 14001 to 15000) 



4.3.8 TCP Segment Format: 


The TCP segment is made up of various fields. 

(a) Source Port address : 16 bits (2 Bytes) 

It specifies the port address of process running on the source system. 

(b) Destination Port address :16 bits (2 Bytes) 

It specifies the port address of process running on the destination system. 

(c) Sequence Number : 32 bits (4 Bytes) 

It specifies the unique sequence number of the segment. It describes the number of first 
data byte in the segment. Due to unique number we are able to discriminate the 
segments. 

(d) Acknowledgement Number: 32 bits (4 Bytes) 

It gives an acknowledgement send by both sender as well as receiver as a positive reply 
along with the next expected segment's sequence number. 

(e) HLEN : 4 bits 

It specifies the header length of a segment. 

(f) Reserved: 6 bits 

It contains total 6 bits which are stored for the future purpose 
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(g) Control fields : 6 bits 

It describes the details or the purpose of the segment with six different types. 
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Fig. 4.3.4 : TCP segment 

(h) Control Field: 

1. URG : (Urgent Pointer) 

It helps to specify that the current segment lies in urgent category. It means it is 
required to be considered as soon as possible for the further operations. 


2. ' ACK : (Acknowledgement flag) 

• It specifies that current segment is acknowledged by the sender or receiver 
and also the next sequence number is included in segment. 

• The segment having the acknowledgement number if does not carrying any 
data than sequence number is not mentioned in the segment 

3. PSH: (PUSH at the receiver's side) 

It specifies that data is pushed in the receiver's queue. 

4. RST; (RESET the connection) 

It explain that the whole transmission is reset and the segments are transferred 
again by reseting the connection between sender and receiver. 


www.MumbaiBScITStudy.com 


































-|Vlun:^t>ah B.Se.IT-Stady- 


-4-M « t: ,^^,T«n.y«.t.yerP.«ocq!s 


XmQ- Uraent pointer is valid RST; Reset the connection , 

■^[^“^nowledgment is valid SYN; Synchronize eequchp®! 

- -„u FIN; Terminate the oonnedtei 


URG 


It 




y ACK 


PSH 


RST 


SYN 


f-'-' 


FIN 


Fig. 4.3,5 


5. SYN : (Synchronize the sequence numbers of segments) 

It describes that the segment with unique sequence number which are trausfeired 
between sender and receiver. 

6. FIN : ( F inishin g or termination of connection) 

This flag is used when sender wants to close the transmission of segments i.e. 
while finishing the data transfer from sender the sender passes segment which 
enables the FIN tag. 

(i) Window size : 16 bits (2 Bytes) 

• It specifies the maximum size of the segment to be send. 

• If sender sends the segment in which particular segment size is mentioned called 

that as receiver's window size. 

• It means the receiver not suppose to send any segment which carrying data size 
more than the limit specified by the sender previously same rule is applicable for 
the receiver to sender sending. 


(j) Checksum :16 bits (2 Bytes) 

In TCP checksum plays an important role. It helps to detect an error in the transferred 
data. 

(k) Urgent pointer: 16 bits (2 Bytes) 

If the URG flag is enable than the urgent field contains some data which is necessary to 
transfer over the network. 


(I) Data and Options: 

The data is added with the padding to make it suitable to 16 bit data 
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^Destination port number 


Source port number 


Sequence number 




Pseudo header added in TCP header: 


32- bit destination IP address 
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Fig. 4.3.6 : Psedo header in TCP header 


4.3.9 Encapsulation and Dencapsulation : 


Frame header 


IP header 


TCP Segment 


• At the ^ime of transferring data over the network for the security purpose the 
encapsulation and dencapsulation is done with the data. 

• The TCP segment is send from client by following network layer, physical layer. 

• Then transferred over the web and given that data to receiver's side. 

(a) Encapsulation: 


The segment which we want to transfer from client to server is encapsulated by network 
layer using IP header and then by lower layers by frame header. 

(b) Dencapsulation: 


Data which comes from the network is given to lower layers of OSI layers at the 
server side and while forwarding it the detachment of header by individual layers 
takes place. 

This process is called dencapsultion. 
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4.3.10 TCP Connection: 



ir one after another, j 



(a) A FIN segment is received 

/K\ ThA anniication sends a “ciose” message. ■- 


Since TCP is 


receiver the connection must be established prior to the transmission. 

TCP deals with the following connections while the transmission of segments. 


• Connection Establishment 


• Data Transfer 

• Connection Termination 

• Connection Reset 


(a) Connection establishment using 3 way hand shaking : 

As shown in the Fig. 4.3.7 the client and server establishes connection usmg three 
messaged hence it is known as “Three way handshaking”. 

1. First client active opens the connection and passes the SYN segment towards the 


server. 

The segment contains details like: 

o Initial Sequence Number(ISN) which does not contain any real data just a 
byte is considered and it is any random number, 
o It does not specify any window size since it is not transferring any 
acknowledgment. 

Server passive opens the link and forwards the segment containing SYN + ACK 
In this case the segment send by server contains details like; 
o It increments the sequence number of segment by 1 and indicates that data 
transfer started. 

o It specifies an acknowledgment of previous segment and also specifies the 
sequence number of next expected segment, 
o Since it contains the ACK the receive window size need to be specified 
which indicates the maximum size of data can be send from the clients 

side. 

o It specifies both the SYN and ACK flags. 

It is again one ACK segment. Along with ACK flag, 
o It usually does not carry any data, 
o It specifies the window size for the .server side. 
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It contains same sequence number as per the previous segment. 

Finally the connection is established between client side and server side 
systems. Server 


Client 



A: ACK flag 
S;SYN flag 




Time Time 

Fig. 4.3.7 


SYN flooding attack: 

1. In the client server connection TCP follows three way hand shake protocol. 

2. Whenever client send SYN to the server as reply server sends acknowledgement 
(ACK) to that SYN. 

3. When client get a SYN + ACK it sends ACK and the connection between both the 
end is established. 

4. If in the network one server gets number of SYN from various clients and in the 
small period then server gets overloaded. 

5. The server not able to recognize whether all the clients are real. 

6. Due to fake clients which sends number of SYN rapidly to server showing that it 
is from different IP addresses and server then allocates the resources to them 
without any authentication. 

7. Finally server not able to serve any client due to lack of resources and congesdoo. 

8. Sender replies to the SYN but since number of addresses are fake it does not gel 
any ACK. 

9. This situation is known as “ SYN flooding attack”. 


\ 

\ 

! 
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And due to such type of scenario real client those who belongs to network does 
ge. «rvices from server it is eaUed as " denial of s«viC6 attack”.Server no. 
able to provide services to the valid clients. 


(b) Data Transfer: 

. After the successftii completion of three way handshake connection. 

. ntc sender starts sending the segments with die foil information about dm vanous 

fields. . ^ 

* r^( 1 finn KvtPQ pach are transferred to the receivers side. 
• There are two segments of lOUU bytes eacn <uc uauai 

The two segments which contains the following details like . 

Segment 1: 


o Sequence number: 8001 
o acknowledgement number; 15001 

o enable control flags.: ACK and PSH 
o Data bytes : 8001 - 9000 

Segment 2: 

o Sequence number : 9001 

o acknowledgement number : 15001 

o enable control flags : ACK and PSH 
o Data bytes : 9001 - 10000 

The sequence number specifies unique id of the segment. 

Acknowledgement number specifies what is starting number of next data byte. 
Control fields ACK and PSH is mentioned to specify that the data transmission 
has been started between client and receiver; and the data bytes are pushed in the 
receiver's buffer. 

The receiver sends back the reply to the sender with one segment containing 2000 
bytes. 

Segment 1: 


o Sequence number: 15001 

o Acknowledgement number: 10001 

o Control field ; ACK of next data type, 

o Data bytes : 15001 - 17000 
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Time 


Fig. 4.3.8 


Time 


c) Connection tennination: 

• When sender wants to terminate the connection it actively close the connection by 
sending FIN enabled segment. 


• Then receiver sends back ack + FYN to specify that it has done passive close. 


• Finally sender sends ack segment which terminates the connection beiwewi 
sender and receiver. 
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Fig, 4.3.9 

Half Closed: 

• If in between the transmission sender specifies active close by sending FIN 
segment. 

• Receiver replies with ack segment that receiver got the message about termination 
of the connection. 

• Receiver transfers the remaining data to the sender and even sender replies with 
the acknowledgement to receiver. 

• After completion of these data transfer the receiver passively close the 
connection. And then final ack comes from the sender about termination of the 
connection. 
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Server 



Time 


Time 

Fig. 4.3.10 


4^.11 States of TCP: 


States of TCP segments are mentioned below: 

(a) Closed: 

Still there is no connection between sender and receiver. 

(b) Listen and SYN SENT : 

Sender does passive open and sends SYN to the receiver and wmts for ack from 
receiver’s side. 

(c) SYN RCVD: 

Sender sends SYN + ACK and waits for the ACK from receiver. 
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(d) Established: 

Connection established between sender and receiver now data transfer can takes place. 

(e) FIN Wait-1 and FIN Wait-2 : 

• First FIN send by sender and waits for ack from receiver 

• Sender receives ACK of first FIN and waits for reply for second FIN ACK from 
receiver. 


(f) Close wait: 

Since first FIN ack is received waiting for application to close from the receiver’s side. 

(g) Time Wait and Last Ack: 

Second FIN received by the receiver and waiting for ack till the time period of 2MSL 
(Maximum Segment Length) 


(h) Closing: 

After the ack of last FIN both side simultaneously close the coimection 

4.3.12 State Transition Diagram : 


In the Fig. 4.3.11 

• Ovels 

• Lines 

• Slashed data 

• Solid lines 

• Dotted lines 

• Established 

• MSL 


Mentions the states 

Describes the transition from one state to other. 

The first string represents the data received by the TCP and 
second string represents data send by TCP. 

State change of server 
State change of client. 

Is state of connection establishment between client and server. 
Maximum segment length is mostly considered between 30 
seconds to 1 minute. 
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Fig. 4.3.11 

4.3.13 Some Connection Scenario : 

(a) Connection estabiished and Half closed : 

• Client: active opens and active close the connection 

• Server: passive opens and passive close the connection 

Client states: 

• The client active opens the connection. 

• It .sends SYN segment to server and waits for the acknowledgement for the SYN 
segment 

• After getting ack of SYN sender sends acknowledged segment back to server. 

• Finally the connection is established between client and server and then data 
transmission starts. 
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After the completion of data transmission client active close the connection by 
sending the first FIN and waits for acknowledgement from server. 


• When ack of first FIN is received client wait for finishing the data transmission 
from server side. It also sends ack for received data and waits for second FIN 
from server. 

• Whenever client gets second FIN from server it sends back acknowledged 


After waiting for 2MSL ( Maximum Segment Length) time out takes place and 
the connection is closed from client side. 


Server States: 

• Server passive opens the connection and listen for the SYN from client side. 


When SYN-RECVD is started after getting SYN from the client. 


• Then server sends SYN + ACK as an reply for SYN from client which represents 
the server is ready for connection. 

• After getting the ack the connection is established between client and server. 

• Then data transmission starts between client and server. 

• When server gets FIN from client it informs to the server process about active 
close from client. 

• Then sends ACK of FIN to the client. 

• Till data transmission is occurring between client and server it Close wait for 
sending second FIN till data transmission is getting over. 

• Then waits for the Last ack from client 

• After getting an ack for second FIN connection is closed. 
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(b) Simultaneous Open and Simultaneous Close: 


Simultaneous Open: 


Transport Layer Protocols 



As shown in the figure; 

• Both the processes sends SYN message to each other at the same time for 
establishing the connection between them. 

• If both the processes gets back an acknowledgement i.e. ACK + SYN then the 
connection establishes between them. 



Simultaneous Oose: 

• In the network if two processes are working for termination of connection at ti»e 
same time than both sends each other a FYN flag. 

• FYN specifies the termination of connection. 

• When both processes sends back an ack flag. 
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Fig. 4.3.14 


(c) Denying Connection: 

• As we have seen when client wants to send data to particular server it sends a 
SYN to server. 

• If server is not ready ; server sends segment along with the RST and ACK 
enabled control fields to the client which tells client to reset the connection. 
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(d) Aborting Connection: 


When the connection is established between client and server side if there exists 
any problem at the cUent process abort state occurs. 

Client sends RST + ACK i.e. reset connection is required between client and 
server. 



Client 

process 





^ RST^^'ACK 


Server 

process 





Established 




$ 

ui 





Fig. 4^.16 
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4.3.14 Flow Control: 

• To control the data that can be send over the established connection is handled by using 
flow control mechanism. 

• The window size concept is added while sending the data over the connection. 

• To avoid d ata congestion over the network buffers are added to client as well as server 

side. 

4.3.15 Silly Window Syndrome: 

• When the TCP connection has established between client and server the data transfer 
takes place over the connection. 

• If sender is sending data with slow speed or receiver receiving data slowly than due to 
this network operation efficiency reduces. 

• For example when user wanted to send ol byte of data over the network the extra 40 
bytes gets added (20 TCP header + 20 IP header) means total 41 bytes are used to 
transfer just 1 byte of data. 

• From this we can see the inefficient use of connection. 

• This issue is known as “silly window syndrome” it is generated by both sender and 

receiver. 

Syndrome generated by Sender: 

• When in the network a client who generates 1 byte of data at a time create silly window 
syndrome. 

• Due to this if over the connection 1 byte is transfered regularly than, for transferring 
large data from same client takes number of 41 bytes segments. 

• To avoid this inefficiency sender should keep data in its outgoing buffer for some 
predefined timer and transfer over the network after timer expires. 

• Negle's has given some steps to avoid syndrome at client side. 

Negle's Algorithm: 

Sender in TCP sends first data as 1 byte to the server to check for availability of proper 

connection 

1. Then after 1“ byte now sender consider predefined timer to save data bytes in outgoing 
buffer of client. 
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2. The data bytes are send over the network when ; 

• Server sends an acknowledgement to previous data byte or 

• The maximum window size of sender gets full. 

3 Same process is followed for other segments like if acknowledgement of segment 2 is 
received by client then it is able to send segment 3 or else if the maximum size in 
segment is achieved. 



Syndrome generated by receiver: 

• When sender is generating a data with the rate of some kilo bytes and receiver is 
receiving data with rate of bytes. Since receiver is slow the syndrome is generated by 
receiver. 

• If sender sending number of bytes over the connection but receiver is not able to receive 
it with the same speed as it is generated. 

• It means the receiver access data bytes from the sender in slow speed. 

• For example sender sending data with 1 kbytes and receiver excepting data with 1 bytes 

at a time. 

• The maximum size of receivers window is 4 kbytes. 

• When the receivers window gets full it sends window size to sender as Zero. 

• After the utilization of data from the buffer the receiver sends the ack with new window 
size. 

• If the Ibyte of window size gets free than receiver sends the acknowledgement along 
with the window size as 1 byte. 

• And now the sender can send next Ibyte of data to receiver. 

• Due to this again transfer of Ibyte of segments get started which is inefficient way of 
operation. 

The solutions as follows : 

Delayed acknowledgement: 

• The receivers acknowledgements are delayed until there is some proper amount of 
window size is generated. 

• It reduces traffic of small data segments transmission over the network. 

• The delayed acknowledgment period is considered as not more than 500 ms. 
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4.3.16 Sliding Window: 


Window size = minimum (nvnd , cwnd) 


Shrinking 



Kv- 
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• • ■ 
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m+l| • • • 1 
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Closing 


Sliding window 


Opening 


Fig. 4.3.17 

• A sliding window concept is added to avoid the burden on the destination side and also 
to get an efficient transmission of data between client and server. 

• Sliding windows considers data in bytes. 

• ' window is the less than the receiver's window and congestion window. 

• The sender does not sent full data at the one time. 

• Window is handled by receiver to do any kind of operation. 

• Destination also sends acknowledgement segment till the window does not shrinks 

4.3.17 Error Control: 


below 


TCP is reliable protocol which provides some error control mechanisms as explained 

It detects corrupted, lost, out-of-order, and duplicated segments. 

Error control can be handled by TCP as 

o Checksum : To detect the error in the segment transferred over the network. 

o Acknowledgement segment t Ack segment does not contains sequence number 
and are not acknowledged by sender or receiver. 

o Time-out t After particular time slot still if the segment is not delivered than the 
error is occurred and to avoid this timer is set from sending event of any packet. 

o Retransmission ;The retransmission of segments takes place when there is any 
error occur and wants to send back the lost segment after the expiration of timer 
The retransmission of ack segment is does not depends upon the tinner. 
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(a) Lost Segment: 

• Whenever the receiver sends a segment which contains requirement of the next 
data segment from the client. 

• Sender sends the segment and at the same time it starts the timer. 

• If while transmission the data segment gets lost in between than the gap is 
generated in the receiver's side buffer since data segment next to the current 
segment are forwarded. 

• Since receiver does not get the required segment than it sends ack again and again 
to the sender. 

• Than after the time out the sender resends the segment to the receiver. 



(b) Fast retransmission: 

• After the lost of segment the receiver sends acknowledgement for particular data 
transmission. 

• If sender gets the 3 acknowledgements then sender retransmit the segment before 
the timer goes off. 
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Sender 


Receiver 


SACKS-— 



Time 


(c) Lost Acknowledgement 


Time 


Fig. 4.3.19 


The successful transmission of segments from sender to receiver’s side are 
mentioned with the help of acknowledgements. 

Acknowledgements also specify the next sequence number of data segment 
expected by receiver. 

If due to some problems in the network sometimes the ack segments does not 
reaches to the destination it just gets lost in between the path. 

Due to which sender does not get any idea about what is requirement from the 
receiver's side. 
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Fig. 4.3.20 

(d) Lost acknowledged corrected by resending : 

As we have seen above due to some network issues the ack segment does not reaches to 
the sender of a segments. 

Q. Due to which it does not get an idea whether the data is reached to the receiver’s side 
and next which data to be send? 

Ans.: 

• To avoid all these problems we are able to do the retransmission of segment after a 
particular time slot called as “timeout concept”. 

• As shown in the figure the sender sends two segments with the sequence numba 
501- 600 and other 601 -700 and starts a timer to get a acknowledgement from receiver. 

• The receiver sends an acknowledgement which specifies next expected sequence 
number as 701 ; but the ack gets lost. 

Sender waits till the end of set timer or else it considered it as lost acknowledgement and 
sends the same sequence segment to the receiver again. 

4.3.18 Congestion Control: 

• While transmitting data segments between sender and receiver's side if the speed is not 
taken in to consideration the flooding of the path takes place. 

• The TCP provides important mechanism to avoid the congestion in the network. 

• It helps to keep limited number of data segments in the network. 
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Congestion Avoidance: 

• While doing the transmission of the segments between the sender and receiver after each 
segment the congestion window (cwnd) size is increased by one. 

• As shown in the Fig. 4.3.21 after sending each segment the ack is send by the receiver 
and the cwnd is increased. 

• The window size is increased until the congestion does not occurs. 

Sender Receiver 


|3£| 

cwnd 


cwnd 

cwnd 


cwnd 





- 1 ^^ent 2l cr:6- 

- 1 Segment 


SL 


- 1 Segment'4l - r-—^ 

- Isagment&j -ezs^ 

— i Segment 


Time 


♦ 

Time 


Fig. 4.3.21 


Congestion Example: 


In the graph: 

• x-axis : shows congestion window 

• Congestion window size < receivers window size 
There are three types : 

1. Slow start 

2. Adaptive increase 

3. Multiplicative decrease 


1. Slow start: 


At the start the data transfer rate is slow. 

Then when it reaches to a threshold value 16 the next type starts. 
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2. Adaptive increase: 

• When congestion window reaches to threshold limit it starts adaptive increase. 

• Till the time out till the window size reaches to 22. 

• After this point the size can not be increased. 

3. Multiplicative defcrease: 

• After this step when the size of congestion window decreases to a particular 
threshold the data segments are not forwarded over the network. 

• When it reaches to size 10 again the three steps are followed as per the pre 
decided limits. 

• The data is shown in Fig. 4.3.22 as per the thresholds and congestion wmdow 
size. 

cwnd 



Fig. 43.22 


4.3.19 TCP Timers: 


Q. Explain the timers used in Transmission Control Protocol. 


April 2013 


(a) 


In TCP there are four major types of timers we consider: 

Retransmission: 

When sender sends segment it starts a timer to check the details if my error occurs in 
between the transmission. 
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(b) Persistence: 

• When sending TCP receives window size as zero and waits till it becomes non¬ 
zero. 

• If acknowledgement sent by receiver which ensure about non zero window size is 
lost in between than at this situation client waits for the ack for long time. 

• It uses probe(special segment) concept is used. 

• If after the first probe also response does not comes from the sender side than 
again the probe is send. 



Fig. 4.3.23 

(c) Keep alive: 

• If the connection in between client and server exists and due to some reason from 
both of them if any one remains idle for long time other side thinks the connection 
is still exist where the situation is like the server or client has been crashed. 

• The time out is used here with maximum slot of 2 hours. 

• After 2 hours it sends probes in the gap of 75seconds. 

• If after 10 probes also reply not comes than it assumes that client is down and the 
connection is terminated between client and server. 

(d) Time - wait: 


The ti m e wait timer is considered as 2MSL which is used during the connection 
termination. 


4.3.20 TCP Options: 


Q. 


List the multiple byte options supported 
example. 


by TCP. Explain any one with proper 


The TCP header contains around 40 bytes for optional information. 

Options helps to specify the extra information about the destination system. 
There are two types of options; 

1. Single byte: 

o End of option 

o No operations 
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2. Multiple Byte: 

o Maximum segment size 
o Window scale factor 
o Timestamp 
o SACK permitted 
o SACK 


Options 



p End of option list 


No operation 



Maximum segment size 


— Window scale factor 


Timestamp 


- SACK-permitted 


SACK 


Fig. 4.3.24 


(a) End of Option : 

• This option able to used only once with all O's as shown in the Fig. 4.3.25. 

• It belongs to kind 0 of single byte options. Which can be also use for padding of 
data. 



a. End of option list 



3-byte option 

1 EOP 


Data 



b. Used tor padding 


Fig. 432S 


(b) No Operation Option: 

• We are abie to use it more than once. 

• It beiongs to kind 1 of singie byte options. 

• It is usefui for aiigning the beginning of an various options. 


I 
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b. Used to align beginning of an option 

Fig. 4.3.26 


(C) 


Maximum segment size of option : 






As shown in the Fig. 4.3.27 the option is of total 4 bytes. 

1 byte - specifies the Kind of option with 8 bits:! 

1 byte - specifies length of option 

2 bytes - specifies the maximum segment size can be considered while 
transferring the data 

It is considered at the starting of the transmission of data and does not change 
during the transmission. 


Maximum segment size 


2 byte 



Length. 4 
00000100 


1 byte 


1 byte 


Fig. 4.3.27 


(d) Window Scale factor option : 

It is also specified at the connection establishment and remains same till the termination. 
It contains; 

• 1 byte - for kind 3 option of multi byte 

• 1 byte - to mention length 3 

• 1 byte - to specify the scale factor. 


(e) 


Wnd: 3 Length; 3 

00000011 00000011 


Scale factor 


1 byte 


1 byte 


1 byte 


Fig. 4.3.28 


Time Stamp option: 

Time stamp option specifies the following field like; 
• Kind 8 of multiple byte option 
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Total length 10 bytes 

It helps to calculate RTT i.e. Round Trip Time 




^V, ' ‘(./A y- iii/A 


Length: 10 
00001010 


Timestamp value 


Timestamp echo reply 


Fig. 4.3.29 


4.3.21 TCP Package: 


• TCP package is as shown in the Fig. 4.3.30. 

• TCP package describes tables called transmission control blocks, a set of timers, and 
three software modules. 


Application layer 
Messages to and from 
application 



'.i*.+■.' 

TCP segment TCP segment | 

IP layer i 

i 

Fig. 43 JO : TCP package ! 

(a) Transmission Control Block: 

It specifies fields like; 

• State : It specifies the status of the proce.ss 

• Process: It mentioned which process is mentioned in the particular entry 
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Pointer : It helps to point the buffer in which the data entry is done related with 
the particular process. 


State 

Process 


Pointer 
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Fig. 4.3.31: Transmission control block 




Review Questions 


Q. 1 Write short node on UDP. 

Q. 2 Explain use of buffer in TCP. 

Q. 3 Explain various TCP connections in detail. 

Q. 4 What is silly window syndrome in TCP. 

Q. 5 Explain UDP packet in detail. 

Q. 6 Explain TCP packet in detail. 

Q. 7 Explain TCP State Transition diagram in detail. 
Q. 8 TCP Package in detail. 

Q. 9 What is simultaneous close and open in TCP. 
Q. 10 Difference between TCP and UDP. 

Q. 11 What is Sync Flooding attack in TCP. 

4.4 University Questions and Answers 


April 2013 


Q.1 

Q.2 

0.3 


Explain the timers used in Transmission Control Protocol. (Sections 4.3.19) (5 Marks) 

List the multiple byte options supported by TCP. Explain any one with proper example. 
(Section 4.3.20) (5 Marks) 

A TCP connection is in ESTABLISHED. The following events occur one after artother 

(a) FIN segment is received 

(b) The application sends a "close" message. 

(Section 4.3.10) (5 Marks) 


□□□ 
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CHAPTER 



Application Layer 




Syllabus 

• SCTP 

• DHCP 

• Domain Name System (DNS) 


5.1 Stream Control Transmission Protocol (SCTP) 

5.1.1 Position in TCP/IP Model: 

• SCTP (Stream Control Transmission Protocol) belongs to the transport layer protocol 
and useful to connect client process to server process. 

• Since we have already seen UDP having some issues hence we have seen TCP. 

• Now SCTP is one which considers merits of UDP and TCP. 

• It is reliable protocol. 

• It uses cookies to give details about the data segment like sequence number, poit 
number, size of segment etc. 

• Like TCP, SCTP establishes association between client proces.s and server proce.ss. 
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Application Layer 


Application 

layer 


Transport 

layers 


Network 

layer 




Fig. 5.1.1 


5.1.2 SCTP Application: 


Some SCTP application protocols along with the port numbers are listed below : 
SIP - 5060 

Useful for IP telephony. 
lU A - 9990 
Helps for ISDN over IP 
H.248 - 2945 

Provides media gateway control. 


5.1.3 Multiple Stream Concept: 

By using TCP we have send only one stream at a time between sender and receiver but 
now with the help of SCTP we are able to transfer multiple streams between sender and 
receiver. 
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Sending 
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Receiving 
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Advantage 


• Due to the multiple stream transmission at the same time the data transfer can be done 
with multiple processes using IP address of the sending and receiving process ends. 

• In SCTP we consider a group of data called as "data chunks" are transferred via a stream 
among the sender and receiver. 

• Each stream contains number of data chunks and such number of streams can be 
transferred. 


5.1.4 SCTP Features : 


Q.yj Explain ttte features of Stream Control TransmisjiOQ Protocol 


MU - April 2013 


Transmission Sequence Number (TSN) 


The unique number given to transmitted data chunks known as "TSN" i.e. Transmission 
Sequence Number. It informs about the association in SCTP. 

Stream Identifier (SI) 


Since SCTP allows to transfer the number of data streams over the connection to 
identify individual stream differently "Stream Identifier" is used. Unique stream is given 
by SI. 

Stream Sequence Number (SSN) 


• To identify data chunks which are belongs to the same data stream. 

• To mention the data chunks of one stream SCTP uses "SSN" i.e. Stream Sequence 
Number Packets. 

• It gives unique number to the data chunk belongs to the same stream. 
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Acknowledgment Number 

• The acknowledgement numbers are useful to acknowledge only number of data chunks. 
It does not help to acknowledge control chunks. 

• The control chunk acknowledgement is done by another control chunks. 


5.1.5 Flow Control: 

It helps to keep control over the data flowing within the connection of sender and 
receiver. To avoid the overhead on both side processes. 

5.1.6 Error Control: 


It helps for error control also as we get in TCP. 

5.1.7 Congestion Control : 

It helps to avoid congestion over the network and try to keep connection congestion- 

free. 

5.1.8 TCP VS SCTP Packet: 

\ 

TCP Segment 

• It has been divided into two parts "Header and options" and "data bytes". 

• We have seen TCP sends data in the form of segments containing various fields. 

SCTP packet 

• The SCTP has three main parts; "Header", "Control" and "data bytes". 

• Along with this it contains fields like; 

1. Source port address, destination port address 

2. Verification ta^^ 

3. Checksum 

4. Control chunks 

5. Data chunks: 

• Data chunks inform about three identifiers: TSN, SI. and SSN. 
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N "" ^Sequence number • ' ■ " 

■'Veriflfcationtag" ^ 

, Acknowledgment number "Jv.y * 

• ■i'r'”*''^Checksum 

Controllers. .1 Window size 



Data chunks 

Data bytes - 


A segment in TCP A packet in SCTP 

Fig. 5.1.3 : Comparison of TCP and SCTP packets 
5.1.9 Packet, Data Chunks, and Streams : 

As shown in the Fig. 5.1.4 there are : 

• 4 packets, each having Header, control chunk and data chunk. 

• Data chunk maintains information about various chunks of data belonging to the 
individual stream. 

As shown below: 

• Fields of First packet 

• Header 

• Control chunks 

• Data chunks 

It contains TSN , SI and SSN of individual data chunk. 

Here, 

First packet contains three data chunks and there description is as follows: 

TSN : 101 SI: 0 SSN : 0 

TSN : 102 SI:0 SSN :1 

TSN : 102 SI: 0 SSN :2 

It transfers streams over the connection for sharing of data. 
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Fourth packet 


Third packet 




TSN: 107 
SI:1 SSN:2 
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Second packet 


Control ohunke 


Nfe 104' 


TSN; 105 
SI:1 SSN:0 


TSN: 106 
SI: 1 SSN: 1 


u o 
E 


Flow of packets from sender to recevier 

Fig. 5.1.4 

5.1.10 SCTP Packet Format: 


First packet 



PM:103^ 


(a) 


TCP send data in segments whereas SCTP sends data in packet format. 

It has fields like: 

• Header : 12 bjdes 

• Control chunk and Data chunk : variable length. 

• In the SCTP packets control chunk specifies first than data chunks. 


General header 
(12 bytes) 



Fig. 5.1.5 


General header 

The SCTP header has following fields : 

• Source Port address : 16 bits ( 2bytes) 

It indicates the port number of application executing on source process. 

• Destination Port address; 16 bits (Ibytes) 

It indicates the port number of application executing on destination process. 
Verification Tag : 32 bits (4 bytes) 
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Applicatton Layer 


Checksum : 32 bits (4 bytes) i .. >> 

It helps to find out error occurred while transmission of data stream over the 
connection. 



Fig. 5.1.6 

(b) Common layout of chunk: 

The SCTP transfers data streams over the network with number of data chunks. 
Each chunks has following fields: 



Type:8 
Flag: 8 
Length: 16 

Chunk information: Multiple of 4 bytes 


Fig. 5.1.7 

5.1.11 Chunks: 


Chunks need to be terminating within a boundary of 32 bits i.e 4 bytes. 

"Cookies" gives data which is important for server for server for sending reply 
Some chunks along with the descriptions are listed below: 
o User - describes a user data 

o INIT - tells about starting an association between sender and receiver 
o INITACK - informs about acknowledgment of INIT chunks, 
o SACK - informs only about selective chunks. 

o Abort - It helps to abort an association between client process and server 
process. 
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o Shutdoim - It helps to terminate an association between client and server 
o Error - It inform about the errors without shutingdown the connection, 
o Cookie Echo - It tell that third packet is ready for association, 
o Cookie-ACK - It gives an acknowledgment of cookie echo chunk 
o ShutdownCompIete - It informs about the third packet is in ready for 
termination of association 

(a) Data chunk 

• Data chunks at a time carries data of one message and can be consider parts of 
same message but not of other message. 

• Data chunks carries at least one byte of data. 

• Data chunks are the only one which are acknowledge. 

• It contains TSN i.e. Transmission Sequence number gives number to be given to 
the data chunks 


Fields of data chunks are listed down 

• Type various type codes are considered for data chunks 

• Reserved: some bits are reserved for the use. 

• Length: It gives the length of the chunk 

• TSN: Gives transmission sequence number 

• SI: Gives streams index number. 

• SSN: Gives streams sequence number 

• Protocol Identifier: Identifies the protocol 

• User data: Describes the data 
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5.1.12 Connection Establishment: 

(a) Four way hand shaking : 

When client wants to establish connection between client process and serve process : 

• Client process sends INIT signal along with the TSN and receiver window(rwnd). 

• The receiver sends INTTACK as an acknowledgement for the INIT to the sender. 

• Then ine sender sends Cookie-ACK to tell that ready to listen next signal 

• Cookie-ack is send as an acknowledgement to the client from the server. 


Server 



(b) Simple data transfer: 

• After establishing connection between client and server 

• Client sends chunk of data along with the TSN of individual data chunk 

• Through sack Signal the selective acknowledgements are send from server to 
client along with some data chunks. 
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Fig. 5.1.10 

(c) Association Termination 

• To active close the connection between client and server the client tirst sends a 
shutdown signal to server. 

• Then waits for shutdown-ACK from server. 

• Whenever acknowledgement of shutdown signal send by server to client the 
ShutdownComplet signal send by client to server. 
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Fig. 5.1.11 


(d) Association Abortion 

If there is any problem occur during the transmission client sends an abort signal to the 
server for terminating connection. 


Client 



Server 



An end 



▼ 

Time Time 


Fig. 5.1.12 

(e) Simultaneous Open 

• Both the client as well as server sends an INIT signal tor the connection 
establishment. 

• After getting INIT-ACK the cookie-echo send to respective receiver. 

• Then the receiver sends cookie-uck and the connection is established between 
client ad server. 
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Application Laver 


Process A Process B 



Fig. 5.1.13 

(f) Simultaneous Close 

1. As we can see in the Fig. 5.1.14 the connection has been established between 
client process and server process. 

2. When both the ends decide about closing the connection. Simultaneously both of 
them sends shutdown packet to each other. 

3. Then shutdown-ACK Sent by both the parties to each other. 

4. After receiving shutdown-ACK bothe the ends sends shutdown-complete and the 
connection between the sender and receiver is closed. 
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5.1.13 State Transition Diagram 
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Fig. 5.1.15 
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Sate for SCTP: 


Application Layer 


The SCTP state transition diagram mentions the states as listed below: 

(a) Closed : It specifies there is no connection between sender and receiver, 

(b) Cookie- wait : It specifies that server wait for cookies from the sender's side. 

(c) Cookies - Echoed : When client get an acknowledgment of INIT sender sends response 
as waiting for cookie-ack. 

(d) Established ; Finally after the four way sharing the connection establishes between 
client and server. 

(e) Shutdown- pending : The data sending is going on still the close state is called. 

(f) Shutdown- Sent : In this state client is waiting for shutdown-ack. 

(g) Shutdown-received : When the shutdown-ack is received still sending the data. 

(h) Shutdown-ACK-sent: In this sate it is waiting for proper termination of connection. 

5.2 DHCP (Dynamic Host Configuration Protocol) 

5.2.1 Introduction: - 

• DHCP (Dynamic Host Configuration Protocol) is a protocol used for automatic 
assignment of IP (Internet Protocol) configurations on a computer network and can be 
manage centrally by network administrators. 

• In the computer network for communicating with each other; computer system requires 
the systems must have unique IP address. 

• In the present scenario computers are frequently moved and new systems get added to a 
network. Without DHCP, the IP address must be entered manually at each computer 
system. 

• DHCP helps network administrator to control and distribute IP addresses from a central 
point. 

• The purpose of DHCP is to provide the dynamic allocation of IP client configurations 
for a specific time period (called a lease period) which reduces burden from administer 
to handle whole network manually. 

• Client-Server model is useful for working of DHCP. 

Client: A host requesting initialization parameters from a DHCP seiA’er. 

Server: The host providing initialization parameters through DHCP 

• DHCP server hosts all located network addresses and deliver required configuration 
parameters to dynamically configured hosts. 
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5.2.2 DHCP Packet Format: 


Application Layer 


> •, 


Hardware type j Hardware length Hop count 


Transaction ID 


Number of seconds 


Client IP address 


Your IP address 

Server IP address 

Gateway IP address 


Client hardware address 



(16 bytes) 



Server name 



(64 bytes) 



Boot file name 



(] 28 bytes) 


fe '' 

'-Options 



(Variable lerigth) i 


’4^^, 




Fig. 5.2.1: DHCP packet Format 


The fields of DHCP packages are as follows; 

• Operation code : 8 bits 

Defines two types; "request" by 1 and "reply" by 2 

• Hardware type: 8 bits 

It defines the type of physical network like Ethernet value is 1. 

• Hardware Length: 8bits 

It defines the length of physical address in bytes like Ethernet value is 6. 

• H<^ count : 8 bits 

The number of hops the packet travel while travelling from source to destination. 

• Transaction ID: 4 bytes 

It is given by client to each packet by which it can match to the reply send from the 
server. 




1 
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• Number of seconds: 16 bits 

The time passed from when the client boot in. 

• Flags:16bits ' vni ' 

from the flag first bit is mentioned with 0 or 1 and other 15 bits are zero bits. 

f 

0 means "Unicast" and 1 means "broadcast" „ . , • — 

• Client IP address : 4 byte . ' L!_ . —- 

It gives client IP address. ' ' - —- 

• Your IP address: 4 byte - ' _ - 

It gives client IP address. It is filled by server in the reply at the clients request. 

• Server IP address : 4 byte 

It gives server IP address. Filled by server. 

• Gateway IP address : 4 byte 

It gives routers IP address. Filled by server. 

• Client hard ware address : 16 byte 

It gives physical address of client. . . 

• Server Name : 64 bytes 

It is optional field. Gives domain name of server. 

• Boot filename : 128 bytes ' 

It is optional field. Client can get extra information about booting. 

• Options : 64 bytes 

It specifies the additional information. 

It specifies three fields: 

I byte for tag , 1 byte length and other is variable for length field. 


.5.2.3 DHCP Address Allocation : 


• DHCP is used to provide static or dynamic address allocation which can be done at 
manual or automatic 

• Static Address Allocation ; A DHCP server has a static database which can be 
bounded to the physical addresses to IP addresses. 

Dynamic Address Allocation : DHCP server will provide the temporar>’ dynamic IP 
addresses for some limited time frame. Such addresses are temporary addresses used 
from free pool of IP addresses. After some time DHCP serv er either issues new IP 
address or again renew same address for some more time. 

• Configurations- 

• Automatic — Dynamic IP addresses are created automatically 

• Manual - Static IP addresses arc assigned by DHCP server manually. 
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• Client Ixoadcasts a request for the address information from systems while starting with 
TCP connection. 

• DHCP server receives a request from client then it assigns a new address for a specific 
time interval to a system called as Lease Time meaning no wasted numbers. 

• DHCP server sends these dynamic addresses to the client together with the other 
required configuration information. 

• To set up its configuration this information is acknowledged by the client system. 

• The DHCP server will not restructure the address during the lease period and will 
attempt to return the same address every time the client requests an address. 

• The client may extend its lease by requesting for it and may send a message to the server 
before the lease expires. Explaining that it no longer needs the address so it can be 
released and assigned to another client on the network. 

5.2.5 DHCP Message Passing : 

The DHCP connection states are as shown below : 

The message passing between client and server takes place by using the following 
various message types which are explained in state transition diagram 

Before 50 percent of 
lease time expires 


vPHCPREQUESt; 



UDP 

Client 



UDP 

Client 



UDP 

I Client 



UDP 

Client 



UDP 


If the server does not respond, 
the request is repeated. 


PHCPREQUEST 


If the server respond with a NAK, 
the client must start all over again. 


DHCPNACK 


If the server respond with an ACK, 
the client has a new lease. 


DHCPACK 


DHCPRELEASE 


67 

Server : 

UDP 

67 

Server 

UDP 

-j_^ 

Server 

UDP 

-L^ 
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Fig.. 5.2.2: DHCP Message Passing 
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5.2.6 DHCP Transition Diagram : 


the DHCP^Ijeht transition diagram.' : V.; 


Boot 


DHCPDISCOVER 

^ r 

\ ^^Selecting^^^ 

DHC^EQUEST 

^ ^ 

f 

^^equesting^^ 

DHCPACK 

Lease time 50% expired/ ^ 



CL 

LD 


O 

Q. 
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Lease cancelled/ 
DHCPRELEASE 


Bound 


Renewing 



, DHCPACK 


DHCPACK 


Lease time expired/ 
DHCPNACK 


Rebinding / 


Lease time 87.5% expired/ 

DHCPREQUEST 

Fig. 5.2.3: DHCP Transition Diagram 

The client and server sends dynamic configuration messages by using following states: 

INIT State 

It is called as initialization state. Client sends broadcast message DHCPDISCOVER 
using port 67. 


SELECTING State 

The server than response with DHCPOFFER message and blocks own IP address to be 
unavailable for other users. 

If there is no reply from any server than client goes for sleep and sends 
DHCPDISCOVER again. 

requesting State 

Client sends DHCP REQUEST message to the selected server and gets connected with 
the server using IP address. 
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Bound State 

Client uses BP address of server until the lease time does not become half. If it goes 
below 50% then again client sends DHCPDISCOVER to renew the connection. 

RENEWING State 

When client gets DHCACK (acknowledgement) back from server the connection get 
renewed. If client does not get the DHCACK then It goes to^bihding state. 

REBINDING State 

y 

If cUent gets DHCPACK then it goes to the rebind state and connection is established 
again. Else the client broadcast the DHCPDISCOVER to search new server. 

5.2.7 Advantages of DHCP over Manual Configuration Methods : 

• The manual configuration of DHCP may require the careful input of a unique IP 
address, subnet mask, default router address and a Domain Name Server address. 

• Computer network is a growing web where it is really difficult for a system 
administrator to manually add all the IP and the configurations to an individual system 
where many systems are getting added in the network at every second. 

• For a network administrator this process can be lengthy, monotonous and error prone. 

• DHCP offers flexibility and ease-of-use. 

• From a "set" of existing addresses DHCP server automatically assigned dynamic 
configuration to each client for a specific time period . 

• When a client h^ finished with the operations, it is released for another computer tc 
use. 

5.2.8 Mobile Computing: 

• DHCP is advantageous to provide dynamic addressing in environments where users 
frequently change locations. 

• Mobile users simply plug-in their systems to the network and receive their required 
configuration dynamically. 

• The configuration will be supplied by the network’s server when moving to a diflereni 
network using a DHCP server. 

• Manual reconfiguration is not required. 


V 
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5.2.9 DHCP Servers Set-up and Administer: 


- . .Application Layer 


• DHCP servers manages TCP/IP client configurations like IP address, gateway address 
and DNS address. 

• DHCP servers are easy to setup and are easy to manage. ,i 

• Client addresses are assigned dynamically. 

5.2.10 Limitations: i 

• There are some machines on network having fixed addresses for example servers and 
routers. 

• The DHCP server should be capable of assigning some pre allocated addresses to these 
specific machines. 

• Users should be prevented from reconfiguring their own IP addresses to avoid conflicts 
between automatically configured addresses and manual address. 

• We are able to upgrade the system which is having older operating systems because 
older operating systems do not support DHCP. 

• If up gradation is not possible then systems may support the older BOOTP protocol. 

5.3 The Domain Name System 

• The Internet users are not able to remember the IP addresses of all the web sites that 
users wanted to visit. 

• The Domain Name System acts as a bridge between domain names and IP addresses of 
devices connected in the Internet. 

o A domain name (a part of the URL) is a unique alphanumeric name such as 
gmail.com 

o Here the top level domain name is "com" 
o Secondary level domain name is "gmail". 

• A huge amount of data related to various sites is divided among the number of systems 
to avoid the burden on single system. 

• DNS uses services of UDP or TCP on the well-known port 53. 

• The working mechanism of DNS is also Client-Server Model. 

5.3.1 Name Space : 

To avoid the risk of remembering IP addresses now ussers need to remember the unique 
names assigned to machines which maps each others. 
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There are two types: 

(a) Flat name space - Where the names are directly assigned to an address. It is just a 
sequence of characters. 

(b) mrerarducal name space - In this kind of name space the names are organized as per 
the hierarchies in the organization. 

For example; First part defines Mumbai University i.e. Nature of orgamzation 
Second part defines Engineering College i.e. Part from organization 


Thired part defines ABC college i.e. Name of college. 

Fourth part defines IT department i.e. Name of department etc. 


5.3.2 Domain Name Space : 

• The dommn name space is defined using the inverted tree structure starts from the root 

• Lable: Each node in the tree has name called as label. Each node has an unique name to 
avoid an ambiguities. The lables are used as key in domain name searching. 

• Domain Name : Each node has a unique domain name.the domain names are read from 
bottom to root node.Root node is having null name string. 

• For example; As shown in the Fig. 5.3.1 the lables and domain names are mentioned 
from bottom node to the root node. 


Root 



Vig. 5JA 

\ 

\ 
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Types of Domain Name: 


Application Layer 



(a) Fully Qualified Domain Name : 

If tfte lables are terminated with the root node i.e. Null string then it is known as Fully 
Qualified Domain Name (FQDN). 

For example; as shown in the Fig. 5.3.1FQDN is "challenger.atc.fhda.edu." 

(b) Partially Qualified Domain Name: 


If the labels are not terminated with the root node i.e. Null string then it is known as 
Partially Qualified Domain Name (PQDN). 



533 Distribution of Domain Names: 


Many servers are connected to root server like arpa server, edu server, com server, us 
server etc. 

Then further manyVsers are connected to individual servers; 

1. To edu server; fhda and bk clients are connected 

2. To com server; mcgraw and Irwin clients are connected 

The root node is classified into various domain servers and further the individual 
domain server are divided into sub-domain servers. 

There is hierarchies of domain server as it is in the name space. 
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fhda.edu bk.edu mcgraw.com 

Fig. 5.3.3 


5.3.4 




Fig. 5 J.4 



Domains: 

IP address and domain name allocation requires central administration to avoid 
ambiguities. 

This allocation process was previously administered by U.S. government contract (NSI) 
In 1998, technical coordination assigned to ICANN (Internet Corporation for Assigned 
Names and Numbers). 


Domain 


Domain 


Domain 


Domain 
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In the inverse domain the address is written from index to names. 
For e.\amp]e : 121.45.34.132.in-addr.arpa 


Application Layer 


Root level 



5.3.5 Zone and Domains : 

• Root server having authority of whole tree and also it keeps track of all the servers 
under each servers. 

• A primary server loads all information about servers which are sub parts of it on the 
local disk file. 

• The primary server has all the authority about the sub severs under it and also able to 
perform the operations like updation, modification, deletion etc. 

• Tlie secondary server loads all information from the primary server. 

• It dose not have any authority to do any modifications in the infonnation related with 
the server. 

• When the primary downloads information from the secondary, it is called zone transfer. 
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5.3.6 DNS In the Internet: 

Examples of top level domains : 

1. Gleneric top level domains: 

The generic domains are nothing but the registered hosts. It allows almost 14 possible 
labels which describes the organization types as listed below: 

• .com - It defines conunercial organization 

• .org - Shows non profit organization 

• .biz - Describes business or any commercial firm 

• .gov - Explains government institutes 

• .info - Defines information service provider 

• .int - Shows international organization 

• .edu - Describes educational institutes 

• .aero - Airlines and aerospace companies are defined 

• .mil - Describes about military group 

• .name - Personal names are described 

• .net • Network support system is explained 

• .coop • Shows cooperative business organization 

• .pro • Explain about professional organization 

• .museum - Museums and other non-profit organizations are mentioned etc. 
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For Example : chal.atc.fhda.eclu 


Root level 



2. Country codes (2 character codes): 

It uses two characters from the name of the country. 

3. .jp, .in, .us, etc 

For Example: anza.cup.ca.us 
Root level 
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5.3.7 How DNS Works ? 






The user adds URL in the address bar. 

From the URL client browser tries to get the domain name server where list of all the 
''domain names along with their respective IP addresses are maintained. 

TIi^ domain nariie gives details like the IP address related with the particular domain 
nanve. 

Then name server sends reply to the client brouser along with the requsted web page s IP 
address. 

Then client brouser retrieves the required page from the specific IP address. 


5.3.8 Resolution: 



The resolutions which we use to trace the path from client to required server.lt may map 
address to name or name to address by using the help of resolver. 

(a) Resolver: 

A host or DNS Client which helps to map an address to name or names to an address. 
There are two types of resolutions : 


(b) Recursive resolution: 

• In this type of client starts searching for required server by following the listed 
domains. 

• The client wants to send data over the internet to the destination mcgraw.com ; 
where .com is domain and mcgraw is a name of receiver’s mail box. 

• Client first ask to its neighbour about intended destination. If the system is the 
destination then it answers with the positive reply email by following the 
neighbours in the path, till it reaches to thelse it ask tio next parential neighboring 
node about required destination. 

• When a particular system found the destination; the server sends positive response 
to the client by reward back on the same path. 

• Finally client can connect to the respective server via following the same path. 

• In this process client searches the destination by following the path in a sequence 
which reaches to the required destination. 
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root server 



client fhda.edu 

(c) Interactive Resolution: 


Fig. 5.3.9 


mcgraw.com 


Client start searching the respective server but client sends one-to-one message to 
check whether the current place is required server. 

The client ask for intended system if the receiver is required machine then search 
is completed and sends positive relpy. 

If client does not get positive reply from system then it sends ip address of 
another neighbor which can complete the search of client client. 

When it founds the required destination; the server sends positive reply then 
finally mail transfer takes place between client and server. 


root server 


com 



Fig. 5 J.10 


www.MumbaiBScITStudy.com 















































































M.umbai B.Sc.IT Study 


5.3.9 DNS Messages: 

There are two types of DNS messages : 

1. Query 

2. Response 




Fig. 5J.11 


Application Layer 


I Response J 


(a) Query and Response Messages : 

• Query message contains Header and Question Section 

• Response message contains various sections like Header, Question section. 
Answer section. Authoritative section. Additional section. 



Header 


Question section 


Authofltative 


Question section 


a. Query 


Additional^ 
b. Response 


Header 


Fig, 5.3.12 


(b) Header Format: 


The Identification part maintains : 

1. Number of question records 

2. Number of authoritative records 
The Flags maintains: 


1, Number of answer records 

2. Number of additional records 


Identification 

Flags 

Number of question records 

Number of answer records (All Os in query 
message) 

Number of authoritative records (All Os in 
query message) 

Number of additional records (All Os in 
query message) 
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(c) Flags Field: 

The fields of flags are mentioned below : 












•^/ '''/'A 



QR 


PP 

>ae 


AA 

TC 

RD 

RA 

; Three Os 





QR 

: Query/Response 

Opcode 

: 0 standard, 1 inverse, 2 server status 

AA 

: Authoritative 

TC 

; Truncated 

RD 

: Recursion Desired 

RA 

: Recursion Available 

rCode 

: Status of the error 


(d) Types of Records : 

Q. What are the types of records used in Domain Name:System. 

1. Question Record format: 

It maintains the details about Query Name, Query type, Query class etc. 


^ .' Query name 



•^v^'j^^uerytype 


' ' /-I' ' 

Query class 

■ ■; ‘- 1' V 


Fig. 5.3.13 


2. Query name Format: 



Review Questions 

Q. 1 Describe connections in SCTP what is association in SCTP?. 
Q, 2 Write a chunks in SCTP. 

Q. 3 Explain cookies In SCTP, 
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1 

Q. 4 compare UDP TCP and SCTP. 

Q. 5 Explain SCTP packet in detail. 

Q. 6 Write a short note on DNS. 

Q. 7 Explain various domains of name system. 

Q. 8 Describe DNS header message. 

Q. 9 Give DNS distribution of name space. 

Q. 10 Explain name to address mapping using DNS. j 

Q. 11 What are two categories of DNS messages ? 

Q. 12 How we can use DHCP. 

Q. 13 What is need of DHCP protocol. 

Q. 14 Explain working of DHCP server. 


5.4 University Questions and Answers 


April 2013 


0.1 

Q.2 

a3 

0.4 


Explain the DHCP client transition diagram. (Section 5.2.6) 
What are the types of records used in Domain Name System. 

(Sections 5.3.9(d)) 

What is meant by resolution in DNS ? Explain. (Section 5.3.8) 

Define and give example of the following 
i. Fully qualified domain name 


(5 Marks) 

(5 Marks) 
(5 Marks) 
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Application Layer Protocols II 


Syllabus: 

• Remote Login : TELNET and SSH 

• File Transfer: FTP and TFTP 

• World Wide Web and HTTP 


6.1 Remote Login 

6.1.1 TELNET (Terminal Network) 

(a) Introduction: 

• TELNET is general purpose client-server type application protocol useful in 
TCP-IP model for remote system communication. 

• Communicate by transferring data and control characters (ASCII) format over the 
connection. 

• TELNET client works on ephemeral (any available port) and TELNET ser\-er 
works on port 23. 

• Remote login is useful for remote process access. It means it helps for 
communication with two remote systems. 

• Remote login works as TCP-IP protocol follows client - server architecture on 
port 513. 

• TELNET was innovated when operating systems where following time-sharing 
environment. 
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• In time sharing scenaiio user feels like it is working on dedicated system for 
accessing a resources, running application programs for other systems etc. 

(b) Login: 

• Since many users are related with each other via central server the security must 
be included via authenticated login. 

• User can access information from the server by using individuals authenticated 
login id. 

• User can login to the system using “username”, “password”. 

Types of Login: 

1) Local Login; 




To connect with any system in a network users have to provide his/her 
details to a local server. 

When users enters data using keyboard or any input device it is given to 
terminal driver of operating system. 

Then terminal drivers passes the accepted characters to the operating 
system and then finally given to the desired application program as shown 
in the Fig. 6.1.1. 



Application programs 



Fig. 6.1.1 


2) Remote LOGIN : 

• In the above ca.se the user able to use the local uppliculions. 

• To connect with the applications running on the remote system can be done 
with the help of remote login as shown in the Fig. 6.1.2. 


I 
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Client Side Lo gin • ' 

• The client sends data through input devices to the terminal driver, 

• Then local operating system access it without interpreting it. 

• The input characters are sent to the TELNET client to convert it into universal 
character set called as Network Virtual Tenninal(NVT) Because of this the 
character set can be considered in standard format. 

• This NVT set than given to TCP-IP stack at the client side. 

Server Side Login: 

• Than this set is forwarded over the internet and added to the TCP-IP stack at the 
remote side. 

• This set is forwarded to operating system of remote machine but since it cannot 
interpret directly it is given to the TELNET seiwer. 

• From TELNET server it is given to pseudo terminal driver which gives proper 
interpretation and then forwarded via server side operating system . to an 
appropriate application program. 



Since in the network many heterogeneous systems are connected with each other 
individual system has its own operating system, terminal drivers etc. 

When client TELNET transfers the data over the internet to remote TELNET the 
character set considered by client machine is translated in Universal character set 
called as “Network Virtual Terminal” (NVT). 
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Server TELNET than consider this NVT and tr ansf er that into the format which is 
acceptable by remote machine. 

Terminal Telnet 



L .Jl _ _ NVT character set I Remote computeH 

character set J character set I 


Fig. 6.1 J 

(d) TELNET Character Set: 

The NVT character considers two different character set: 

(a) Data character set (8 bits) 

(b) Control character set (8 bits) 

(a) Data character set: 

In data character set from 8 bits; lower seven bits are the ASCII values and 
the highest bit is represented as “0”. 

This is decided among client and server using option negotiation. 

O 

Fig. 6.1.4 

(b) Control character set: 

o In control character set from 8 bits; lower seven bits are the ASCII values and 
the highest bit is represented as ‘T”( just replacing 1 on place of 0 in above 
Fig. 6.1.4) 

o Some examples of NVT control characters along with their binary 
representation; 

EOF (End Of File): 11101100 
EOR ( End Of Record): 11101111 
NOP ( No Operation): 111 lOOOl 


o 


o 


I 
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(e) 


(f) 


BRK(Break): 1111011 

IP (Interrupt process): 11110100 

Embedding: 

• The TELNET works on single connection of TCP. ^ 

• As mentioned earlier TELNET client uses ephemeral port and TELNET Sctvct 
uses port 23. ' 

• Since TELNET contains data and control character sets for distinguish between 
them special control characters are used like lAC (Interrupt As Control). 

For example as given below; 

Client sends: cat filel ^ 

the “cat” is unix command which helps to display the content. 

Client sends: cat filea <backspace> 1 

• It means the file name is wrongly printed as “ filea“ istead of “filel” by using 
backspace in the conunand this correction can be done at server side it is not 
possible to do st client side. 

• The two control characters are added (embedded) in message instead of 
backspace the characters are “lAC” and “EC”. 

Server Client 


c 

a 

t 


f 

i 

1 

e 

a 

lAC 

EC 

1 


Fig. 6.1.5 


Options: 

• To connect with the remote server and transfer data over it requires proper 
connection between client and server TELNET. 

• Before the transmission of data both the ends negotiate options available and also 
the features available. 

• Some examples of options are listed below; 

0-binary 

useful for interpreting 8 bit data 
1 - echo 

display the data from one side to other. 

5 - status 

represenu status of TELNET 
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24 - terminal type 

helps to represent Terminal type 

34 - terminal speed 

helps to represent Terminal speed 

(g) Option Negotiation : ' 

* ' 

• Option negotiation plays an important in TELNET option setting. 

• Four control characters along with their code and meanings are considered as 
follows; 


Will-251 
Wont -252 
Do -253 
Dont -254 

1. Offer to enable : 



2. Request to enable : 



3. Offer to disable: 


helps for offering to enable the options 
represents that the enable of the options not possible 
It request for enabling the options 
It rejects the selected option. 


WILL 


I will enable the option 

DO or DON'T 


Do (or don't) enable the option 



(a) 


DO 


Do enable the option 

WILL or WONT 


I will ( wont) enable the option 



Receiver 


(b) 
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E)cho option example: 

• By using lAC, Do and ECHO commands client ask for the considering the data 
transferred at sever side 

• The echo option is available on server side is stated using Echo, Will and lAC 
signals. 

Client Server 



’ECHO ^ 

DO 


lAC 

I will enable the echo option 

lAC 

■ WILL 


; ECHO 


Fig. 6.1.7 

Example of interrupting an application program : 

• On local system applications aborted by user. 

• But on remote system this should be done by using special control character i.e. 
IP (Interrupt Process). 

• As we are able to see in the figure the interrupt is occurred using IP and then 
server sends aborted status to the application on server's side 


Client Server Applicatron 



Fig. 6.1.8 


(h) Modes of Operation 

The modes of TELNET are as listed below; 


(a) Default Mode 

• This mode is used if no other mode is selected from the option negotiation. 
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• The client sends a character till full line is completed and sends'echo signal 
to server for displaying the data. 

• The client waits for go ahead conunand from server. It works as half duplex 
mode. 

1 • > 

(b) Character mode 

• In this mode the client sends each character to the server. 

• • Server sends an acknowledgement of received character and echo’s the sent 

character. 

• Then finally client also sends an acknowledgement to the server about the 
receiver of echoed character. ,.. . 

(c) Line mode 

• In this mode merits of both default mode and character mode combined 
together. 

• In the line mode the whole line is sent by client to server only after editing. 

• . It is not as default mode because it does not wait for go ahead from server 

side 

• It works as full duplex mode. 

(i) The Rules of Negotiation : 

The rules of negotiation are explained below; 

• " At the time of mode change the requests must be issued. 

• The parties should acknowledge the mode as they receive a mode change request. 

• A request must be inserted properly after the completion. 

• It should be added at the place where it takes effect. 

6.1.2 SSH (Secure Shell): 

(a) Introduction: 

• Internet access has become a vital and available, it has become an essential 
replacement for traditional couriers, telephone, and fax, as well as remote dial-up 
access to a company’s internal computer resources. 

• One of the biggest challenge in using the Internet is security. 

• Secure Shell is a protocol helps to provide authentication for secure users login, 
encryption for data security and data integrity to communicate with several users 
in the network. 


I 
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• Secure Shell provides following facilities. 

o It provides file transfer which is secure, secure access of remote machines 
and also having own commands which provides secure programming 
o In the most popular operating systems secure shell client and server 
applications are widely available. 

o Securing data sent over a public network is offerd by secure sheU. 

(b) What is SSH ? 

• SSH is a protocol for secure remote login and other secure network services over 
an insecure network. 

• Developed by SSH Communications. Security Corp., Finland 

• It is useful as a standard for unencrypted unix utilities such as telnet, rlogin, and 
rsh. 

• Agent which allows arbitrary TCP/IP to be forwarded over a secure channel. 

• It is useful for entrusted hosts on insecure networks mosdy when work from home 
facility is available. 

Two distributions are available : 
o Commercial version 

o Free ware (www.openssh.com): Specified in a set of Internet drafts 

(c) Need: 

• If user trust local users/ISP/Script; then there is no requirement of SSH. 

• If user uses protocols that can not be routed over SSH e.g. UDP based services ot 
user’s client machines don’t support SSH; then no need of using SSH. 

• Otherwise, SSH will benefit user’s network. 

(d) Working: 

• For the security purpose many algorithms are available. 

• The RSA public key cryptography algorithm is useful while connection 
establishment i.e. during handshake between client side and server side. 

(e) Security Features: 

It uses various algorithms for security purpose 
Due to security algorithms; we are able to get, 

• Authenticated login 

• Secure connection between client - .server 
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• Various encryption methods 

• Secure access of remote data. 

(f) Connection: 

The data exchange in SSH takes place between client and server using TCP connection 

• First we go for TCP connection setup. 

• The client initiates the connection. The server listens on port 22. 

• Exchange of SSH version string between client and server 

• SSH version string exchange between client and server must end with 
“ \CR \LF ” . 

• It is used to indicate the capabilities of an implementation triggers, compatibility 
extensions and current protocol version. 

• Between client and server the exchange of SSH key takes place with the help of 
various algorithms after negotiation. 

• All packets that follow the version string exchange is sent using the Binary Packet 
Protocol. The exchange of data takes place between client and server. 

• After the fulfilment of requirement the TCP connection gets terminated between 
the client and sever. 


client 


server 

TCP connection setup 


SSH version string exchange 


SSH key exchange 
(includes algorithm negotiation) 


SSH data exchange 

---► 

Termination of the TCP connection 


Fig. 6.1.9 


6.2 File Transfer Protocols 


6.2.1 FTP (File Transfer Protocol): 

(a) Introduction: 

• FTP is a widely accepted Internet Standard. 

• FTP follows standard client-server model. For successful FTP connection, there 
needs to exist both FTP c//en/ side program and FTP ser\>er side program. 

• FTP Server: Store the files accessed during the file traasfer 
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• FTP Client: It send files or retrieve files by connecting to the FTP server. 

• In the FTP when client sent request to server for particular file server sends 
response to client hence it is called as ‘‘‘‘request and response modeF 

• There are two mandatory two ways transmission connections in FTP 

(b) Control connection (Command Control): 

• It keeps control between Client Control Processes and Server Control Processes 
during the communication 

• Using Client side command for establishing the connection with the FTP server, 
sending FTP commands, receiving responses from the SERVER. 

• Control Processes also known as Process Interpreter (PI). 

• It is also called as primary connection. 

• The FTP uses the Telnet protocol on the control connection. 

• By using this FTP client-server model; FTP client can transfer commands, which 
describe the functions to be performed, and the FTP Server replies to these 
commands. 


.1 

Commands 

• Control j 
process ^ 

Control 


[JUJOtSoo ■: 


Client 

Responses 

Server 


Fig. 6.2.1: Control Connection between Client-Server 

(c) Data Connection : 

• It helps to transfer require data between Client Processes and Server Processes 
during the communication. 

• It is supportive for listening commands coming from a client over the control 
channel on a data port, establishing the coimection for the control channel 

• Receiving FTP commands from the client and responding them and running the 
SERVER commands. 

(d) Data Transfer Process (DTP): 


Local data 
type and structure 


Client 


File type, data structure, and 
transmission mode 
are defined by the client 



Data 

connection 


Local data 
type and stiucture 

Data trartsler 

process 

Server 



Fig. 6.2.2 : Data Connection between Client-Server 
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• FTP works on TCP connection. It needs two TCP connections between client and 
server. 

• The well-known port 21 is used for the control connection and the well-known 
port 20 for the data connection. 

• Every FTP implementation must support the use of the default data ports, and 
only the USER-PI can initiate a change to non-default ports. 

• Both the Client-server Data Transfer Processes have a default data port. 

• The transferring of data consists of setting up the data connection to the 
appropriate ports and choosing the parameters for transfer. 


User 



Client 



♦ 



Server 


Fig. 6.2.3 ; FUe Transfer Protocol between Client-Server 


(e) Working of FTP : 

Introduction: 

• The client sends FTP commands to the server, the server interprets them, runs its 
DTP, then sends a standard response. 

• Once the coimection is established between client and server, the server-PI gives 
the port on which data will be sent to the chent DTP. 

• The client DTP then listens on the specified port for data coming from the server. 

• After the data transmission is over the connection between client and server is 
terminated. 

1. Control Connection between Client - Server: 


By using control commands the connection establishment lakes place between 
client and server. 
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• Passive Open by Server: 

As shown in the Fig. 6.2.4(a) firstly the Server will Passive opens the 
Control connection on default port 21. 

• Active Open by Client: 

Then as shown in the Fig. 6.2.4(b) the Client actively opens the connection 
"oirport 62010. 

Passive 




Client Server 

(b) Active open by client 
Fig. 6.2.4 

2. Data Connection between Client - Server: 

• Passive Open by Client: 

/ As shown in the Fig. 6.2.5(a) firstly the DTP passively opens port number 

63000 for transferring the require data. 

• Active Open by Server; 

As shown in the Fig. 6.2.5(b) by using port 63000 Client sends ephemeral 
(temporary) port number to server for data transfer process. 

On default port 20 client starts sending data to server using cUua 
connection. 



(a) Passive open by client 
Fig. 6.2.5(cont..) 
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Control 

proooM 


KIMI 


PORT 83000 


Ottatranafir 
ftfoom 


TBBBn 


PaMlv* 

opan 


r 


>1 21 

wonifwf 

pfOMM 



Otiatraniler 

prooMi 



Client Server 

(b) Sending ephemeral port number to server 



Client 


Server 


(c) Active open by server 
Fig. 6.2.5 


(f) FTP Commands: 

Q. List any five file management commands of FTP and write their purpose 


MU - April 2013 


FTP commands specify: 

• Used Port numbers 

• Data transfer methods. 

• Data structure 

• The nature of the action to be conducted like Retrieve, List, Store, etc. 

• There are three different types of FTP commands with some examples are listed 
below; 


(a) Access control commands : 


1. USER Character string useful for the u.ser’s identification. User 
identification is nece.s.sary to establish communication between client and 
server over the data channel. 

2. PASS ( Password) Character string gives user's password. This command 
followed by the USF.R command. We hide the display of this command for 
security reasons. 


.1 
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3. CWD (Change Working Directory) it allows the current directory to be 
changed. 

The directory's access path can be given as an argument in the command. 

4. QUIT Command helps to terminate the current session. The server waits to 
finish the transfer but before closing the connection server checks for the 
need of client and response for the need. 

(b) Transfer parameter commands: 


1. PORT the port number can be specified using Character string. 

2. TYPE Specifies the type of format in which the data will be sent is 
specified. 

3. STRU It indicates the character indicating the file structure 
F for File, R for Record, P for Page 

4. MODE It gives data transfer method 

S for Stream, B for Block, C for Compressed 
(c) FTP service commands: 

1. RETR It helps for retrieving copy of the file whose access path is given in 
the parameters from the server DTP 

2. STOR It helps to accept the data sent over the data channel and store them 
in a file having the name given in the parameters. 

If the file does not exist with the mentioned name, the server creates it else 
overwrites it. 

3. DELE (delete) It helps to delete a file. The name is given in the 

% 

parameters. 

4. RMD (remove directory) It enables a directory to be deleted whose name is 
indicated in the parameters. 

5. MKD (make directory) It helps to create a directory . The name of the 
directory to be created is mentioned in the parameters. 

6. PWD (print working directory) It is useful to resend the complete current 
directory path. 

7. NOOP (no operations) It is only used, when there is a idle time between 
client and server in order not to be disconnect the connection. 

(g) FTP Response: 

• As we have seen FTP is request-response model; when server gets any request 
command it reply using FTP response mechanism. 
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For each command from client; server try to answer it using appropriate response. 

The responses are made up of using 3 digit code. 

These 3 digit codes are difficult to remember by humans, hence it is accompanied 

by a text. 

The response codes are made up of 3 numbers the meanings of which are as 

follows: 

1. First digit: It recognize the status of the response (success or fail) 

o lyz Preliminary positive response: It helps to mention the action 
requested is in progress 

o lyz Positive fuifilment response: It shows the status of action 
requested has been fulfilled, a new command can be sent. 

o 3yz Intermediary positive response: It helps to show an action 
request is temporarily suspended. Additional information is awaited 
from the client. 

o 4yz Negative fulfilment response: By using this response the client 
is requested to try again later. The previous action requested has not 
taken place because the command has temporarily not been accepted. 

o 5yz Permanent negative response: This command helps to the 
client to formulate a different request. The command has not been 
accepted since the action requested has not taken place. 

2. Second digit: It specifies what the response refers to. 

o xOz Syntax : It helps to give response like;The action has a syntax 
error or the command not understood by the server. 

o xlz Information : This response sends back an information for 
example a response to a STAT command. 

o xlz Connections; It shows the response related to the data channel. 

o x3z Authentication and accounts : It helps to show the response 
related to the login or the request to change the account, 

o x4z File-transfer-protocol does not use this response. 

o x5z File system : This is the response related to the remote file 
system. 

3. I hird digit ; It provides a more specific meaning relative to each second 

digit. 


I 

i 

i 

# 

t 

I 


1 

ii 

\ 


1 

I 

i 


I 


I 

i 
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(h) FTP Code examples: 


Application Layer Protocols H 


FTP reply codes are listed below: 


FTP Reply Codes 


Cede 


no 

Restart marker 

120 

Service ready in minutes 

125 

Transfer starting since data connection already open 

150 

About to open data connection since File status is “ OK” 

200 

Command “OK” 

202 

Command is not implemented on this host 

211 

System status or help 

212 

Mentions Directory status 

213 

Specify File status 

214 

Gives Help message 

215 

Virtual Memory is the operating system of this server . 

220 

For new user the service is ready 

221 

Mentions the QUIT command 

226 

If requested file operations are successful the closing data connection takes place 

227 

FTP server has opened a passive connection at the specified IP address and port for 
data transfer 

230 

User logged on but requested mini disk, BFS, or SFS Directory not available to 
proceed 

234 

Secure data exchange complete 

250 

Requested file action or directory status is “OK" 

255 

The reply is in target directory already 

257 

Directory status given along with that PATH NAME created 

331 

Ask for password 

332 

Using account it supplies the mini disk password 

421 

Closing connection because service not available 

425 

Cannot open data connection 

426 

Transfer ended abnormally and Connection closed 

431 

Temporarily not able to process security 
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450 

Requested action not executed because of reasons like file busy, mini disks or SFS 
directory not available 

451 

Local error in processing since the requested action aborted 

452 

Requested action not taken due to insufficient storage space in system 

500 

Command uiu'ecognized because of Syntax error 

501 

There is Syntax error in parameters or arguments 

502 

Not implemented the command 

503 

Exists a bad sequence of commands 

504 

Command not implemented for a particular parameter 

521 

With this PROT setting data connection cannot be opened 

530 

Indicates the status as Not logged on 

532 

Accounting is done for storing files 

533 

For policy reasons the command protection level denied 

534 

For policy reasons request denied 

550 

Requested action not taken since file not found or no access for specific files 

551 

Requested action aborted due to page type unknown 

552 

Since exceeded storage allocation requested file action ended abnormally 

553 

Requested action not taken since the given file name is not allowed 


6.2.2 TFTP (Trivial File Transfer Protocol): 
(a) Introduction: 


• TFTP is the Trivial File Transfer Protocol. 

• TFTP uses UDP which is connectionless approach to make it simple and small 
while File Transfer Protocol (FTP), which uses TCP. 

• TFTP does not require authentication means no need of LOGIN while dealing 
with it; hence we can say TFTP is less secure protocol. 

• Implementation of TFTP requires UDP, IP, and a device driver can fit tfk rcwl- 
only memory. 

• TFTP is also useful enough for diskless workstations but only for few Kbyte 
code. 

• It helps to download boot code from diskless workstations. 

• The exchange between client-server takes place from the server only because the 
server can read or write a file for client. 
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TFTP Client 
(Diskless workstation) 



TFTP server 
with boot code 


Fig. 6.2.6 : TFTP Client-Server Model 

(b) Message Types: 



• There are five types of messages; 

1. Read Request (RRQ) 

2. Write Request (WRQ) 

3. Data 

4. ACK (acknowledgment) 

5. Error messages 

• Some error codes are as follows : 

0 - not defined 

1 - File not found 

2 - Access violation 

3 - Disk full 

4 - Illegal TFTP operation 

5 - Unknown port 

6 - File already exists 

7 - No such user 

• Each and every message format has 2 bytes reserved for OpCode ( Operation 
Code) 

• The filename specifies the file on the server that the client wants to read from or 
write to. 

• The Modes are netascii or octet 

netascii : It is useful for transferring text files. 

All lines end with \r\n (CR, LF). 

Provides standard format for transferring text files, 
octet : It is useful for transferring binary files. 
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(c) TFTP Packet Formats : 

• TFTP has only positive acknowledge correctly received packets are 
acknowledged with an ACK packet. Hence we can call it as request-reply 
protocol. 

• If sender does not receive ACK packet in appropriate time it re-sends the last 
data packet. 

• TFTP uses port 69 as default port for sharing data within client and server. 

Packet layout: 

2 bytes _ n bytes 1 byte mode 1 byte 

.. jBRQ (read) 

' WRQ (write) 


'ppcode 


v; t ,= RRQ, 2 = WRQ. 


W- ... .. ss 

ir. File name ' 


0x00 




^netascir {=text}r 
foctet" {=binary|^ 


DATA 
Data packet 


ACK 

packet 


2 bytes 

2 bytes 

n byte 

'Opcode 
.3 = DATA 

■ /’“'id 

.€i 


Block number ^4 

fData(0-512 bytes) 

-t'JH 

2 bytes 



2 bytes 


;Opcode 
^ 4 - ACK 



Block number 


2 bytes 



2 bytes 

n byte 


0x00 


All data packets 
contain 512 bytes 
except the last 
one (0-511 bytes) 


1 byte 


ERROR 

packet 

Opcode ' , 

5 = ERROR ' ;v 

Error number 

;5r 

/ Error message 

0x00 








Fig. 6.2.7 : TFTP packet Format 

(d) Read Request and Write Request Connections: 

TFTP TFTP read request (RRQ) , TFTP TFTP TFTP write request (WRQ) TFTP 
client server client server 



Fig. 6.2.8: TFTP Read Request Connection and TFTP rite Request Connection 
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(e) TFTP Example: 

• As shown in the Fig. 6.2.9 the connection can be estabUshed between client and 
server for data sharing. 

• By using main message formats this communication takes place. 


Client 


Seiver 



0 


Time-out 
Resent ♦ 


RRQ 


ascii H 
DATA 


-ho: 


1 


Block 1 512 bytes 


ACK 



DATA 


Block 2 512 bytes 


DATA 


Block 2 512 bytes 


ACK 


DATA 


Block 3 512 bytes 


ACK 



ACK 


DATA 





4 

Block 4 464 bytes - 


DATA 



n 

r 

Block 4 464 bytes 




ACK 


1 

nr 

1—Ufc 


LL 

1 


O 


Time-out 
A Resent 


0 


Time-out 
4 Resent 


Fig. 6.2.9 

• The ERROR message can be due to lost packets, checksum errors. 
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• Sender uses a timeout with retransmission. 

• Sender could be client or server. 

• Duplicate data packets must be recognized and ACK retransmitted. 



orld Wide Web is system of interlinked hypertext documents 
Web is collection of useful information and related 


accessed via Internet. 


links 


resources interconnected via hyper 


World Wide Web IS vast collection of information available on the Internet, which gives 
data about any point at any moment. 

For example some famous websites are: 


o www.google.com 
o www.wikipedia.com 
o www.yahoo.com 
o www.facebook.com 
o www.irtc.com 
o www.w3school.com etc. 

Web pages contains: 

o Text: Number of simple or complex documents. 

o Images : The information also contains the various types of related images. 

o Videos : The documents may also includes the videos which are related to the 

topic. 

o Multimedia : The documents also contains flash, sounds etc. 

The Internet is reaUy helpful for getting related information at only on a single cUck and 
without any hard work. The information can be used for a many of applications. 

For example: 
o WWW 
o Email 

o Instant messaging 


WWW provides information accesses in many ways are listed below : 

Hyper linked i.e. Hypertext: The related web pages are linked with each other. 
Graphical user interface : The front screen of any application. 


I 


www.MumbaiB ScITStudy.com 














Muinudi B.bc.ii SLUuy 


I^T Internet Technologies (B.Sc. IT. - MU) 


6-23 


Application Layer Protocols II 


Pictorial and non-text information : The images, videos, sound files are included in the 
web pages for better clarity about the particular data. 

Information that changes rapidly : The news flash, the weather forecast etc are updated 
instantly on web. 

Immediate access ; The WWW provides immediate access of any web site on a click. 
Anyone can author a web site : As someone ready with new application he/she can 
launched it via launching the web site. 

Multi-user access to the same information (try that with a book) 

Easily search able information : Since information of particular point as well as the 
other related data we are able to search with the help of web pages over the Internet. 

The functionality of WWW is based on 3 main standards: 
o URL (Universal Resource Locater) 

o HTML (Hypertext Mark-up Language) 

o HTTP (Hypertext Transfer Protocol) 


6.3.1 The Major parts of WWW : 
(a) Web Pages: 


b) 


• Large munbers of documents which are part of WWW are called as Web Pages. 

• Most of the documents are constructed, designed and written using special 
languages called as “HTML” i.e. Hyper Text Mark-up Language. 

Web Browser: 


• Users can view the information available on the web through the software 
programs called “Web Browsers”. 

• Some examples of web browsers are as follows : 


o Netscape Navigator 

o Internet Explorer 

o Opera 

o Chrome 
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c) Hyperlink: 

The WWW content can be navigated by clicking the hyper links i.e. the Underlined or 
Boldfaced words, icons or images on the web pages. 

d) URL (Uniform Resource Locator): 


• Each page of information on the web has a unique address called the URL by 
which it can be found. 

• It is also known as web address. 

• It is useful by browsers to locate a particular website form the large number of 
data available. 

• There is difference between URL and Email address. 

• Example of URL: http://google.com 

• URL provides address of website which user wants to access . 

• Example of Email Address: xyzl2@gmail.com 

• The email address is related with an individual and it helpful for storing emails. 
Sample examples of URL or Internet Addresses are as follows : 


.com 

Commercial site 

.edu 

Educational site 

.net 

Network organization site 

.org 

Not for profit organization 

•gov 

Government agency , department site 

.mil 

Military site 


6.3.2 Categories of Web Documents : 




Q. What are the types of Web documents 


• On the web we get large information accommodated in the web pages. These documents 
are information providers. These web documents provides lots of vital information about 
intended topic. 


• These web pages or documents are classified based on their working as follows: 
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(a) Static Document: 


• The static categories of web document are shown in the given figure. 

• The client sends a request of required web document to server, 

• Server searches the required web docunient in the databases. 

• Server sends the requested web page as a response to the client. 

• The contents remains same on the web server, each request for a static document 
results in exactly the same response, 

• It is simple but inflexible. 

• For example home page of any website like www.gmail.com. Whenever we will 
request the login page the user interface remains as it is. 



Client 


; Request 


(a) Request 
Fig. 6.3.1 




Server 



Server 


(b) Response 
Fig. 63.2 


The HTML is basic example of static web document which is helpful over the miemet 
for transferring any kind of document. It is basically useful for static documents which 
contains useful information’s. 

(b) Dynamic Document: 

• In the static document; server responses with the saved static document to the 
client. 

• A dynamic web document does not exist in a predefined form. 

• The dynamic categories of web document are shown in the Fig. 6.3.3. 

• The client sends a request of required document to server. 

• The web server runs an application program that creates the document. Server 

executes the requested program and generates the output doctunent. 
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The document generated by server mostly in HTML format forwarded to client 
system as a response for the display. 

The contents of a dynamic document can vary from one request to another. 

Dynamic web page covers any web page generated differently for each user like 
the online shopping site. 

The user browse through the site and ask for his/her required items then server 
replies with the specific and related information via a web documents. These 
documents various from user to user. 

The dynamic documents includes pages produced by client-side scripting, and 
created by server-side scripting such as ASP,JSP,ASP. NET,PHP etc where the 
web server generates content before responding it to the client. 

It gives current information to the client but once the documents retrieved the 
content cannot be changed. 



Client Server 

(a) Request for running a program 




Client Server 

(b) Running the program and creating the document 


BjUljljll 




Client 



(c) Response 

Fig. 6.3.3: Dynamic Document 


■ 


L ^.il l 


Server 
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(c) Active Documents: 
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The Microsoft Office is an example of an active document container. 

For example, a Microsoft Office contains Word documents. Power Point files. 
Excel spreadsheets, and so on. 

An active document can access sources of information directly and update the 
display continuously. 

Active documents require more sophisticated browser along with a powerful 
computer system to run the browser. 

For example In the case of Java programs the source code is translated in the byte 
code format and tlien sent to the browser and locally executed by the Java 
interpreter (JVM). 

Active categories of web document are shown in the Fig. 6.3.4. 

The client sends a request of required program to server. 

The web server searches tlie requested program in the repository and sends back 
the copy to the client. 

The client runs an application program and generates the required document and 
displays it. 

Program ^ 


□ 


Client Server 

(n) Request for a copy of a program 



& 




Program 


Program 




Client Server 

(b) Sending a copy of the program 


Document 


Program ^ 


Program 




Client Sorvor 

(c) Running (he program and creating the document 


Fig. 6J.4 : Active Document 


www.MumbaiBScITStudy.Conn 













































'muiiiudi b.su.ii bLuuy 


^^ETjnternet Technologies (B.Sc. IT. - MU) 

6.4 HTTP 


6-28 




For transmission of the web pages over the Internet HTTP protocol is very helpful 
which gives some rules to be followed while doing the flawless transmission of ‘he web 
documents. 


The standard Web transfer protocol is HTTP (Hyper Text Transfer Protocols), It is used 
for document exchange between servers and clients on the web. 

It follows client-server model in the HTTP Request- HTTP Response pattern. 









Pocket PC 
device 



HTTP server 


Fig. 6.4.1 


6.4.1 How it Works : 


• HTTP Request: To retrieve a document, the client first sends a request to the web 
server and waits for a reply. It contains main parts like; 

o Request line uses two main methods: GET, POST 
o Header lines 
o Request body (empty here) 

• HTTP Response: An HTTP daemon/service i.e. a program which waits for Http 
requests on the server then handles the request and the document is sent to the client 
over a connection established using TCP/IP - Transmission Control Protocol / Internet 
Protocol. 

• It contains main parts like : 
o Status line 

o Header lines 
o Response body 

• Protocol is nothing but the set of rules/standards which we follow for communicating 
over the Internet. 

o The client sends a HTTP request using GET/Post method, 
o The server replies with a HTML document related with the users requirement. 
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Fig. 6.4.2 


Resources 

©Cd 

I 



Ustudy.in 

Webserver 


6.4.2 Difference between GET and POST: 
GET Method: 


• In this method URL specifies all the name value pairs are submitted as a query string 
with the help of special characters. 

• The name-value is not protected as it is visible in plain text format in the location bar of 
the web browser. 

• We have to take special care for encoding data if special characters like ampersand (&) 
etc are present in the GET method since already the name-value displayed using the 
special characters. 

• Length of the string is restricted in the GET method. We are not able to pass the data 
with large memory. 

• GET is the default method; if method is not mentioned in the form lag. 

• ' Data is always submitted in the form of text over the Internet using GET method. 

POST Method: 


All the name-value pairs are submitted in the Message Body of the request not 
cons’dered in the location bat of the URL. 

Post Method is secured because Name-Value pairs cannot be seen in livation bai of the 
web brow.ser. 

If the service associated with the processing of a form has side effects for example, 
modification of a database or subscription to a service; then the method should be 
PO.ST. 

Length of the string i.e. the amount of data submitted is not restricted. 

Data is submitted in the form as specified in encryption type attribute of form tag. 
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Limitations: 

• Stateless : HTTP is stateless protocol means it does not keep any information for future 
use. 

• Security : No built-in security mechanisms is added in the HTTP protocol. 

• It has built-in support for tracking clients session for the management 


^ Review Qu«Btlons 


Q. 1 Explain different type of web documents. 

Q. 2 Describe WWW and how email system works. 
Q. 3 Write a short note on HTTP. 


6.5 University Questions and Answers 


Aprii:20t^ 


Q. 1 What are the types of TFTP messages? What is the purpose of each one?. 
(Section 6.2.2(b)) 


(5 Marks) 


Q. 2 List any five file management commands of FTP and write their purpose. (5 Marks) 
(Sections 6.2.1(f)) 


Q. 3 What are the types of Web documents (Section 6.3.2) 


(5 Marks) 


□□□ 
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• Electronic Mail: 


• SMTP, POP, IMAP and MIME 


" • Multimedia 


7.1 Electronic Mail 

/ 


1. Introduction: 


With help of web pages and HTTP protocol we can send an electronic-mail. 

These e-mails are sent between client and server over the World Wide Web using 
some protocols. 

These protocols helps to transfer the messages from'client to server and also by 
using some protocols servers are able to retrieve and transfer e-mails. 

Some major protocols are explained in this point along with their working. 

Electronic mail requires several applications and "services like Application iay« 
protocols to transfer over the Internet; 

1. Simple Mail Transfer Protocol (SMTP) - sending email 

2, Post Office Protocol (POP/POP3) - retrieving email 
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Computer 



Fig. 7.1.1: Role of various protocols in email transfer 


1. Working: 

• With help of web pages and HTTP protocol we can send an electronic-mail. 

• Electronic mail requires several applications and services to transfer the electronic 
mail over the Internet, 

2. Role of various protocols in service : 

a) Simple Mail Transfer Protocol (SMTP) - sending email 

b) Post Office Protocol (POP/POP3) - retrieving email 

c) Hyper Text Transfer Protocol (HTTP) - world wide web 

7.2 SMTP (Simple Mail Transfer Protocol) 


1. SMTP stands for Simple Mail Transfer Protocol is designed to be a very simple process 
to connect and read mail. 

2. Simple Mail Transfer Protocol it is a standard application layer protocol for Electronic 
mail transfer while sending electronic mail. 

3. ThLs process designed to be used over the Internet; when the Internet was young and 
when the primary purpose of the Internet was to provide a way to share documents and 
information. 

(i) It works on well known port 25 by using Transmission Control Protocol (TCP). 

(jj) It u.ses Commands and responses encoded in ASCII in the form of Client-SerN’er 
model. 
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User 


♦ 


Mail user agent 
(MUA) 



Client 


Recipient 


POP 
Deliver E-mail 


SMTP Is used to forward E-mail 
POP is used to deliver E-mail 


User 


f 



(a) 

Mail user agent 
(MUA) 



Client 


Sender 


Send E-mail 
SMTP 




Mail transfer agent 
(MTA) 


Mail delivery agent 
(MDA) 

Mail transfer agent 
(MTA) 

(b) 


Fig. 7.2.1: Simple mail transfer protocol 

(a) SMTP Components: 


Q. Btplain the user agent component of electronic mail system. 


1, 

User agents h 

2. 

Mail servers I 
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E Mail I 


User B 




Fig. 7.2.2 

1. User Agent: 

• User Agents (UA) are also called as “mail reader”. 

• The User Agent handles composing, editing, reading, saving mail messages 
e.g. Outlook, Mozilla 

• On the mail server the outgoing, incoming messages are stored on mail 
server 

2. Mail Servers: 

• Servers mailbox contains incoming messages for the user from the remote 
machine. 

• Outgoing message queue of mail messages are also maintained on the mail 
server. 

• SMTP protocol works as Client- Server model to send email messages 

(i) Client helps for sending mail to server. 

(ii) Server helps for receiving mail from client. 

(b) SMTP Services : 

The e-mail server operates two separate processes: 

I- Mail Transfer Agent (MTA) is a process which is used for forwarding e-mail 
from client MTA to Server MTA on the local server. 

2. The Mail Deliver Agent (MDA) can solve final delivery problems, such as virus 
scanning. Spam filtering, and return-receipt handling. 

• Mail User Agent i.e. Client sends an email to server recipicnt@domain.com 

• Client is connected to many servers at the same time. 
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First it will confirm from server that whether the needed servers mail box exist or 
not. 

If the needed servers mailbox does not exist then client will search on other 
servers till getting the needed server. 

After getting the server client will transfer the mail via TCP connection to the 
server’s mail box. 



SMTP uses RFC 822 standard for text message format: 

header lines: describes the following information related with mail like. 


1. To: 

2. From: 

3. Subject: different from SMTP 

4. Body: describes the main 

5. The “message", ASCII chlTracters only 



(d) SMTP Architectures: 
i) First Scenario: 

• The sender and receiver of the email are users on the same mail server 

. • They are directly connected to shared mail server i.e. Both the sender and 

receiver are having the same mailbox on the same system. 
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Second Scenario: 

• The sender and receiver of the email are users on two different mail servers. 

• The message is need to be send over internet on the individuals Mailbox. 

User A t^ser B 


t 


it 



Fig. 7.2.4 

iii). Third Scenario: 

• One user is directly connected to mail server and the other one is separated 
from mail server and connected vis LAN / WAN. 


Iv) 


User A 


UserB 



Fig. 72.5 

Fourth Scenario: 

• Both the Sender and receiver are separated from mail server and connected 
via LANA^AN 
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(e) Working: 

• At the Client side; SMTP Client sends mail to the SMTP Server’s mail box 

• Then the mail is transferred over the internet to found the required Destination’s 
mailbox. 

• The mail reaches to required destination. 

• The mail is kept at server side SMTP server’s mail box. 

• Then through the mail access protocol the mail is transferred in the respective 
servers SMTP Client mail box. 


First stage 
(SMTP) 


Second stage 
(SMTP) 


Third stage 
(Mail access 
protocol) 



1^ 







Internet 


Desktops 

SMTP 

client 


Mail server 


SMTP 

server 


Mail server 


t 








Desktops 


O 



(«) 


Fig. 72.6 

AddrMt Format: 

To send any message; receivers address as well as to know who is sender we need to 
specify the respective address of client and server. 

The message format is as shown in the Fig. 7.2.7; 

• First part contains the name of a client/server mail box on its local site. 
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• Second part specifies domain name of destination. 
For example xy 2 ®gmail.com 



z 


Address of the 
mailbox on the 
local site 


of- 

Domain name 


V 


The domain name 
* of the destination* 


iMaHProtocolt 


(g) EMAIL System: 


Flg.7J.7 


Following Fig. 7.2.8 explain the email transmission over internet: 


User A 


User B 



Flg.7J^ 

Client i.e. User A generates mail into its Spool by u.sing interface through User 
Agent 

Then the Client Mail Tranter Agent transfer it over the internet. ‘ 

The server Mall Transfer Agent receives the mail and saves it into the Server’s 
mailbox. 
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• Then Server i.e. User B able to read the mails from its own mail box through User 
Agent over the communication channel using interface. 

• And same process steps are followed when User B wants to send mail to User A. 

(h) Connections in SMTP : 

Three major steps of SMTP connection between Client and Server are : 

1. Connection Establishment I 

2. Message Transfer J 

3. Connection Termination I 

1. Connection Establishment: 

As shown in the Fig. 7.2.9 the MTA Server sends ready message to MTA Cbent 

• If MTA Client wants to accepts this message then replies with HEW 
message 

• Then MTA Server gives response by sending OK message 



2. Message Transfer; 

• After connection establishment between MTA Client and MTA Server the 
message transfer takes place with the help of SMTP commands and 
responses. 

• Example of message transfer is as follows : 

• As per the Fig. 7.2.10 message is transfer using three main parts: 

(i) Envelope : It specifies the sender and receiver of a mail; whether die 
connection between them possible or not. 


% 
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(ii) Header : It specifies the sender and receiver of a mail along with 
extra information like Date etc. 

(iii) Body : It specifies the core information content of a mail i.e. the data 
part of message, 


b 

MTA 

W ' 



client 

server 

■ 'A 






"—E 


Mail from; forouzan@deanza. 


250 OK 


-jv-^ RCPT to : sophie@net.edu 




250 OK 


—i 


Data 


354 start mail input 


€ 


' From : Behrouz forouzan 


■E 


To : Sophia fegan 


11 


Date : 1/6/98 


Subject: Network 


■f 


1 


Dear mrs. Fegan 


want to Inform you that 


Yours truly 


Behrouz forouzan 


250 OK 



Blank line 


Fig. 7.2.10 : Message Transfer 
3. Connection Termination: 

• After the successful transfer of message MTA Client sends Quit message to 
MTA Server. 

• Then MTA Server replies with response that Service is closed. 
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Fig. 7^11 : ConnectioD Termiiialioa 
(i) Commands and Responses: 


EMalPrakioolB 


As we have discussed earlier SMTP is command-Response model between Client 
and Server. 

The commands are given by client to server and the response related with that 
commands are passed from server to client. 



Commands 


dient 

Responses 

MTA 

server 



Fig. 7.2.12 : Commands and Responses 
1. Command Format 

Keyword : argument (S) 

Some commands and their functions in the SMTP are listed down: 


SMTP command 

Command fiinctum 5;'^ 

HELO 

The command sent by a client to identify itself, with a domain name. 

MAIL FROM 

Used in the form MAIL FROM: to identifies the sender of the message. 

RCPTTO 

Used in the form RCPT TO: to identifies the message recipients. 

TURN 

It allows to perform reverse operation i.e. the client and server to switch 
their roles and send mail in the reverse direction without establish a 
new connection. 

ATRN 

The ATRN (Authenticated TURN) command optionally considers one 
or more domains as a parameter. The ATRN ci>mmand not conskteied 
if the unauthenticated session is considered. 

SIZE 

Indicates the maximum message size supported by the SMTP ser>er. 

The message should not be send by the clients that ate larger than the 
size indicated by the server. 
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Command Amctlon 

ETRN 

It is an extension of SMTP.SMTP server sends request to another server 
that ’’send any e-mail messages that it has” using this command. 

PIPELINING 

It helps to send a stream of commands dose not wait for response. 

DATA 

To initiate transfer of message content through client. 

DSN 

An ESMTP command for enabling delivery status notifications. 

RSET 

Resets the buffer and clear the entire message transferred till that time. 

VRFY 

Helps to verifies that a mailbox of particular receiver is available for 
message delivery 

HELP 

list of commands that are supported by the SMTP service are given by 
this command 

QUIT 

Helpful for termination of the session. 


The command and response are forwarded between client and server in the form of a 
three digit number and it is followed by text which explain about the reply from the server. 

For example : 220 Server Ready 

500 Syntax error, command unrecognized. 

The list of reply codes are shown below: 

Most of them will not occur if mail server programmed correctly. 


211 

Indicates a system status or help reply. 

214 

Describes the help Message. 

220 

Indicates that server is ready. 

221 

Shows that server is ending the conversation. 

250 

Indicates that the requested action was completed. 

251 

The server will forward the mail message but the specified receiver is not local. 

354 

It indicates that sender can start sending the main part of message. 

421 

Save the mail messages and then the mail server will be shut down. 

450 

The mailbox is busy wait and try again. 

451 

Error occurred : The requested action not completed. 

452 

Mail server ran out : The requested action not completed due to the lack of 
system storage. 

500 

Syntax error/ Long sentence; The lust command not compielcd . 

501 

Syntax error: parameters or arguments not ale to priKccd. 1 

502 

The mail server not implemented the last command given by client. 
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503 

Last command given by client was out of sequence. 

504 

The parameters of the last command not implemented by the server given by 
client. 

550 

Mailbox not found or not having access rights of particular mailbox. 

551 

Forwarding address; The specified user is not local; hence message will contain 
a receivers address. 

553 

Syntactical error; The specified mail address not syntactically correct. 

554 

The mail transaction has failed due to unknown causes. 


7.3 POP 3 


Q. Write a note on POP3. 




1. Introduction: 

• Post Office Protocols (POPS) is other mail access protocol which is widely 
used. 

• POP just shows you what is in your inbox on the Users mail server, it checks the 
server for new messages, downloads all the new messages in your inbox onto 
your computer, and then deletes them from the server. 



Check e-mai! 


download message 




Office 


Check e-mail later 
Message absent 


Central 
E-mail server 



Home 

Fig. 7J.1 : Post Office Protocol (POP) 


2. Working: 

• The working of POP3 is as shown in the Fig. 7.3.2, 

• The POP3 Client first log in to the POP3 server using u.ser name and passwofd 

• After the successful reply from server side client ask for the detail infonnation 
about his mail box on server. 

• Server displays the list of emails along with other required infivmuiioii. 

• Then client starts reiricving/rcading the emails from the server's mail box. 
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Mail server 


User computer 


i 

POP3 

-1 

1 

i 

server 



-I 


-I 


fe: POP3 
I- client 





User-name 

— 


Ok 



Password 


ff/" 

Ok 

4 

T' 

List 


f '' Email numbers and their sizes 


Retrieve 1 


Is. ^ 

Email 1 


• 

• 

• 

F 

Retrieve 1 

'mm 


Email 1 

£4 


Fig. 7.3.2 

7.4 Multi-purpose Internet Mail Extensions (MIME) 


E Mail Protocols 


MIME helps to add non textual data to be sent in email like, 

• Graphics image 

• Voice files 

• Video clips etc. 

It also work in Client-Server model. 

Sender: 

• It encodes binary item into printable characters 

• It helps to add printable characters in email message for transfer 

Receiver: 

• It receives email message containing encoded item 

• After receiving the encoded mail it decodes message to extract original binary 
value. 
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User Uaer 


t t 



E Mail Protocols 


Fig. 7.4.1 

As shown in the fignre users i.e. Client / Server able to ad non ASCII code like Graphics 
in the mail using MIME ; which converts that data in ASCD code and easily transferable using 
SMTP over the internet. 


(a) 


Message Format: 


_Email header__ 

MIME Version : 1.1_ 

Content-Type: type/subtype_ 

Content -Transfer-Encoding : encoding type_ 

Content-Id: message id_ 

Content-Description : textual explanation of non-textual 
contents___ 

Email body _ 


MIME header 


(b) Header: 

What are the different kinds of headers available in MIME? _ KnnreSWBJilltl 

Email header: 

It contains data about sender and receivers address along with the specification of 
subject. 

MIME header: 


Header in email message describes 

Version: 


It specifies the version used of MIME. 

Content type along with sub type: 

It specifies the type of data used in the main information. Content type and sub types are 
separated by the “ / ” (slash) 
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Seven Basic MIME Types: 


Text 

Describes Textual format for example a document. 

It has two main sub types : 

Plain document and HTML document. 

Image 

A still photograph or computer-generated static image. 

The subtypes are: 

Joint Photographic Experts Group (JPEG) 

Graphic Interface Format (GIF) etc 

Audio 

A message is in sound recording format. 

The subtype is Standard 8khz audio data. 

video 

Explain a video recording that includes motion. 

Time varying information i.e. animated data also displayed using this format. 
The subtype is Moving Picture Experts Group (MPEG) 

application 

Gives raw data for a program 

multi-part 

Contents Multiple messages that each have a separate content type and 
encoding 

It has subtypes : 

Mixed- the body of message contains ordered parts of various data types 
Parallel-the body of message contains unordered parts of various data types 
Alternative - It contains parts of versions of same message. 

Digest - Similar- to mixed but default part is message. 

message 

It specifies an entire e-mail i.e. main body/ information about the subject and 
the connections with other necessary data. 


encoding used: 


It explain about which type of encoding techniques are used 

Mcasi^lD: 

It specifies a particular number for identification of a mail and it is used in every 
fragment of message. 

Content explanation: 

It gives description about the content in the body of a message. 

Example: 

Email Header : From : abc@acollege.ac.in 
To: xyzt^example.edu 
MIME Header: MIME-Version: l.O 
Content-Type: image/jpeg 
Content-Transfer-Encoding: basebd 
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Body: 

The body contains the main information/data from the mail/message. 

7.5 IMAP 


E Mail Protocols 


For retrieving the e-mail programs or messages from various systems over the network 
we are able to use two mail access protocols; 

Internet Message Access Protocol (IMAP) or Post Office Protocol (POP). 

In a POP, client system stores e-mail messages in user's mailboxes on users system and 
Keeps record of operauons on messages like user have been read, replied to etc. 

POP client able to delete old messages from the server’s system without users 
permissions. 



Check e-mail 


download message 



Office 


Check e-mail later 
download message 


Central 
E-mail server 



Home 

Fig. 7.5.1: Internet Mail Access Protocol 


• In the IMAP e-mail account, the original messages will remain on the server along with 
operations performed on it like user read, repUed to, or forwarded a message. 

• IMAP stores folder structure in a main folder caUed "imap.hyperoffice.com" 

(a) Introduction: 


. Internet Mail Aecess Protocol is known as email access protocol of an apolicadon 
Layer. 

• It helps client to access an e-mail from remote mail server. 

• IMAP is useftil to access messages from more than one computer in the network. 

• IMAP protocol based on a TCP connection and works on default port 143. 

• IMAP supports both on-line and off-line modes of operation. 

• IMAP generally leave messages on the server until the user commands for 
deleting them. 

• It support for concurrent access to shared mailboxes in the network. 
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It is not necessary that; client should know the details about server’s file format 


IMAP 

server 


Client decides 
where to store 
messages, copy 
them locally or 
leave them on 
the sever 


IMAP 

server 


Clients can talk to 
multiple servers 


Multiple clients can talk to 
the same account on the 
same server - from 
anywhere 




IMAP client 



Client has full control over 
their mail folders, can create 
delete, purge or move them 
around - even between 
different accounts on different 
servers 



Fig. 7.5.2 : Internet Mail Access Protocol Connection 


• As shown in the Fig. 7.5.2 the client able to interact with many servers at the 
same time. 

• Client can access own mail from anywhere. 

• Client can decide where to store the mails like on server’s mail folder or on local 
mail folders. 

• The mails are not deleted until client explicitly deletes them. 

(b) Procedure of the IMAP protocol: 


In IMAP all emails are kept on a mail server 
FunctioiuiUty: 

1. IMAP Server’s directory is considered as local directory hence work directly on 
server. 

2. It performs operations on different folders like copy, delete, modify etc. 

3 Using IMAP users are able to download message headers and later on the full 
messages. 

4 IMAP’s communication prtKedure : 

• Connection initialization 

• Interaction between client and server 

• Connection termination 
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(c) Interaction between client and server: 


E Mall Protocols 

BBBBaBBBSBSai 


• Client sends data and server receives. 

• The Client-command begins with alphanumeric string called as “tag”. 

• For example “AOOl” is generated for every new command then the command 
with corresponding arguments followed. 

(i) Server sends data and client receives. 

(ii) Server receives and works with the command given by client. 

(iii) Server response with the same tag with a state like “OK/NO/BAD”. 

(iv) The additional information begin with **’ called as untagged. 

(iv) Untagged information can be sent at any time between client and server. 

(d) Different states of an IMAP session : 

Most commands of IMAP are only valid in special states otherwise: protocol error 
States are: 

1. Initialization : In this state the session using IMAP Server and IMAP Client is 
started. 

2. Non-Authenticated : After connecting with IMAP server If Client’s Status is 
Unauthenticated then the Client’s session is terminated and Logout state takes 
place. 

3. Authenticated ; If the client is already having authentication then Client will 
Login and starts the session with IMAP Server. 

4. Selected : After the session has started the Client will work on the selected Hat* 
as per the requirement. 

5. Logout, Closed : At the end after the completion of woric the termination of 
connection takes place i.e. the Logout state. 


[; ' * Initialization ^ 

3 

, Connect 


[ Non-authanticated ^. 

n 

i 

Preauth 

Login 

Authenticated J —* 

, ,Setect 

Close 

■a LfVlOtJt 

Selected 


J 


ng.7^J: State dlagnun of IMAP 
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(e) Flags message attributes : 

1. It consists of the list of token related with the message and sent by the server 

2. A flag indicates permanent or session-only 


System flag 

(i) This flag name is predefined in the EMAP specification 

(ii) All system flags are begin with ‘V 

Keywords 

(i) A keyword in the IMAP message is defined by the server implementation 

(ii) The keywords in IMAP dose not begin with ‘\’ 

Some System Flags are listed below : 


• \Seen - indicates that Message has been read 

• \Answered - indicates that Message has been answered 

• \Flagged - informs that message is "flagged" for attention 

• \Deleted - informs that message is "deleted" for removal by later 
EXPUNGE 

• \Draft - describes that message has not completed composition and it is 
marked as a draft 

• \Recent - It explain that message is "recently" arrived in this mailbox. 

(f) Commands: 


• LOGIN - It helps to add username and password to do login. 

• SELECT - It indicates mailbox-name. 

• CREATE - It indicates new-mailbox-name for generation. 

• DELETE - It describes mailbox-name to delete. 

RENAME - It indicates new-name to replace old-name of mailbox. 
AUTHENTICATE - It is useful for authentication of users mailbox 

• CLOSE - It indicates that the mailbox is closed. 

• SEARCH - It denote the mailbox-name which user want to search. 
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COPY - It indicates the mailbox-name from which user wants to copy some Hata 

(9) Login: 


We login using user’s account and password, not "abc" and "xyz"! 
• INPUT: aOl login abc xyz 

RESPONSE; aOl OK User logged in 


(h) Logout: 


Just by typing following statements we are able to do the Logout; - 

• a071ogout 

• * BYE LOGOUT received 

• a07 OK Completed 

(i) Advantages over POP: 

• IMAP works in connected and disconnected modes of operation i. e. in online and 
offline modes of operations. 

• Header-helps to do message retrieval 

• Multiple clients at the same instance connected to the same mailbox using IMAP. 

• IMAP helps to provide message state information 

• There exists multiple mailboxes on the IMAP server 

• IMAP helps to provide Server-side searches facility. 

IMAP can create e-mail folders on the server; these folders are accessible from 

anywhere. If POP is used and create e-mail folders, they are stored locaUy then user 

cannot access these folders from anywhere except the computer on which user 
created them. 


7.6 Multimedia 

1. Introduction: 

• Multimedia is now a days very popular on internet for advertising, entertainment 
and to access various information from world. 

• People access internet not only for text but for audio video search as well. 
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2. HuUmeda Services: 


The audio video services on internet are generally divided in three categories. 


a) Streuniiig Stored MuMmedia: 



1. Client dicks 
content link 



h 2. Player started 
and directed to 
windows media 
server 


Windows 

media 

servioes 





Rayer requests 
content 



Server streams 
content 


End user (client) 


Fig. 7.6.1 

Introduction: 

o Muldmedia file are compressed and then stored on to multimedia 
server. 

o These file can be accessed by various internet users by downloading it 
from the network. 

o In this type of multimedia user accesses the broadcasted audio and 
video from online broadcast server. 


• Woridng: 

o End user sends GET request to server machine to which web server 
sends response. 

o Then audio file can be played by using media player services. 

• Example: 

o On demand audio video 
o Live Cricket matches broadcasted on internet 
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b) 




c) 


Streaming Live Multimedia: 
Introduction: 


o In this type of multimedia user accesses the broadcasted audio and 
video from online broadcast server. 

Working: 



Fig. 7.6.2 


Example: 

o Live Cricket matches broadcasted on internet 


Interactive Multimedia: 

• Introduction: 

o Multimedia can be used to communicate with people over the worid 
and attached by internet. 

o Only required multimedia file will be sent to receiver, 
o Works on basis of RTP (Real time audio video protocol) 
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• Working: 


PSTN user 



Fig. 7.6.3 

• Example 

o Skype internet video calling 

Multimedia Compression Techniques: 

• The different multimedia files can be compressed in various available technique, 

• Audio Compression : MP3 

• To produce CD quality audio compression based on perceptual encoding 
technique we make use of MP3 coding. 

• MP3 uses frequency and temporal masking for compressing audio signal. 

• MP3 audio files can produces data rates 96 kbps, 128 kbps and 160 kbps. 

• It is a part of MPEG coding. 



Fig. 7.6.4 
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Image Compression: JPEG 

JPEG is a common image format used in World Wide Web, 

JPEG compressed images can be used to hide data for secret internet 
communication. 

It makes use of DCT and binary coding. 



Original block image Compressed output image 

Fig. 7.6.5 


Video Compression : MPEG 

A compression encoder works by identifying the useful part of a signal which is 
called the entropy and sending this to the decoder. 

The remainder of the signal is called the redundancy because it can be worked out 
at the decoder from what is sent. 

In MPEG the two-dimensional spatial frequency analysis is performed using the 
Discrete Cosine Transform (DCT). 

An array of pixels, typically 8 x 8, is converted into an array of coefficients. 

The magnitude of each coefficient represents the amount of a particular spatial 
frequency which is present. 


Predictous 
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Review Question* ^ 

Q. 1 Write a short note on multimedia internet technologies. 

Q. 2 Explain various multimedia compression techniques. 

Q. 3 Describe multiple multimedia services in details. 

Q. 4 Write a short note on application layer protocol. 

Q. 5 Explain IMAP in detail. 

Q. 6 Explain use of SMTP and its architectures. 

Q. 7 Write a short note on SNMP. 

Q. 8 Explain difference between SMTP POP3 and IMAP. 

Q. 9 Explain connections in SMTP 
Q. 10 Working of SMTP POP3 and IMAP. 

7.7 University Questions and Answers 


^ April 2013 


Q.1 

Write a note on POP3. (Section 7.3) 

(5 Marks) 

Q.2 

Explain the user agent component of electronic mail system. 

(Sections 7.2 (a)) 

(5 Marks) 

Q.3 

What are the different kinds of headers available in MIME? (Section 7.4(b)) 



(5 Marks) 

□□□ 
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> Practical 1: 


> Practical 2 : 


> Practical 3 : 


^ Appendix A 


U3t of Practiearo 


IPv4 Addressing and Subnetting 

a. Given an IP address and network mask, determine other 
information about the IP address such as: 

Network address 
Network broadcast address 
Totai number of host bits 
Number of hosts 

b. Given an IP address, network mask and sub network mask, 
determine other information about the IP address such as: 

The subnet address of this subnet 
The broadcast address of this subnet 
The range of host addresses for this subnet 
The maximum number of subnets for this subnet mask 
The number of hosts for each subnet 
The number of subnet bits 
The number of this subnet 

Preferred Programming Tools 

• Environment Windows or Linux or Unix 
Use of ping and tracert / traceroute and arp utilities. 

Preferred Programming Tools 

• Development Tool: Java Development Kit 1.4 or above 

• Environment : Windows or Linux 

• IDE : Packet Tracer 
Configure IP static routing.. 

Preferred Programming Tools 

• Development Tool: Java Development Kit 1.4 or above 

• Environment: Windows or Linux 

• IDE : Packet Tracer 
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> 




> 


> 


> 


> 


Practical 4 : 


Practical 5 : 


Practical 6 : 


Configure IP routing using RIP. 
Preferred Programming To81s 

• Environment: Windows or Linux 

• IDE : Packet Tracer 
Configuring OSPF. 

Preferred Programming Tools 

• Environment: Windows or Linux 

• IDE : Packet Tracer 
Configuring UDP and TCP. 

Preferred Programming Tools 

• Environment : Windows or Linux 


Practical 7 : 


Practical 8 : 


Practical 9 : 


• IDE ; Packet Tracer 

Run different STCP commands. 

Preferred Programming Tools 

• Environment : Windows or Linux 

• IDE ; Packet Tracer 
Configure DHCP and DNS. 

Preferred Programming Tools 

• Environment: Windows or Linux 

• IDE : Packet Tracer 

Configure FTP and HTTP. Run Telnet and SSH. 
Preferred Programming Tools 

• Environment : Windows or Linux 

• IDE : Packet Tracer 


Practical 10 : Configure SMTP, POP3, IMAP and MIME. 

Preferred Programming Tools 

• Environment : Windows or Linux 

• IDE : Packet Tracer 


Appendix A 


QQQ 
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Appendix 




Client Server Socket 
Programming using JAVA 

-^---- 


B.1 Sockets 

1- Introduction 


2 . 


3 . 


• A socket is fundamental technology of computer networking used to create a 
connection between two computers. 

• Socket mechanism allows applications to communicate using standard 
mechanisms with help of network hardware and operating systems. 

• The Sockets Application Program Interface (API) provides a library of functions 
which are used to.develop network applications. 

• Sockets are identified by Internet address, end-to-end protocol, and port number. 

• A socket pair identifies all four components like source address and port number 
as well as destination address and port number. 

• Sockets are acting like end point to communicate with each other. 

Point to point communication 

• A socket generally represented as a single connection between exacUy two nieces 

of software or computers. ^ 

• Software based on sockets runs on two separate computers which are in the 
network. 

• Sockets can also be used for inter process communication on a single computer 

• The Sockets are bidirectional that means any of two sockets is capable of both 
sending and receiving data. 

Client 


• A client is a system that accesses the remote service on another computer using 
network. ® 
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B-2 Client Server Socket Programming using JAVA 


• The application that initiates communication is generally called as client socket. 

4. Server 

• Server is a computer program that provides services to other computer programs 
in the same or other computers on network. 

• The application that answers the client socket as generally called as server socket. 

B.2 Socket Interface 


Introduction 

• The socket interface is made using kernel which contains 3 layers as below ; 

i. Socket layer 

ii. Protocol layer 

iii. Device layer. 

• Socket layer: This interface is exists between the subroutines and lower layers 

• Protocol layer : It will have the protocol used for communication 

• Device layer : It has the device drivers which control the network devices. 

Relationship 

Client process Server process 


Scx^ket layer ; 



iff'" 

TCP X 

^ Protocol layer 

1 


IP 

Device layer 

i 

Network- 
driver. 5; 



Socket layer J 

-Stop 



Protocol layer? 

- IP 

1 

c 

c! X ! 

."Network 

Device layer 

X driver 




'— Network —' 
socket label 

Fig. B.2.1: Socket interface layers 

In above Fig. B.2.1 client process on the left with the socket layer under it and the 
protocol layer and device layer adjusted below it. 

The protocol layer lies between the other two layers. 

Corresponding layers are exists below the server process on the right. 

A line showing the network runs through all layers and connects the server with 
client processes (in above diagram U shape line). 
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7 fApplicatt^ 
6 


Presentation 




Session 




^ Transport^''"^'^ 


Network 



Datalink 

1 

Physical 




"1 


, Application 


TCP 


UDP 


IPv4,IPv6 


Device 

driver 

and 

hardware ; 


Application 

details 


Sockets 

API 


Us 

pro( 

jer ^ 

)ess 


Ker 

nel 



Communications 

details 


OSI model 


Internet protocol 
suite 

Fig. B.2.2 


The Internet does not follows entire OSI model but rather merges several of the 
protocols layers together. 

It is possible for two network applications to begin simultaneously, but generally 
it is not required hence we will do network operations in sequence, rather than 
simultaneously. 

The server executes first and waits to receive request from clients; the client 
afterwards and sends the first network packet to the server. 


Network application A 


Network application B 



Fig. B.2.3 

After initial connection phase anyone the client or the server is capable of sending 
or receiving data. 


B.3 Types of Socket 

1, Datagram sockets 








The User Datagram Protocol (UDP) transports packets in a connectionless 
manner. 

In such communication, each data packet which is also called as a datagram is 
addressed and routed individually and may arrive at the receiver in random order. 
Datagram socket is designed to use with connectionless protocols. 
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^ Pat^eter 



1. Reliability 

Reliable communication 

Unreliable still on time delivery 
of packets. 

2. Connection 

Connection-oriented 

Connectionless 

3. Applications 

Applications that require safely 
guarantee. 

(eg. File transfer) 

Media applications 
(eg. Voice transmissions.) 

4. Flow control 

Flow control and error-control 

No flow or sequence control. 
User must handle these 
manually. 

5. Socket type 

Uses byte stream as unit of 
transfer. (Stream sockets) 

Uses datagrams as unit of 
transfer. 

• r . 


(datagram sockets) 

6. Data 

Allows two-way data exchange 

One directional data transfer. 

,v exchange 

(full-duplex) 

(half-duplex) 

■‘T. Example 

Telenet uses stream sockets, 
(everything you write on one side 
appears exact in same order on the 
other side) | 

TFTP 

(Trivial File Transfer Protocol) 

- uses datagram sockets. 


2. Stream Socket 


The Transmission Control Protocol (TCP) is connection oriented protocol and it 
transports a stream of data over a logical connection established across the sender 
computer and the receiver computer. 

In such communication data sent from a sender is guaranteed to be received by 
recipient in the order it is sent from sender. 

Stream sockets are designed to use with connection oriented protocols. 



Fig. B J.l: Socket l^pci 
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3. Raw Socket 




• Sometime protocols like ICMP and OSPF uses services direct from IP. 

• Raw sockets are designed for applications based on such protocols. 

B.4 Ports 


1. Introduction 

• A port is a 16-bit number which is used by the host-to-host protocol to identify to 
which higher-level protocol or process it must deliver incoming messages coming 
from other host. 

• Whenever any process wants to communicate with another process, it identifies 
itself to the TCP/IP protocol suite by one or more ports. 

• Problem arises when different applications trying to use the same port numbers on 
one host is which should be avoided by writing applications to request an 
available port from TCP/IP. 

• Because this port number is dynamically assigned, it may differ from one 
invocation of an application to the next. 

2. Categories 

• Port numbers are divided into three different categories as given below: 

• Ports 0 through 1023 

i. They are called as well known ports. 

ii. They are associated with services in a static mann er, 

iii. E.g. HTTP servers would accept requests at port 80. 

iv. The "well-known".ports are controlled and assigned by the Internet 
Assigned Numbers Authority (lANA) and most systems can only be used 
by system programs run by privileged users. 

• Port numbers 1024 - 49151 

i. They are called as registered port numbers. 

ii. They generally used for multiple purposes. 

iii. These port numbers are not controlled by the lANA and systems can be 
used by ordinary user-developed programs. 

• Port 49152-65533 

i. They are Dynamic and private port numbers 

ii. No services associated with them. 
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Programinjij^jjr^^ 


Fort 

Service NauMi Altai 

Docriirtitn i 

I 

tepmux 

TCP port service multiplexer 

7 

echo 

Echo server 

9 

discard 

Like/dev/nul 1 

13 

daytime 

System’s date/time 

20 

ftp.data 

FTP data port 

21 

ftp 

Main FTP connection 

23 

telnet 

Telnet connection 

25 

smtp.mail 

UNIX mail 

37 

time.timeserver 

Time server 

42 

nameserver 

Name resolution (DNS) 

70 

gopher 

Text/menu information 

79 

Finger 

Current users 

80 

www.http 

web server 


B.5 Socket Programming using Java 


1. IPC 

• Socket programming is used for implementing IPC (Interprocess communication) 
with java programming. 

• IPC used for separate, independent processes to conununicate among themselves 
to work together on any task. 

• A process can be a sender of the communication or it can be a receiver of the data 
at another instant. 


Prooess 1 Process 2 



Data 





Sander 


Receive 
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• Unicast 

In this transfer data is sent from one process to another single process. 

• Multicast 

In this transfer data is sent from one process to more than one process at die same point 
of time. 

• Broadcast 

In this transfer data is sent from one process to all other available processes at the same 
time. 



Fig. B.5.2 


B.6 Connection Oriented (Stream Mode / TCP) socket 

1. Introduction 


• The Connection-Oriented Sockets are generally depends on the stream-mode I/O 
model of the LINIX Operating System that we have learn in last semester in 
which data is transferred with help of a continuous flow of data stream from a 
source to a destination. 

• Data is added into the stream by a sender process which is also called as the 
server. 

• Data is extracted from the stream with help of receiver process which is also 
called the client. 

2. Working 

• The server process first creates a connection socket and then listens for 
connection requests from other processes. 

• Server will accept only one connection request at a time. 
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Comih^lUqacftdjL 1 

• Create a connection socket 


• Create a data socket 

• Listen for connection requests. 


• Request a connection 

• Accept a connection 


• Get an outputstream for 
writing to the .socket 

• Create a data socket 


• Write to the stream 

• (jet an input stream for reading 
to the socket 


• Get an inputstream 

• Read from the stream 


• Read from the stream 

• Get an output stream for writing 
to the socket 

• Write to the stream 

• Close the data socket 

• Close the connection socket 


• Close the data socket 


• Whenever the connection request is accepted by server, a data socket is created 
with help of which the server process can write or read from or to the data stream. 

• Socket is closed when the communication session between the two processes is 
over. 

• The data and the server process is now free to accept another connection request. 

Problems 

• Server process is blocked when it is waiting for other incoming connection 
requests. 

• This problem can be solved by spawning threads, one fm each incoming client 
connection request and each thread will individually handle the particular client 
from a source to a destination. 

Msthods used in stream mode socket API 

• The common key methods of the stream-mode socket API are explained as given 
below; 

• These sockets are typically used for connection-oriented communication during 
which a sequence of bytes is transferred in one or both directions. 

• The connection listener program (Server program) should be started before 
executing the client program. 
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ServerSocket class 

1. 

ServerSocket(int port) 

Create an object of class Server Socket and binds the 
object to the specified port. . i 

2. 

accept() 

This is a blocking method 

Call the server to listens or wait for any incoming 
cUent connection request 

When a client contacts it proceeds further then method 
is unblocked 

Returns a socket object to the server program to 
communicate with the client. _ ■ 

3. 

Close () 

Closes the ServerSocket object . ” 

4. 

Void setSoTiraeout (int 
timeout) 

The ServerSocket object is set to h'sten for an incoming 

/ 

client request 

When the timeout expires, a 

java.net.SocketTimeoutException is raised. 

The timeout value must be > 0; a timeout value of 0 

indicates infinite timeout. 

Socket class 

5. 

Socket(InetAddress host, 
int port) 

Creates a stream socket 

Connects it to be specified port number at the specified 
IP address 

6. 

InetAddress 

getInetAddress() 

Returns the IP address at the remote side of the socket 

7. 

InetAddress 

getLxx:alAddress() 

Returns the IP address of the local machine to which 

this socket is bounded 

8. 

Int getPort() 

Returns the port number of remote machine to which 

this socket in connected 

9. 

Int getLocalPort() 

Returns the local port number to which this socket is 
bound 
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ConstiiidtbT/NI#ih^ * 


10. 

Inputstream 
getinputstream () 

Returns an input stream for this socket to read data sent® 
from the other end of the connection. 

11. 

OutputStream 
getOutputStream () 

Returns an output stream for this socket to send data to 
the other end of the connection. 

12. 

Close() 

Closes this socket 

13. 

void setSoTimeout(int 
timeout) 

Sets a timeout value to block on any read() call on the 
InputStream associated with this socket object. When 
the timeout expires, java.net.SocketTimeoutException 
is raised. The timeout value must be > 0; a timeout 

value of 0 indicates infinite timeout. 


5. Simple TCP Server Programming 

a) . Locate or find IP address and protocol number of server. 

b) Open the Server Socket 
E.g. 

ServerSocket connect] onSocket = new ServerSocket(serverPortNumber); 

c) Wait and accept the Client Request 

Specify that the connection needs an arbitrary, unused port on local marhinp and 
allow TCP to select one 

E.g. 

Socket dataSocket = connectionSocket.acceptQ; 

d) Create I/O streams for communicating to the client 
Specify the server to which messages is needs to be sent 

E.g. 

PrintStream socketOutput = new PrintStream(dataSocket.getOutputStream()); 

Or otherwise 

DataInputStream is = new DataInputStream(dataSocket.getInputStream()): 
DataOutputStream os = new DataOutputStream(dataSocket.getOutputStreamO): 
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c) Perform communication with client using application*level protocol 
E.g. 

socketOutput.println(inessage); 

Or otherwise 

To Receive from client: String line = i$.readLine(); 

For Sending to client: os.writeBytes(“Hello Client”); 

f) Close the socket 
E.g. 

connectionSocket.close(); 

6. Simple TCP Client Programming 

a) Locate or find BP address and protocol number of server. 

b) Create a Socket Object 

E.g. 

Socket clientSocket = new Socket(acceptorHost, serverPortNum); 

c) Create I/O streams for communicating with the server 
E.g. 

BufferedReader br = 

new BufferedReader(new InputStreamReader(clientSocket.getInputStream())); 
Or otherwise 

is = new DataInputStream(clientSocket.getInputStream()); 
os = new DataOutputStream(clientSocket.getOutputStream()); 

d) Perform communication with the server 

Specify the server to which messages is needs to be sent 

E.g. 

System.out.println(br.readLine()); 

Or otherwise 

Receive data from the server: Stnng line = is.readLine(): 

Send data to the server: os.writeBytes(“Hello Server..”); 

e) Close the socket 
E.g. 

clientSocket.cio.se(); 
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> Proaram 1 • Sookat program to aand aampla maaaaga from aarvar to ollant 
" ■ whan It connaota to aarvar uaing TCP^_ 

Code for Server: 

1mportjava.net.*; 
import java.io.*; 
class TCP.Server 
{ 

public static void main(String[] args) 

{ 

try{ 

System .out. piintln("."); 

System.out.println("Program : TCP Server Socket"); 

System.out.println(". 

String message - argsfO]; 
int serverPortNumber - Integer.parselnt(args[l]); 

ServerSocket connectlonSocket - new ServerSocket(serverPortNumber); 

Socket dataSocket« connectionSocket.accept(); 

PrintStream socketOutput - new Pr1ntStrQam(dataSocket.get0utputStream()); 
socketOutput.prlntln(messago); 
socketOutput.flush(); 
dataSocket.close(); 
connectioriSocket.close(); 

} 

catch(Except1on e){e.printStackTrace();} 

System.out.printInC'Message sent to client..."); 

System.out.println("..''); 

} 

} 

Code for Client 
Import java.io.*; 

Import java.nat.*; 



cliit T CP,Cllant 
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{ 

public static void main(String[] args) 

{ 

try{ 

System.out.println("-"j. 

System.out.println("Program : TCP Client Socket"); 

System.out.println("- 

System.out.print("Message From Server is: "); 

InetAddress acceptorHost - InetAddress.getByName("localhost"); 
int serverPortNum =■ lnteger.parselnt(args[0]); 

Socket clientSocket «• new Socket(acceptorHost, serverPortNum); 
BufferedReader br = new BufferedReader(new 
InputStreamReader(clientSocket.geanputStream())); 
System.out.println(br.readLine()); 

System.out.println("-"j. 

clientSocket.close(); 

} 

catch(Exception e){e.printStackTrace();} 

> 

} 


Running above code 


Step 1: Compile and run server socket 

Copy java code file to bin folder of java 

Compile TCP_Server.java program using javac command 

Run TCP java projram using java command pass port numbor as argument in 
program 1234 is port number. "**** 
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Output: 


cf C:\WINDQWSXsysteniiS^nttd^xe - java TCP^S^yer 




-Jgl X 


C:\Pocuments and Set4irtgs4ci«iTln|bpfty^pNM!^^ 

cAProgram Fi 1 e^N3Wa?S3^.i.O\bTri>5|yac:TCP^Se^ ; , 

iC :Xp/'OQ^3jt' Pi 1 ^ 

[Progi^in ’ Severs SO'' " '. ' 

java.^TangvArfaytndexOutOf BoundsE:^Ge'p^^^ r •* :/*^v . 

Message sent to cli ent.... 

C:\Program l^iles\Dava\jdkl.6.0\bi:n>java TCP^Server "I am Server'' 1234 
Program : TCP Server Socket . 




: ■■ . ■: tVVC^ ■ - ‘^ vj^ • ' 


Step 2: Compile and run Client socket 

Copy java code file to bin folder of java 

Compile TCP_Client.java program using javac command 

Run TCP_Client.java program using java command pass port number as argument in below 
program 1234 is port number. 

Output 


~ C:\WINDOWS\system32\flp 


Microsof.t. Windows •XP. [V,ersion'5,.lj,260pj.vJ;,.sikSf;:Sfl-;j:‘^.-,'‘?;..;, ,y, > ■' 

CG) Copyri'ght 1985-2!001-Miir^sofi:;V ■. - ; ^ * 

C:\D 6 .cHment 5 and<SettiW^s-ydmi'nisttiatgrs^^^ Fi 1 es\3ava\jdkl.6.0\bin 

C :\Prograni Fi 1 es\3ava\3 dki ^ 6 TQ^Kbl^d >3 ent. java 

C:\ProgramVfi esy ay441d,kt *®,;dyin>J$/a; tcP^Cli e^^ local host 1234 


Message Prom Server is^. I am Server 


;C:'\Program Fi1esVava\jdk‘l. C(i‘\b^^ 

1_ 

* 
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Step 3: Server socket Status after sending message to client 


Output: 


C:\WllN POWS\ system32\cmd.eHe 

■ Winders '■:? [Ve-i'sion S.l.j^OOj 

' ■'■.'pynght 1985-2001 Mi ct^of.nft Oorp. 


^^^ocuments and .>;1»-1 ng?\aditn m stfatof -cd 0 ;'■.,p,-ogr.a;ri P i 1 es',Ja-..-.i'.-|dH . 
,P --0gr am File-sJ ava\.i dk 1. .0\b i ti ^ g avae TCP_Ser er. g a-/a 

i 

>>-'rogr.a!ti Files\Ja'..'a\gdl-i.i;-i.O\bin>gava TCP„i:er-..-er "I -an Jer.-er" 


•: : \ 

Pr 

c= g r a 

Mlas\.la‘-' 

a ' ., n di* 1. D. O ' 

•, b 1 n 

^ 3 av. 

•a TCP„ 


•Zi' 

am : 

TCP Ser..-er 

'-•ocket 




j ■I’---' 

a. 

1 ang 

. -Prray Tnde-. 

OutOfBoundf 

:.Evc 

epti 

on: 1 



a 

t T'.. P_’\u\, t 

r.main(TCP 

3er 

ver. 

1 avail 

'l (r 


ge s 

ant to die 

nt. . . 




C : 

Pr 

ogra 

m Pile5\ia\.' 

■a\gdk 1. 

■. b 1 n 

-•> 3 a5.' 

a TCP_: 

Pro 

gr 

■ajv : 

"PCP Server 

Socket 





s a 

qe s 

ant to die 

nt, . . 





P_^:^er•..•er "I .a/7i Ser-.^er' 


: Pr'jg raj}] Files\l ava\idk 1 . 6 . 0 \b i n> 






B.7 Connectionless (Datagram / UDP) Socket _ 

1. Introduction 

• In case of connectionless socket we use the datagram socket for delivery of 
datagram packets. 

• UDP is unreliable and does not guarantee the delivery of packets in same order as 
they sent from server. 

• Java have two classes for the datagram socket API: 

(a) The DatagramSockel class ; Used for the .sockets 

(b) The DatagramPacket class ; Used for the packets e.xchanse 

2. Working 

• Any process that wishes to send or receive ilata using the ilatagram s^vket API 
must instantiate a Datagrain.Socket (»biect. which will Iv Unnul to a UDP ptut of 
the machine and it is local to the process. 
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, --- ■ K V 

Sender Pro@«in 


Receiver 

Create a DatagramSocket object 


Create a datagramSocket object 

Bind it to any local port 


Bind it to a specific local port 

Place the data to send in a byte array 


Create a byte array for receiving 

• J 



the data 

Create Datagrampacket object, 
specifying the data array and the 
receiver’s address 


Create a DatagramPacket object 

Invoke the send method of the 


Invoke the receive method of the 

DatagramSocket object and pass as 


socket with a reference to the 

argument, a reference to the 
DatagramPacket object. 


DatagramPacket object. 


Fig. B.7.1: Program flow in the sender and receiver process (adapted from [2]) 
a) Sending Process 


• To send a datagram to another process, the sender process must instantiate 
a DatagramPacket object. 

• DatagramPacket has information as given below : 

(1) Reference to a byte array which have all payload data 

(2) Destination address; It is combination of host ID and port number to 
which the receiver process DatagramSocket object is bound. 

b) Receiving Process 

• The receiving process must instantiate DatagramSocket object and bound to 
a local port 

• This local port corresponds to the port number carried in the datagram 
packet of the sender. 

• To receive datagrams sent to the socket, the receiving process must 
instantiate a DatagramPacket object that references a byte array and call the 
receive method of the DatagramSocket object, specifying as argument, a 
reference to (he DatagramPacket object. 

c) Process 

• The program flow in the .sender and receiver process is as shown in above 
Fig. B.7.i 
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3. Methods used in stream mode socket API 

• The common key Methods of the Stream-Mode Socket API are explained 
as given below: 




\ , ‘ Description 

DatagramSocket class 

1. 

DatagramSocket() 

Create an object of class DatagramSocket 

Binds it to any available port on the local host 

machine. 

2. 

DatagramSocket(int port) 

Create an object of class DatagramSocket Binds 
it to the specified port on the local host 

3. 

DatagramSocket (int port, 
InetAddressaddr) 

Create an object of class DatagramSocket 

Binds it to the specified local address and port 

4. 

void close() 

Closes the datagram socket 

5. 

void connect(InetAddress address, 
int port) 

Connects the datagram socket to the specified 
remote address and port number on the machine 

with that address. 

6. 

InetAddress gerLocal Address() 

Returns the local InetAddress to which the 

socket is connected. 

7. 

int getLocalPort() 

Returns the port number on the local host to 
which the datagram socket is bound. 

8. 

InetAddress getInetAddress() 

Returns the IP address to which the datagram 
socket is connected to at the remote side. 

9. 

int getPort() 

Renims the port number at the remote side of 
the socket 

10. 

voidreceive (DatagramPacket 
packet) 

Receives a datagram packet object from this 
socket 

11. 

void send(DatagraPacket packet) 

Sends a datagram packet object from this socket. 

12. 

void setSoTimeout(int timeout) 

Set the timeout value for the socket, in 
milliseconds 
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Sr. 

No. 

Constructor/Method 

Description 


DatagramPacket class 

13. 

DatagramPacket(byte[ ] buf, int 
length, InetAddress, int port) 

Create a database packet object with the 
contents stored in a byte array, 
buffer of specified length to a machine with the 
specified IP address and port number 

14. 

InetAddress getAddress() 

Returns the IP address of the machine at the 
remote side to which the datagram is being sent 
or from which the datagram was received. 

15. 

byte [ ] getDataO 

Returns the data buffer stored in the packet as a 
byte array. 

16. 

int getLength() 

Returns the length of the data buffer in the 
datagram packet sent or received. 

17. 

1 

int getPort() 

Returns the port number to which the datagram 
socket is bound to which the datagram is being 
sent or from which the datagram is received 

18. 

void setData(byte [ ]) 

Sets the data buffer for the datagram packet 

19. 

void setAddress(InetAddress 
iaddr) 

Sets the datagram packet with the IP address of 
the remote machine to which the packet is being 
sent. 

20. 

Void setPort(int port) 

Sets the datagram packet with the port number 
of the datagram socket at the remote host to 
which the packet is sent. 


4. Algorithm of UDP client socket programming 

a) Find IP address and protocol number of host server 


InetAddress receiverHost = InetAddress.getByName(argstO]); 
int receiverPort = Integer.parselnt(args[l]); 

b) Create a Socket Object 

E.g.: DatagramSocket mySocket = new DatagramSocket(); 

c) Specify that the connection needs an arbitrary, unused protocol port on local 

machine and allow UDP to select one and Specify the server to which messages 
must be sent. 
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E.g. 

DatagramPacket packet = 

new DatagramPacket(buffer, buffer.length, receiverHost, receiverPort); 
mySocket.send(packet); 

d) Communicate with the server using application-level protocol 
E.g. 

mySocket.send(packet); 

e) Close the socket 
E.g. 

mySocket.close(); 

> Program 2 : Connectionless (UDP) socket programming 

Code for Server: 
importjava.net.*; 
import java.io.*; 
class UDP_Server 
{ 

public static void main(String[] args) 

{ 

try{ 


System.out.println("...."); 

System.out.println("Program : UDP Server Socket"); 

System.out.println("....."); 


InetAddress receiverHost = InetAddress.getByName(args[0]); 
int receiverPort = Integer.parselnt(args[l]); 

String message = args[2]; 

DatagramSocket mySocket = new DatagramSocl<et(); 
byte[] buffer = message.getBytes( ); 

DatagramPacket packet = new DatagramPacket(buffer, buffer.length, receiverHost, 

receiverPort); 

mySocket.send(packet); 

mySocket.close( ); 

} 

catch(Exception e){ e.printStackTrace();} 

System,out,println("Message sent to client..."); 

System,out.println("."); 

} 

} 
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Code for aient 
importjava.net.*; 
import java.io.*; 
class UOP_Client 
( 

public static void main(String[ ] args) 

{ 

tiy{ 

System.out.println("-"); 

System,out.println("Program : UDP Client Socket"); 

System .out. println("----— - 

System.out.print("Message From Server is:"); 
int MAX_LEN - 40; 

int tocalPortNum = lnteger.parselnt(args[0]); 

DatagramSocket mySocket = new DatagramSocket(localPortNum); 
byte[] buffer * new byte[MAX_LEN]; 

DatagramPacket packet = new DatagramPacket(buffer, MAX_LEN); 
mySocket.receive(packet); 

String message = new String(buffer); 
System.out.println(message); 

System.out.println("-------"j. 

mySocket.close(); 

I 

catch(Exception e){e.printStackTrace();} 

} 

> 


Running above code 


Step 1: Compile and ran senrer socket 

Copy java code file to bin folder of java 

Compile UDP_Server.java program using javac command 

Ron UDP_Server.java program using java command pass port number as argument in below 
program 1234 is port number. 

Sever has sent message and do not wait for reply from client message so this message may 
loss if dient is not receiving at that point of time. j 
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Output: 


■: r C;\WINDOWS\,system32\cmd.eKe 

i—IHi^ MM/ iff 


f'licrusoft Windows XP [vension 5.1.2600] 


ffl 

(X ; I.:- £..' > r i g fit j. 9 y 5 - 2Q0 i m •] r r 051 jtt C'j r p. 


— 

■ : • LX' c ufTient s dn d S ett i ngs’'\Adim n 1 st r-atoi' cd : 

\ P ru g r arri File s j .a-’ a 1 d k 1 . 6 . >2 l 


C : \ P no gn am File sX J .a . ■ a\ i dk 1. 6 .0\ b n n ;■ g avac 'UOP„' 

server. g a ■-•a 


r: ■. r 0 g r .iim F i I e 5 a a's 1 d k: 1.6.0 ‘. f.'i i n > 1 av a UC* P 3 < 

^rver local host 1234 ''Ser-./.er ' 

4 ' 

- . - ... _. .2 ... 


mmrn 

Program :.iJDP Sar‘'..'>:i:r Socket 



Message sent to cl lent... 



C iXProgrrEim Fi 1 es\J av/a\idk.l. 6.0\bi ri;-^ 

1 

1 

_i 



Step 2: Compile and run Client socket 

Copy java code file to bin folder of java 

Compile UDP_Client.java program using javac command 

Run UDP_Client.java program using java command pass port number as argument in below 
program 1234 is port number. 

UDP_Client waiting for new message from server or sender. 


Output: 


c:C C: 

..WIfSDOWS 

sy stem32\cmd.eKe 

- iava 




Ml cn: 

I'soft ‘pVi n 

do'/da 

XP [Version 

5.1.2600] 



■■■■■■■■ 

0-) 

lopyn ght 

1985 

-2001 Micros 

oft Corp. 




r S'-Tt 

'Cuments 

and S 

etti ngs'-V^dmi 

rn 5 1 r ato r c a C : S, P ro g r" -am F 


‘.gdk 1 . 

3.03e 

r ; •. pt 

'ogr-am Fi 

es\g 

a'.eaXg dk 1.6.0 

\b 1 n g a'-’ac UD P_'S 1 1 e nt. 1 av 

a 



r ■ • c. j.- 

’ogram ‘ 

es ''.J 

a^.■a■^1dkl. 6.0 

\ b 1 n :• g a''./ a UC' P_C 1 1 e nt 1234 




P ro Q r 

an : UDP 

•:i iPi 

fit Crirket 





Mecsa 

.qe From * 

>erve! 

1 s: 
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Step 3; Server socket St atus after sending second message to client 
Output: 


0 ‘v C:\WlNDOWS\system32\cmd.eMe 


Microsoft Windows XP [Version 5•1.2600] 
(C) Copyright 1985-2001 Microsoft Corp. 


X 


C;\Oocuments end Settings\Admimstrator>cd Cf\Prograin Fi1es\Java\jdkl.6.0\bin 

C ;\P»'ografti Fi'les\24va\jdkl.6.0\bin> javac UDP_Server. java 

CrXProgram P41es\2ava\jdkl.6.0\bin>java UDP_Server local host 1234 "Server" 

Prc grant : UDP Server Socket ' ' 


Message sent to client... 


C;\Prograttt Files\2ava\jdkl.6.0\bin>java UDP_Server local host 1234 "Server" 

-----____ 1 _-I 

Prograin : UDP Server Socket . / ' 

Message sent to client... 


C ;\Progrant Pi 1 es\3 ava\jdkl. 6.0\bi n> 


Step 4 ; Client socket has received message as it was now in listen mode 
Output: 


c ■ C:\WINDOWS\systeril^Mi^ 


Microsott Windows XP .[Version 5.1.2600] \ . vv' ‘ • I 

(C) Copyri ght 1985-2001 Mi crosoft Corp*. ' I ! 

'::^X>DCL4ment5 and Settings\Administratoocd C:\Program Fi 1 es\Java\jdl<1.6.0\bin 

'::\Program Fi-le9\Java\jdkl.6.0\bin>javac UDP-Client. java 

C:\Prograni Fi1es\Java\jdkl.6.0\bin>java UDPjciient 1234 • , 

Program : UDP Client Socket ^ . 

?»-efS5ige From Server is: Server 

II:\Program fi1es\Java\jdkl.6.0\bin>^ 


In above example, DatagramSocket is a binding call. Once a datagram packet lurives at 
the receiver at the specified local port number where socket is opened and extract the 
bytes sUircd in the datagram packet to a string. 

Parameters are passed as ; 

o The liKal port nuinher known lo the sender as well 
o Message to be sent 
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• The datagram sender (UDP_Server.java) program creates a DatagramPacket object and 
sets its destination IP address to the IP address of the remote host, the port number at 
which the message is expected to receive and the actual message. 

• The sender program has nothing much to do after sending the message and hence the 
socket is closed. 

• Similarly, the socket at the receiver side (UDP_Client) is also closed after receiving and 
printing the message. 

B.8 Issues of Server 


1. Introduction 

• Server is a computer program that provides services to other computer programs 
in the same or other computers on network. 

• Server socket application answers the client socket. 

• There are number of clients connected with a single server so it faces many 
challenges while handling these client requests at a same point of time. 

2. Concurrent vs iterative servers 

• An iterative server is a server program which handles only one client program at 
any point of time. 

• A concurrent server is a server program which can handle multiple client 
programs at any point of time. 

3. Connection-oriented vs connection-iess servers 

• In a connection-oriented protocol, there is overhead of setting up a 
communications path between the sender and receiver, which will be maintained 
until the sender and receiver have completed their entire conversation. 

• Connection-oriented protocols will provide guaranty of message dehvery in the 
order in which they were sent. 

• In a connectionless service, we do not require to establish a session or 
communication path. 

• Connectionless services are like sending a postcard via past sender assumes that 
receiver will get it. 

4. Stateful vs stateless servers 






A stateful .server is a server program which maintains state of connected clients 
and their sessions in web servers. 

While stateless servers do not maintain state of connected clients and their 
sessions. 



I 
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Q. 1 Answer any two of the following : (10 Marks) 

(a) Show the unabbreviated colon hex notation for the following IPv6 addresses 

i. An address with 64 O’s followed by 64 1 ’s. 

ii. An address with 128 O’s. 

iii. An address with 128 1 ’s. 

iv. An address with 128 alternative 1 ’s and O’s. 

V. An address with two alternate 1 ’s and O’s. 

(b) Explain the use of time exceeded message of ICMP. 

(c) Find the netid of the following IP addresses : 

i) 114.34.2.8 

ii) 132.56.8.6 

iii) 208.34.54.12 

iv) 251.34.98.5 

v) 129.14.6.8 

(d) Describe 3 phases of communication between remote host and mobiles host. 

Q. 2 Answer any three of the following : (15 Marks) 

(a) Describe the function of the transport layer in the OSI model. 

(b) Explain the different kinds of classes along with their network mask for IPv4 
addresses. 

(c) List the component of IP packages ? Explain any one. 

(d) Explain the transition strategies from IPv4 to IPv6. 

(e) Find the error, if any, in the following IPv4 addresses: 

i. 127.045.112.27 

ii. 12.24.35.7.8 

iii. 10110011.23.45.234 

iv. 76.27.256.23 
V. A23.56.78.5 

(f) Differentiate between IPv4 and IPv6. 


www.Mum baiBScITStu dy.com 






Mumbai B.Sc.IT Study 



Internet Technologies (B.Sc. IT, - MU) 


Q-2 


April 2013 


0.3 Answer any three of the following : (15 Marks) 

(a) Explain the source quench message and time exceeded message in ICMPv4, 

(b) What is the inefficiency in mobile IP? Give Solution for it. 

(c) Explain the Input module of ARP. 

(d) What are the three phases that a mobile host should go through to communicate 
with the remote host ? 

(e) Explain the following terminologies related to OSPF protocol: 

(i) Area (ii) Metric (iii) Link state database 

(0 Explain path vector routing. 

Q. 4 Answer any three of the following : (15 Marks) 

(a) Explain Stop-and-wait Protocol and GO-Back-N Protocol in the transport layer. 

(b) Explain the timers used in Transmission Control Protocol. 

(c) Explain the features of Stream Control Transmission Protocol. 

(d) List the multiple byte options supported by TCP. Explain any one with proper 
example. 

(e) Explain the two-node loop problem of distance vector routing. Give the solution of 


(f) A TCP connection is in ESTABLISHED. The following events occur one after 
another. 

a. A FIN segment is received 

b. The application sends a “ close” message. 

Q. 5 Answer any three of the following : 

(a) Explain the DHCP client transition diagram. 


(15 Marks) 


(b) What are the types of records used in Domain Name System? 

(c) What is meant by resolution in DNS ? Explain. 

(d) What are the types of TFTP messages? What is the purpose of each one? 
(©) Define and give example of the following 

i. Fully qualified domain name 

ii. Partially qualified domain name 

(f) List any five file management commands of FTP and write their purpose. 
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Q. 6 Answer any three of the following : 

(a) Write a note on POP3. 

(b) Explain the user agent component of electronic mail system. 

(c) What are the types of Web documents? 

(d) What is concept of SMI in SNMP? 

(e) What are the different kinds of headers available in MIME? 

(f) Write a short note on cookies. 


April 2013 

(15 Marks) 
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